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Abstract

Disinformation is one of the many challenges posed by 21st century. In a 
globalized world, the overwhelming amount of available information on 
various digital platforms blurs the lines between fact and fiction. In the 
battle of narratives, states increasingly rely on propaganda techniques as a 
cornerstone of their foreign policy to prevail against adversaries, without 
engaging in direct conflict. It has therefore become important to study 
traditional and contemporary propaganda techniques to better appreciate 
the nature of information warfare. This study examines key propaganda 
techniques employed in World War I, World War II and the Cold War. It also 
explores the emergence of AI-driven disinformation in the modern era. The 
study also examines the impact of social media, deepfakes and 
AI-generated content on 21st century propaganda warfare. The qualitative 
and exploratory study aims to contribute to the existing literature on 
information warfare and promote understanding of both traditional and 
contemporary propaganda warfare techniques, employing historical and 
analytical methods. Secondary sources have been consulted in this 
research.  

Keywords: World Wars I and II, Cold War, Propaganda Warfare, 
Disinformation, Deepfakes, AI-generated Content.

Introduction

 Propaganda is defined as “the planned use of any form of mass 
communication designed to influence the minds and emotions of a particular 
group for military, economic, or political purposes.”2 It has consistently served 
as a pivotal instrument from the 1st generation to the 5th generation of warfare. 
Propaganda warfare is employed not only during war but also in peacetime to 
shape perceptions, attitudes and behaviour. Dennis M. Murphy and James F. 
White have mentioned that shaping public perception in peacetime is just as 
important as having soldiers on the battlefield.3 

 Propaganda warfare techniques have long been employed to shape 
public perceptions, manipulate narratives and advance strategic political 
objectives. Martina Sprague, in her book titled The Propaganda of War: 
Personal Transformation and Search for Adventure,4 explains that propaganda 
manipulates public opinions and reshapes beliefs to achieve national 
objectives. Edward Bernays noted that during World Wars I and II, Western 
countries conducted propaganda campaigns among their military officers to 
boost their morale during war.5 These countries also used available media tools, 
including radio broadcasts, posters, films and cultural products to disseminate 
propaganda against the adversary. 

 During the Cold War, propaganda techniques were also used to promote 
capitalism and the communist school of thought by the US and USSR, 
respectively, thereby deepening the ideological division between the East and 
the West.6 To expand their sphere of influence, both countries provided 
financial, military and technical assistance to developing countries by signing 
bilateral and multilateral military pacts and alliances. 

 Propaganda warfare in the 21st century has undergone significant 
evolution, leveraging new technologies and strategies to shape public opinion. 

Social media platforms, such as Facebook, X and YouTube have begun to be 
used as powerful tools for disseminating propaganda. They enable rapid 
dissemination of information, often bypassing traditional electronic and print 
media outlets. Moreover, the advances in Artificial Intelligence (AI) have made 
it possible to generate highly realistic but fabricated videos and audio 
recordings, commonly referred to as deepfakes. These are being employed to 
disseminate false information or to discredit individuals or organizations. 
AI-powered bots and algorithms are also being used to amplify propaganda 
messages and manipulate online conversations. Foreign actors have been 
increasingly using propaganda techniques to interfere in elections around the 
world. This involves spreading disinformation about candidates or political 
parties, manipulating social media trends and hacking into computer systems to 
steal sensitive information. These developments provide impetus to study both 
historical and modern propaganda techniques of warfare, to understand the 
phenomenon and respond more effectively.

 The study focuses on: (i) examining the evolution of propaganda 
warfare in terms of objectives, narratives and dissemination strategies during 
World War I, World War II, and the Cold War; and (ii) analyzing the 
weaponization of propaganda in the contemporary digital information age 
through advanced technologies, particularly AI and deepfake technologies.

The Evolution of Propaganda Warfare

 According to the Collins Dictionary of International Relations, 
“Propaganda is information, frequently false information, that a political 
organisation disseminates or broadcasts to sway public opinion.”7 According to 
Britannica, propaganda is the dissemination of information, including facts, 
rumors, arguments, half-truths, and lies aimed at shaping public opinion.8 
These definitions underscore that propaganda is the selective and strategic use 
of information to manipulate attitudes, beliefs and behaviour in pursuit of 
political objectives.

 The word "Propaganda" was first used by Pope Gregory XV in 1622, 
when he established the Sacra Congregatio de Propaganda Fide (Sacred 

Congregation for Propagating the Faith) to spread Catholicism.9 At that time, 
missionaries used propaganda to disseminate religious beliefs among the 
public, but after World War I, states began to employ propaganda techniques 
for their own political interest, primarily in wartime. According to Bill 
Lambrecht, “In war, truth is a relative commodity and propaganda a staple of 
battle.”10 Various emperors have strategically employed propaganda tactics 
against their adversaries to gain a decisive edge in warfare. For instance, Philip 
II of Macedon, Xerxes I and Cyrus the Great effectively employed propaganda 
techniques for shaping public perceptions and securing victory in conflicts.11 

 The advent of radio, television and print and social media significantly 
amplified the reach and effectiveness of propaganda globally, enabling states to 
mobilize public support for getting entry into wars and to legitimize specific 
actions during wartime. The propaganda also helped to manage public opinion 
to deter adversary forces and to incite rebellion against the enemy. The role of 
Germany’s propaganda machinery, especially under the Nazi regime, serves as 
a historical benchmark for understanding the concept and connotation of 
propaganda warfare. In 1933, the Nazi government in Germany established the 
Ministry of Public Enlightenment and Propaganda, also known as the Ministry 
of Propaganda, under the leadership of Joseph Goebbels. It played a central role 
in Nazi Germany's propaganda efforts. Its objective was to control information, 
influence public opinion and strengthen the Nazi ideology.12

 In the modern era, propaganda warfare is driven by digital platforms, 
social media and emerging technologies that enable rapid manipulation of 
narratives and public opinion. States and non-state actors use online media, 
bots and disinformation to influence perceptions, weaken adversaries and 
justify political or military actions. This form of warfare operates below the 
threshold of armed conflict, making information a key weapon in modern 
strategic competition. According to the American Historical Association, 

“propaganda warfare is much more complex and adaptable in today's war, 
which combines political, economic, military and propaganda tactics.”13 

Harold Lasswell’s Theory of Political Propaganda 

 Harold Lasswell's theory of political propaganda helps in understanding 
propaganda warfare. This theory highlights the systematic shaping of public 
opinion by employing cultural and national symbols such as music, national 
flag, art and language. Lasswell mentioned that the task of the propagandists is 
to shape behaviours favourable to their national objectives and to counter 
hostile attitudes.14 He emphasized that managing perception in propaganda 
warfare is achieved by manipulating specific symbols.15

 Lasswell identified six essential elements of effective propaganda 
warfare. These include:16 (i) generating a sense of guilt and demoralization 
among enemy forces to weaken their will to fight; (ii) reinforcing confidence 
among soldiers and the general population by repeatedly invoking a glorious 
past and portraying victory as inevitable; (iii) clearly articulating the objectives 
and justification of war in ways that resonate with soldiers and civilians, often 
framed through appealing concepts such as freedom and democracy; (iv) 
strengthening the perception that the enemy bears sole responsibility for the 
outbreak of war; (v) strategically utilizing media platforms to disseminate false 
information about the adversary; and (vi) employing fear-inducing narratives 
that dehumanize the enemy, thereby legitimizing and encouraging violent 
actions. Collectively, these elements have formed the conceptual basis of both 
traditional propaganda practices and their contemporary manifestation.17

Propaganda Warfare Techniques 

 The US-based Institute of Propaganda Analysis (IPA) categorized seven 
propaganda warfare techniques in an article titled “We are Fooled by 

Propaganda.”18 These include: (i) Name-Calling; (ii) Glittering Generalities; 
(iii) Transfer of the Device; (iv) Testimonial; (v) Plain Folk; (vi) Card Stacking; 
and (vii) Bandwagon. 

 Propagandists employ the Name-Calling technique, where they attach 
derogatory labels to individuals or organizations to damage their reputation and 
strengthen existing negative views.19 Governments implement this strategy by 
leveraging all available media sources.20 The more frequently media outlets 
portray a group in a specific way, the more likely it is that such portrayals are 
guided or directed. For instance, labeling someone as a fascist, warmonger, 
radical or terrorist carries strong negative connotations and applying these 
labels can shape public perception and influence how others view them. States 
often equate freedom fighters with terrorists to legitimize their acts of 
suppression. Associating negative connotations with individuals or 
organizations has been a widespread tactic throughout history.

 During the inter-war period, the Nazis killed six million Jewish people 
in a systematic genocide, which is called the Holocaust.21 In the post 9/11 
period, Western countries portrayed Muslims as associated with terrorism, a 
narrative that was fueled by media portrayals, political rhetoric and 
counterterrorism policies. This conflation of Islam with extremism perpetuated 
stereotypes, fostering Islamophobia and marginalizing Muslim communities 
globally.22

 Glittering Generalities is a propaganda technique in which 
propagandists employ appealing, vague and fancy words or ideas to influence 

public opinion and advance their political objectives. This strategy relies on 
catchy slogans, broad generalizations and language associated with deeply held 
values and beliefs, while deliberately avoiding evidence or logical 
justification.23 The implication is consistently positive, even though the words 
and phrases are vague and may mean different things to different audiences. 
Because the language is ambiguous and imprecise, it remains largely 
meaningless and cannot be verified as either true or false.24 The propagandists 
may include government officials, journalists, politicians and social workers. 
For instance, India launched attack on Pakistan subsequent to Pahalgam false 
flag operation under the code name of Operation Sindoor, seeking to mobilize 
public support by invoking the narrative that the “Sindoor” (symbol of marital 
honor) would be restored.

 Propagandists use the technique of Transfer of Device in which they 
employ numerous culturally accepted symbols to encourage people to form 
associations and connections.25 They often employ symbols such as waving the 
flag to stir the public’s emotions and win their support. This technique is 
employed across multiple platforms including electronic, print and social 
media to amplify the agenda. Through this approach, propagandists highlight 
selected positive or negative traits of an individual, culture, religion or 
institution to make their narrative more persuasive and acceptable to the public.

 In the Testimonial propaganda technique, propagandists often rely on 
endorsements or statements from well-known personalities to build credibility 
and gain public support. Propagandists utilize testimonies of religious clerics, 
journalists, political thinkers and scholars for their own political objectives.26 In 
2024, Elon Musk endorsed Donald Trump’s presidential campaign, employing 
his influence, resources and platforms to bolster Trump’s candidacy. As a major 
donor, Musk contributed USD 277 million to Trump’s election campaign. He 

also utilized his social media platform X to endorse Trump publicly, especially 
after an assassination attempt on him during an election rally.27  

 Propagandists apply the Plain Folk technique to convince the public 
that a leader is loyal and came from a middle-class background. Propagandists 
use common language to persuade the audience to agree with their opinion.28 
For example, Indian Prime Minister Narendra Modi frequently mentions his 
past as a tea seller (Chaiwala) to connect with the common people.29 Similarly, 
US President Barack Obama often referred to his upbringing by a single mother 
and grandparents to relate to middle-class Americans. 

 Another technique is Card Stacking, in which propagandists selectively 
present facts that favour their viewpoint and attempt to convince the audience 
of their validity.30 Since it does not provide the audience with the complete 
information to make an informed choice, card stacking is the most intricate 
technique to identify. The audience is unable to identify the gaps in 
information. For example, Narendra Modi has frequently highlighted India’s 
GDP growth and large-scale infrastructure development under his leadership, 
while simultaneously downplaying persistent challenges such as rising 
unemployment and the adverse economic consequences of demonetization. 

 Bandwagon propaganda is a strategy that persuades individuals to 
conform by suggesting that a belief or action is widely accepted and followed 
by others. It appeals to the human desire to fit in or belong to the majority.31 
Donald Trump used the slogan “Make America Great Again” during rallies 
filled with enthusiastic supporters, to create an impression that majority of 
Americans were aligned with his vision. Barack Obama’s campaign slogan 

“Yes We Can” implied collective action, encouraging voters to join the 
widespread movement for change.32

Propaganda Warfare Techniques during World Wars I and II

 According to Kingsbury, World War I marked the beginning of 20th 
century propaganda warfare, characterized by the systematic use of public 
relations and marketing techniques to mobilize public support and justify 
participation in the war.33 Posters disseminating the adversary's false image 
were extensively used as a propaganda technique at that time. According to the 
Library of Congress, both the Central and Allied powers circulated posters to 
mobilize support and strengthen public morale. During World Wars I and II, 
postcards were a highly effective propaganda tool, used to garner public 
sympathy and boost the morale of soldiers.34 Edward Bernays pointed out that 
during World Wars I and II, Germany and Britain conducted propaganda 
campaigns aimed at boosting the morale of their military officers. To achieve 
this, both countries utilized radio broadcasts, films, posters, cultural products 
and literature to spread a distorted and false image of the enemy.35

 Germany and France carried out organized campaigns encouraging the 
public to enlist in the army, undergo training and fight in the war, often using 
postcards as a medium. In 1916, the UK employed posters to recruit a large 
number of soldiers. Although women were not formally enlisted, they were 
strongly encouraged to support the war effort through various roles. 
Organizations such as the Young Women's Christian Association (YWCA) and 
the Red Cross played active roles in promoting and facilitating this 
involvement. Various organizations, including the Young Women's Christian 
Association (YWCA) and the Red Cross, played an active role in supporting 
the war effort. Additionally, Britain established the Women’s Land Army, 
which worked on farms to produce agricultural goods, especially during 

periods when many male farmers were away serving in the military.36

George Creel, a pioneer of modern propaganda and author of How We Advertise 
America, endorsed the involvement of women in agriculture as a vital measure 
to safeguard the country against food insecurity during the war.37 He was tasked 
by the US President Woodrow Wilson to establish a committee on public 
information to disseminate propaganda intended to shift the American public’s 
mindset toward becoming a patriotic and war-hungry nation.38 According to 
Noam Chomsky, the campaign succeeded as, within just six months, it turned 
the Pacific population into a hysterical and war-driven group eager to destroy 
anything connected to the Germans.39

Propaganda Warfare Techniques during the Cold War

 Propaganda warfare became more important in the Cold War era 
(1945-1991). States applied twofold techniques of propaganda during the Cold 
War which included: (i) use of soft power including culture, literature, art and 
films, to present their positive image and preserve their ideological beliefs; and 
(ii) use of proxy wars as a new strategy to expand propaganda in developing 
states. 

1. Soft Propaganda Warfare Techniques during the Cold War

 Soft propaganda warfare techniques employ soft power to shape 
perceptions, aiming to influence large audiences and achieve objectives 
through art, culture, film, literature and other forms of cultural expression.40 In 
1948, the extension department of Harding College (now Harding University) 
produced a short film called “Make Mine Freedom,” which highlighted the 
benefits of living in a capitalist society as opposed to a communist one.

 George Orwell’s novel Animal Farm, an allegory of the Soviet 
government, was adapted into an animated film in the 1950s as part of the 
CIA’s propaganda efforts. During the Cold War, espionage themes were also 
explored in popular media like the James Bond films and television series such 
as I Spy and The Man from UNCLE.41 George Orwell’s novel 1984, published 
in 1949, portrays a dystopian world controlled through propaganda and the 
constant fear of endless war, serves as a powerful metaphor for the Cold War 
era’s use of literature as a propaganda tool. Espionage novels also played a key 
role in Cold War literature, such as The Spy Who Loved Me, where an American 
collaborates with the Soviet counter-espionage agency SMERSH.42

 A former British intelligence officer with MI5, David Cornwell 
authored several novels under the pen name John le Carré, including The Spy 
Who Came in from the Cold. This novel portrays the enemy as ruthless while 
showcasing the expertise of spies.43 It is important to note that the CIA utilized 
a variety of academic and non-academic platforms to shape public perception. 
The agency published more than 20 magazines, hosted art exhibitions, 
organized prominent international conferences, operated a news and feature 
service, released numerous books, and sponsored public performances by 
anti-Russian musicians and artists to capture public attention.44

2. Hard Propaganda Warfare Techniques during the Cold War

 The US attracted developing countries by projecting itself as an 
advanced economic and military power and having a strong political and 
cultural influence. The US considered propaganda as an important tool to attain 
foreign policy objectives. US President Harry Truman called for a more 
vigorous propaganda campaign known as the Campaign of Truth. The start of 
the Korean War, a few weeks after Truman's speech, contributed to a rapid 
increase in the State Department's budget for information, from USD 20 
million in 1948 to USD 115 million in 1952. To organize American 

psychological warfare efforts, Truman established the Psychological Strategy 
Board in April 1951.45 The Board was assigned to conduct covert operations 
against the Soviet Union and its allies. 

 The objective of these psychological strategies was to expand US 
influence. It is important to highlight that, unlike the interwar period’s 
psychological operations, which were tied to military actions, Cold War 
psychological covert operations were conducted through non-military means. 
Trade and economic aid, diplomacy, threat of force and cultural and 
educational exchange programs were employed as new methods of propaganda 
warfare. Notably, George F. Kennan, then head of the State Department's 
Policy Planning Staff, developed a range of anti-communist propaganda tactics 
in 1948, which included subversion, black propaganda, economic warfare, 
psychological warfare, paramilitary operations, and support for underground 
resistance groups.46

 The CIA carried out numerous military operations employing hard 
propaganda techniques to fulfill its goals. They backed various revolutions and 
counter-revolutions that impacted electoral processes in third-world countries, 
overthrew multiple democratic and autocratic regimes, and promoted the US 
vision of the global order.47 To influence political developments globally, the 
CIA conducted both overt and covert military operations, especially in 
countries such as Italy, the Philippines, Iran, Guatemala, Indonesia, Cuba, 
Vietnam, Thailand, Chile, Iraq, and Angola.48

21st Century Propaganda Warfare: Rising Disinformation in the Age of 
Information

 The 21st century propaganda warfare merges traditional and modern 
methods, utilizing a wide range of communication tools such as the Internet 

and social media alongside older techniques like postcards. Many scholars have 
anticipated that disinformation would become a key tactic in future conflicts. In 
1970, Canadian theorist Marshall McLuhan predicted that World War III would 
be fought as a guerrilla information war, blurring the lines between military 
personnel and civilians.”49 In their 2001 book Networks and Netwars: The 
Future of Terror, Crime, and Militancy, John Arquilla and David Rosenfeld 
highlighted that the nature and results of conflicts are becoming increasingly 
reliant on information and communication technologies.50

1. Digital and Social Media Platforms

 The emergence of digital and social media platforms has revolutionized 
communication, breaking down barriers of geography and time. However, this 
democratization of information has also enabled the proliferation of 
propaganda warfare, allowing both state and non-state actors to exploit these 
platforms to manipulate, influence and manage the perceptions of the masses. 
Social media platforms like X, Instagram and Facebook have turned into a 
battleground for the dissemination of information. Fake accounts, bots and 
algorithms amplify specific narratives, giving the impression of broad support 
or opposition.

 Joseph Goebbels, Nazi minister of propaganda, famously said, “If you 
repeat and tell a lie long enough, it becomes the truth.”51 According to Castells, 
the rise in Internet usage and political agendas has created an international 
media ecology characterized by self-publication and easy access. As a result, 
the media employ propaganda to emphasize certain information while 
overlooking other details.52 The Russia-Ukraine conflict showcases the rising 
role of social media in modern warfare. Both sides have used social media 
platforms like Telegram, X and TikTok to spread their narratives. Russia 
employed bots and trolls to justify its actions, whereas Ukraine, on the other 
hand, leveraged social media to gain international sympathy and mobilize 
support. 

 According to Secretary General of Amnesty International Agnès 
Callamard, “In 2017, the Rohingya were killed, tortured, raped and displaced in 
the thousands as part of the Myanmar security forces’ campaign of ethnic 
cleansing. In the months and years leading up to the atrocities, Facebook’s 
algorithms intensified hatred against the Rohingya, which contributed to 
real-world violence.”53

 Countries are systematically enhancing their capacity to disseminate 
propaganda online and disinformation worldwide.54 India extensively utilizes 
social media platforms to promote anti-Pakistan narratives and provoke the 
Pakistani population. A notable example exposing India’s disinformation 
campaign against Pakistan is the EU DisinfoLab reports published in 2019 and 
2020.55 It exposed India’s fake news outlets operating across social and 
mainstream media, which actively lobbied international organizations and civil 
society against Pakistan.56 Leading this deceptive propaganda effort were 
India’s wire service company “Asian News International (ANI)” and the 
Delhi-based “Shrivastava Group,” which played a key role in managing 256 
anti-Pakistan websites disseminating false information across 65 countries 
since 2005.

 Deception through fake news, propaganda and disinformation was 
widely practiced by the Indian media in the aftermath of Pahalgam false flag 
operation leading up to the four-day war in May 2025, initiated by 
nuclear-armed India against nuclear-armed Pakistan. According to the 
UK-based The Economist magazine, “Indian TV news long ago relinquished 
membership of the reality-based community.”57 During Operation Sindoor, 
India falsely claimed that it had shot down Pakistan’s JF-17 Thunder and F-16 
aircraft,58 Indian navy had attacked Karachi port and Indian military had 

crossed the Line of Control (LoC). These claims turned out to be false and were 
part of India's state-sponsored propaganda campaign against Pakistan.

 To keep Indian people in the dark, the Indian government issued 
executive orders to X, ordering the platform to block more than 8,000 accounts 
in the country.59 According to the platform’s statement, the orders also 
demanded blocking access to accounts belonging to international news 
organizations and prominent X users in India. Accounts of Chinese state-run 
media outlets such as Xinhua News Agency and Global Times, as well as 
Türkiye’s TRT World, were among those restricted on X.60 These actions were 
part of India's broader efforts to control the official narrative and limit external 
influence during the heightened tensions following Pahalgam false flag 
operation. India’s fake news campaign also included a radiation leak in 
Pakistan, which was denied by the International Atomic Energy Agency.61

2. Deepfakes and AI-Generated Content

 The evolution of Artificial Intelligence (AI) has brought numerous 
advancements, but it has also ushered in powerful tools for deception. Among 
the most concerning developments is the rise of deepfakes and AI-generated 
content, which have become potent instruments in modern propaganda warfare. 
By blurring the lines between reality and fabrication, these tools can 
manipulate public opinion, undermine trust, and destabilize societies. 
Deepfakes are synthetic media, often videos or audio files, created using AI 
technologies like deep learning. AI-generated content extends beyond 
deepfakes to include text, images, and audio created by AI algorithms to 
simulate authentic communication or events. 

 Recent advancements have increased public access to deepfake 
technology, producing results that are alarmingly convincing. From videos 
showing politicians making inflammatory remarks to fabricated recordings of 

public figures in compromising situations, the potential for harm is enormous. 
According to the “Deepfake Statistics 2025: The Hidden Cyber Threat” 
deepfake files reached 8 million in 2025, up sharply from about 500,000 in 
2023, while deepfakes now account for around 40 % of all biometric fraud 
attempts and humans can accurately identify high-quality deepfake videos only 
about 24.5 % of the time highlighting how quickly synthetic media are 
proliferating and complicating fraud prevention and digital trust in 2025.62

 In the age of social media, misinformation spreads faster than ever. In 
2025, the University of California, in its DeepTrust Project, noted that 
deepfakes are now among the most potent tools for political manipulation, 
particularly in election campaigns.63

 A notable example of this manipulation came from the Philippines in 
2019, when a deepfake video featuring a key opposition leader, Maria Ressa, 
appeared to show her endorsing violence against political rivals. Despite being 
debunked, the video remained in circulation, sowing doubt and further 
polarizing the political landscape. The same report from the Atlantic Council 
noted that deepfakes were being used to influence elections in several 
countries, including India, where political deepfakes were deployed to attack 
key figures during campaigns.64

 In 2018, deepfakes of Barack Obama surfaced, showing him delivering 
a speech he never delivered.65 While it was created as a demonstration of the 
technology's dangers, it highlighted the potential to damage reputation and sow 
distrust in leadership. Political campaigns are prime targets for deepfakes 
propaganda. During the 2020 US presidential elections, concerns arose about 
deepfake videos being used to spread false narratives about candidates. Even 
the threat of such technologies being used caused public skepticism, 
highlighting their psychological impact on electoral processes. In 2022, amid 
the Russia-Ukraine conflict, a deepfake video surfaced showing Ukrainian 

President Volodymyr Zelensky falsely urging Ukrainian troops to surrender. 
Although the video was swiftly debunked, it highlighted the powerful potential 
of deepfakes to undermine morale in conflict zones.66 These examples suggest 
that deepfakes are widespread and readily accessible, with the potential to serve 
as a powerful weapon against both ordinary citizens and high-profile 
politicians.

Conclusion

 Propaganda warfare is the most widely used technique by states to 
manipulate and influence public opinion. During World Wars I and II, states 
used postcards for: (i) persuading people to join the army; (ii) raising morale; 
and (iii) raising funds for military. However, during the Cold War, propaganda 
warfare techniques underwent significant evolution, with a strategic integration 
of both hard and soft propaganda methods utilized as instruments to shape and 
influence public opinion.

 In the 21st century, propaganda warfare has become more sophisticated 
and pervasive, largely driven by digitalization and the rapid spread of 
information technologies. The rapid growth of social media platforms and 
advanced communication technologies has amplified the speed and scale at 
which disinformation spreads, eroding public trust and manipulating opinions. 
Tools like deepfake technology and AI-generated content have further blurred 
the lines between reality and fiction, making it challenging to distinguish 
credible information from fake narratives. These technological advancements 
have helped in weaponizing information to influence societies and destabilize 
adversaries to gain political outcomes.
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communication designed to influence the minds and emotions of a particular 
group for military, economic, or political purposes.”2 It has consistently served 
as a pivotal instrument from the 1st generation to the 5th generation of warfare. 
Propaganda warfare is employed not only during war but also in peacetime to 
shape perceptions, attitudes and behaviour. Dennis M. Murphy and James F. 
White have mentioned that shaping public perception in peacetime is just as 
important as having soldiers on the battlefield.3 

 Propaganda warfare techniques have long been employed to shape 
public perceptions, manipulate narratives and advance strategic political 
objectives. Martina Sprague, in her book titled The Propaganda of War: 
Personal Transformation and Search for Adventure,4 explains that propaganda 
manipulates public opinions and reshapes beliefs to achieve national 
objectives. Edward Bernays noted that during World Wars I and II, Western 
countries conducted propaganda campaigns among their military officers to 
boost their morale during war.5 These countries also used available media tools, 
including radio broadcasts, posters, films and cultural products to disseminate 
propaganda against the adversary. 

 During the Cold War, propaganda techniques were also used to promote 
capitalism and the communist school of thought by the US and USSR, 
respectively, thereby deepening the ideological division between the East and 
the West.6 To expand their sphere of influence, both countries provided 
financial, military and technical assistance to developing countries by signing 
bilateral and multilateral military pacts and alliances. 

 Propaganda warfare in the 21st century has undergone significant 
evolution, leveraging new technologies and strategies to shape public opinion. 

Social media platforms, such as Facebook, X and YouTube have begun to be 
used as powerful tools for disseminating propaganda. They enable rapid 
dissemination of information, often bypassing traditional electronic and print 
media outlets. Moreover, the advances in Artificial Intelligence (AI) have made 
it possible to generate highly realistic but fabricated videos and audio 
recordings, commonly referred to as deepfakes. These are being employed to 
disseminate false information or to discredit individuals or organizations. 
AI-powered bots and algorithms are also being used to amplify propaganda 
messages and manipulate online conversations. Foreign actors have been 
increasingly using propaganda techniques to interfere in elections around the 
world. This involves spreading disinformation about candidates or political 
parties, manipulating social media trends and hacking into computer systems to 
steal sensitive information. These developments provide impetus to study both 
historical and modern propaganda techniques of warfare, to understand the 
phenomenon and respond more effectively.

 The study focuses on: (i) examining the evolution of propaganda 
warfare in terms of objectives, narratives and dissemination strategies during 
World War I, World War II, and the Cold War; and (ii) analyzing the 
weaponization of propaganda in the contemporary digital information age 
through advanced technologies, particularly AI and deepfake technologies.

The Evolution of Propaganda Warfare

 According to the Collins Dictionary of International Relations, 
“Propaganda is information, frequently false information, that a political 
organisation disseminates or broadcasts to sway public opinion.”7 According to 
Britannica, propaganda is the dissemination of information, including facts, 
rumors, arguments, half-truths, and lies aimed at shaping public opinion.8 
These definitions underscore that propaganda is the selective and strategic use 
of information to manipulate attitudes, beliefs and behaviour in pursuit of 
political objectives.

 The word "Propaganda" was first used by Pope Gregory XV in 1622, 
when he established the Sacra Congregatio de Propaganda Fide (Sacred 

Congregation for Propagating the Faith) to spread Catholicism.9 At that time, 
missionaries used propaganda to disseminate religious beliefs among the 
public, but after World War I, states began to employ propaganda techniques 
for their own political interest, primarily in wartime. According to Bill 
Lambrecht, “In war, truth is a relative commodity and propaganda a staple of 
battle.”10 Various emperors have strategically employed propaganda tactics 
against their adversaries to gain a decisive edge in warfare. For instance, Philip 
II of Macedon, Xerxes I and Cyrus the Great effectively employed propaganda 
techniques for shaping public perceptions and securing victory in conflicts.11 

 The advent of radio, television and print and social media significantly 
amplified the reach and effectiveness of propaganda globally, enabling states to 
mobilize public support for getting entry into wars and to legitimize specific 
actions during wartime. The propaganda also helped to manage public opinion 
to deter adversary forces and to incite rebellion against the enemy. The role of 
Germany’s propaganda machinery, especially under the Nazi regime, serves as 
a historical benchmark for understanding the concept and connotation of 
propaganda warfare. In 1933, the Nazi government in Germany established the 
Ministry of Public Enlightenment and Propaganda, also known as the Ministry 
of Propaganda, under the leadership of Joseph Goebbels. It played a central role 
in Nazi Germany's propaganda efforts. Its objective was to control information, 
influence public opinion and strengthen the Nazi ideology.12

 In the modern era, propaganda warfare is driven by digital platforms, 
social media and emerging technologies that enable rapid manipulation of 
narratives and public opinion. States and non-state actors use online media, 
bots and disinformation to influence perceptions, weaken adversaries and 
justify political or military actions. This form of warfare operates below the 
threshold of armed conflict, making information a key weapon in modern 
strategic competition. According to the American Historical Association, 

“propaganda warfare is much more complex and adaptable in today's war, 
which combines political, economic, military and propaganda tactics.”13 

Harold Lasswell’s Theory of Political Propaganda 

 Harold Lasswell's theory of political propaganda helps in understanding 
propaganda warfare. This theory highlights the systematic shaping of public 
opinion by employing cultural and national symbols such as music, national 
flag, art and language. Lasswell mentioned that the task of the propagandists is 
to shape behaviours favourable to their national objectives and to counter 
hostile attitudes.14 He emphasized that managing perception in propaganda 
warfare is achieved by manipulating specific symbols.15

 Lasswell identified six essential elements of effective propaganda 
warfare. These include:16 (i) generating a sense of guilt and demoralization 
among enemy forces to weaken their will to fight; (ii) reinforcing confidence 
among soldiers and the general population by repeatedly invoking a glorious 
past and portraying victory as inevitable; (iii) clearly articulating the objectives 
and justification of war in ways that resonate with soldiers and civilians, often 
framed through appealing concepts such as freedom and democracy; (iv) 
strengthening the perception that the enemy bears sole responsibility for the 
outbreak of war; (v) strategically utilizing media platforms to disseminate false 
information about the adversary; and (vi) employing fear-inducing narratives 
that dehumanize the enemy, thereby legitimizing and encouraging violent 
actions. Collectively, these elements have formed the conceptual basis of both 
traditional propaganda practices and their contemporary manifestation.17

Propaganda Warfare Techniques 

 The US-based Institute of Propaganda Analysis (IPA) categorized seven 
propaganda warfare techniques in an article titled “We are Fooled by 

Propaganda.”18 These include: (i) Name-Calling; (ii) Glittering Generalities; 
(iii) Transfer of the Device; (iv) Testimonial; (v) Plain Folk; (vi) Card Stacking; 
and (vii) Bandwagon. 

 Propagandists employ the Name-Calling technique, where they attach 
derogatory labels to individuals or organizations to damage their reputation and 
strengthen existing negative views.19 Governments implement this strategy by 
leveraging all available media sources.20 The more frequently media outlets 
portray a group in a specific way, the more likely it is that such portrayals are 
guided or directed. For instance, labeling someone as a fascist, warmonger, 
radical or terrorist carries strong negative connotations and applying these 
labels can shape public perception and influence how others view them. States 
often equate freedom fighters with terrorists to legitimize their acts of 
suppression. Associating negative connotations with individuals or 
organizations has been a widespread tactic throughout history.

 During the inter-war period, the Nazis killed six million Jewish people 
in a systematic genocide, which is called the Holocaust.21 In the post 9/11 
period, Western countries portrayed Muslims as associated with terrorism, a 
narrative that was fueled by media portrayals, political rhetoric and 
counterterrorism policies. This conflation of Islam with extremism perpetuated 
stereotypes, fostering Islamophobia and marginalizing Muslim communities 
globally.22

 Glittering Generalities is a propaganda technique in which 
propagandists employ appealing, vague and fancy words or ideas to influence 

public opinion and advance their political objectives. This strategy relies on 
catchy slogans, broad generalizations and language associated with deeply held 
values and beliefs, while deliberately avoiding evidence or logical 
justification.23 The implication is consistently positive, even though the words 
and phrases are vague and may mean different things to different audiences. 
Because the language is ambiguous and imprecise, it remains largely 
meaningless and cannot be verified as either true or false.24 The propagandists 
may include government officials, journalists, politicians and social workers. 
For instance, India launched attack on Pakistan subsequent to Pahalgam false 
flag operation under the code name of Operation Sindoor, seeking to mobilize 
public support by invoking the narrative that the “Sindoor” (symbol of marital 
honor) would be restored.

 Propagandists use the technique of Transfer of Device in which they 
employ numerous culturally accepted symbols to encourage people to form 
associations and connections.25 They often employ symbols such as waving the 
flag to stir the public’s emotions and win their support. This technique is 
employed across multiple platforms including electronic, print and social 
media to amplify the agenda. Through this approach, propagandists highlight 
selected positive or negative traits of an individual, culture, religion or 
institution to make their narrative more persuasive and acceptable to the public.

 In the Testimonial propaganda technique, propagandists often rely on 
endorsements or statements from well-known personalities to build credibility 
and gain public support. Propagandists utilize testimonies of religious clerics, 
journalists, political thinkers and scholars for their own political objectives.26 In 
2024, Elon Musk endorsed Donald Trump’s presidential campaign, employing 
his influence, resources and platforms to bolster Trump’s candidacy. As a major 
donor, Musk contributed USD 277 million to Trump’s election campaign. He 

also utilized his social media platform X to endorse Trump publicly, especially 
after an assassination attempt on him during an election rally.27  

 Propagandists apply the Plain Folk technique to convince the public 
that a leader is loyal and came from a middle-class background. Propagandists 
use common language to persuade the audience to agree with their opinion.28 
For example, Indian Prime Minister Narendra Modi frequently mentions his 
past as a tea seller (Chaiwala) to connect with the common people.29 Similarly, 
US President Barack Obama often referred to his upbringing by a single mother 
and grandparents to relate to middle-class Americans. 

 Another technique is Card Stacking, in which propagandists selectively 
present facts that favour their viewpoint and attempt to convince the audience 
of their validity.30 Since it does not provide the audience with the complete 
information to make an informed choice, card stacking is the most intricate 
technique to identify. The audience is unable to identify the gaps in 
information. For example, Narendra Modi has frequently highlighted India’s 
GDP growth and large-scale infrastructure development under his leadership, 
while simultaneously downplaying persistent challenges such as rising 
unemployment and the adverse economic consequences of demonetization. 

 Bandwagon propaganda is a strategy that persuades individuals to 
conform by suggesting that a belief or action is widely accepted and followed 
by others. It appeals to the human desire to fit in or belong to the majority.31 
Donald Trump used the slogan “Make America Great Again” during rallies 
filled with enthusiastic supporters, to create an impression that majority of 
Americans were aligned with his vision. Barack Obama’s campaign slogan 

“Yes We Can” implied collective action, encouraging voters to join the 
widespread movement for change.32

Propaganda Warfare Techniques during World Wars I and II

 According to Kingsbury, World War I marked the beginning of 20th 
century propaganda warfare, characterized by the systematic use of public 
relations and marketing techniques to mobilize public support and justify 
participation in the war.33 Posters disseminating the adversary's false image 
were extensively used as a propaganda technique at that time. According to the 
Library of Congress, both the Central and Allied powers circulated posters to 
mobilize support and strengthen public morale. During World Wars I and II, 
postcards were a highly effective propaganda tool, used to garner public 
sympathy and boost the morale of soldiers.34 Edward Bernays pointed out that 
during World Wars I and II, Germany and Britain conducted propaganda 
campaigns aimed at boosting the morale of their military officers. To achieve 
this, both countries utilized radio broadcasts, films, posters, cultural products 
and literature to spread a distorted and false image of the enemy.35

 Germany and France carried out organized campaigns encouraging the 
public to enlist in the army, undergo training and fight in the war, often using 
postcards as a medium. In 1916, the UK employed posters to recruit a large 
number of soldiers. Although women were not formally enlisted, they were 
strongly encouraged to support the war effort through various roles. 
Organizations such as the Young Women's Christian Association (YWCA) and 
the Red Cross played active roles in promoting and facilitating this 
involvement. Various organizations, including the Young Women's Christian 
Association (YWCA) and the Red Cross, played an active role in supporting 
the war effort. Additionally, Britain established the Women’s Land Army, 
which worked on farms to produce agricultural goods, especially during 

periods when many male farmers were away serving in the military.36

George Creel, a pioneer of modern propaganda and author of How We Advertise 
America, endorsed the involvement of women in agriculture as a vital measure 
to safeguard the country against food insecurity during the war.37 He was tasked 
by the US President Woodrow Wilson to establish a committee on public 
information to disseminate propaganda intended to shift the American public’s 
mindset toward becoming a patriotic and war-hungry nation.38 According to 
Noam Chomsky, the campaign succeeded as, within just six months, it turned 
the Pacific population into a hysterical and war-driven group eager to destroy 
anything connected to the Germans.39

Propaganda Warfare Techniques during the Cold War

 Propaganda warfare became more important in the Cold War era 
(1945-1991). States applied twofold techniques of propaganda during the Cold 
War which included: (i) use of soft power including culture, literature, art and 
films, to present their positive image and preserve their ideological beliefs; and 
(ii) use of proxy wars as a new strategy to expand propaganda in developing 
states. 

1. Soft Propaganda Warfare Techniques during the Cold War

 Soft propaganda warfare techniques employ soft power to shape 
perceptions, aiming to influence large audiences and achieve objectives 
through art, culture, film, literature and other forms of cultural expression.40 In 
1948, the extension department of Harding College (now Harding University) 
produced a short film called “Make Mine Freedom,” which highlighted the 
benefits of living in a capitalist society as opposed to a communist one.

 George Orwell’s novel Animal Farm, an allegory of the Soviet 
government, was adapted into an animated film in the 1950s as part of the 
CIA’s propaganda efforts. During the Cold War, espionage themes were also 
explored in popular media like the James Bond films and television series such 
as I Spy and The Man from UNCLE.41 George Orwell’s novel 1984, published 
in 1949, portrays a dystopian world controlled through propaganda and the 
constant fear of endless war, serves as a powerful metaphor for the Cold War 
era’s use of literature as a propaganda tool. Espionage novels also played a key 
role in Cold War literature, such as The Spy Who Loved Me, where an American 
collaborates with the Soviet counter-espionage agency SMERSH.42

 A former British intelligence officer with MI5, David Cornwell 
authored several novels under the pen name John le Carré, including The Spy 
Who Came in from the Cold. This novel portrays the enemy as ruthless while 
showcasing the expertise of spies.43 It is important to note that the CIA utilized 
a variety of academic and non-academic platforms to shape public perception. 
The agency published more than 20 magazines, hosted art exhibitions, 
organized prominent international conferences, operated a news and feature 
service, released numerous books, and sponsored public performances by 
anti-Russian musicians and artists to capture public attention.44

2. Hard Propaganda Warfare Techniques during the Cold War

 The US attracted developing countries by projecting itself as an 
advanced economic and military power and having a strong political and 
cultural influence. The US considered propaganda as an important tool to attain 
foreign policy objectives. US President Harry Truman called for a more 
vigorous propaganda campaign known as the Campaign of Truth. The start of 
the Korean War, a few weeks after Truman's speech, contributed to a rapid 
increase in the State Department's budget for information, from USD 20 
million in 1948 to USD 115 million in 1952. To organize American 

psychological warfare efforts, Truman established the Psychological Strategy 
Board in April 1951.45 The Board was assigned to conduct covert operations 
against the Soviet Union and its allies. 

 The objective of these psychological strategies was to expand US 
influence. It is important to highlight that, unlike the interwar period’s 
psychological operations, which were tied to military actions, Cold War 
psychological covert operations were conducted through non-military means. 
Trade and economic aid, diplomacy, threat of force and cultural and 
educational exchange programs were employed as new methods of propaganda 
warfare. Notably, George F. Kennan, then head of the State Department's 
Policy Planning Staff, developed a range of anti-communist propaganda tactics 
in 1948, which included subversion, black propaganda, economic warfare, 
psychological warfare, paramilitary operations, and support for underground 
resistance groups.46

 The CIA carried out numerous military operations employing hard 
propaganda techniques to fulfill its goals. They backed various revolutions and 
counter-revolutions that impacted electoral processes in third-world countries, 
overthrew multiple democratic and autocratic regimes, and promoted the US 
vision of the global order.47 To influence political developments globally, the 
CIA conducted both overt and covert military operations, especially in 
countries such as Italy, the Philippines, Iran, Guatemala, Indonesia, Cuba, 
Vietnam, Thailand, Chile, Iraq, and Angola.48

21st Century Propaganda Warfare: Rising Disinformation in the Age of 
Information

 The 21st century propaganda warfare merges traditional and modern 
methods, utilizing a wide range of communication tools such as the Internet 

and social media alongside older techniques like postcards. Many scholars have 
anticipated that disinformation would become a key tactic in future conflicts. In 
1970, Canadian theorist Marshall McLuhan predicted that World War III would 
be fought as a guerrilla information war, blurring the lines between military 
personnel and civilians.”49 In their 2001 book Networks and Netwars: The 
Future of Terror, Crime, and Militancy, John Arquilla and David Rosenfeld 
highlighted that the nature and results of conflicts are becoming increasingly 
reliant on information and communication technologies.50

1. Digital and Social Media Platforms

 The emergence of digital and social media platforms has revolutionized 
communication, breaking down barriers of geography and time. However, this 
democratization of information has also enabled the proliferation of 
propaganda warfare, allowing both state and non-state actors to exploit these 
platforms to manipulate, influence and manage the perceptions of the masses. 
Social media platforms like X, Instagram and Facebook have turned into a 
battleground for the dissemination of information. Fake accounts, bots and 
algorithms amplify specific narratives, giving the impression of broad support 
or opposition.

 Joseph Goebbels, Nazi minister of propaganda, famously said, “If you 
repeat and tell a lie long enough, it becomes the truth.”51 According to Castells, 
the rise in Internet usage and political agendas has created an international 
media ecology characterized by self-publication and easy access. As a result, 
the media employ propaganda to emphasize certain information while 
overlooking other details.52 The Russia-Ukraine conflict showcases the rising 
role of social media in modern warfare. Both sides have used social media 
platforms like Telegram, X and TikTok to spread their narratives. Russia 
employed bots and trolls to justify its actions, whereas Ukraine, on the other 
hand, leveraged social media to gain international sympathy and mobilize 
support. 

 According to Secretary General of Amnesty International Agnès 
Callamard, “In 2017, the Rohingya were killed, tortured, raped and displaced in 
the thousands as part of the Myanmar security forces’ campaign of ethnic 
cleansing. In the months and years leading up to the atrocities, Facebook’s 
algorithms intensified hatred against the Rohingya, which contributed to 
real-world violence.”53

 Countries are systematically enhancing their capacity to disseminate 
propaganda online and disinformation worldwide.54 India extensively utilizes 
social media platforms to promote anti-Pakistan narratives and provoke the 
Pakistani population. A notable example exposing India’s disinformation 
campaign against Pakistan is the EU DisinfoLab reports published in 2019 and 
2020.55 It exposed India’s fake news outlets operating across social and 
mainstream media, which actively lobbied international organizations and civil 
society against Pakistan.56 Leading this deceptive propaganda effort were 
India’s wire service company “Asian News International (ANI)” and the 
Delhi-based “Shrivastava Group,” which played a key role in managing 256 
anti-Pakistan websites disseminating false information across 65 countries 
since 2005.

 Deception through fake news, propaganda and disinformation was 
widely practiced by the Indian media in the aftermath of Pahalgam false flag 
operation leading up to the four-day war in May 2025, initiated by 
nuclear-armed India against nuclear-armed Pakistan. According to the 
UK-based The Economist magazine, “Indian TV news long ago relinquished 
membership of the reality-based community.”57 During Operation Sindoor, 
India falsely claimed that it had shot down Pakistan’s JF-17 Thunder and F-16 
aircraft,58 Indian navy had attacked Karachi port and Indian military had 

crossed the Line of Control (LoC). These claims turned out to be false and were 
part of India's state-sponsored propaganda campaign against Pakistan.

 To keep Indian people in the dark, the Indian government issued 
executive orders to X, ordering the platform to block more than 8,000 accounts 
in the country.59 According to the platform’s statement, the orders also 
demanded blocking access to accounts belonging to international news 
organizations and prominent X users in India. Accounts of Chinese state-run 
media outlets such as Xinhua News Agency and Global Times, as well as 
Türkiye’s TRT World, were among those restricted on X.60 These actions were 
part of India's broader efforts to control the official narrative and limit external 
influence during the heightened tensions following Pahalgam false flag 
operation. India’s fake news campaign also included a radiation leak in 
Pakistan, which was denied by the International Atomic Energy Agency.61

2. Deepfakes and AI-Generated Content

 The evolution of Artificial Intelligence (AI) has brought numerous 
advancements, but it has also ushered in powerful tools for deception. Among 
the most concerning developments is the rise of deepfakes and AI-generated 
content, which have become potent instruments in modern propaganda warfare. 
By blurring the lines between reality and fabrication, these tools can 
manipulate public opinion, undermine trust, and destabilize societies. 
Deepfakes are synthetic media, often videos or audio files, created using AI 
technologies like deep learning. AI-generated content extends beyond 
deepfakes to include text, images, and audio created by AI algorithms to 
simulate authentic communication or events. 

 Recent advancements have increased public access to deepfake 
technology, producing results that are alarmingly convincing. From videos 
showing politicians making inflammatory remarks to fabricated recordings of 

public figures in compromising situations, the potential for harm is enormous. 
According to the “Deepfake Statistics 2025: The Hidden Cyber Threat” 
deepfake files reached 8 million in 2025, up sharply from about 500,000 in 
2023, while deepfakes now account for around 40 % of all biometric fraud 
attempts and humans can accurately identify high-quality deepfake videos only 
about 24.5 % of the time highlighting how quickly synthetic media are 
proliferating and complicating fraud prevention and digital trust in 2025.62

 In the age of social media, misinformation spreads faster than ever. In 
2025, the University of California, in its DeepTrust Project, noted that 
deepfakes are now among the most potent tools for political manipulation, 
particularly in election campaigns.63

 A notable example of this manipulation came from the Philippines in 
2019, when a deepfake video featuring a key opposition leader, Maria Ressa, 
appeared to show her endorsing violence against political rivals. Despite being 
debunked, the video remained in circulation, sowing doubt and further 
polarizing the political landscape. The same report from the Atlantic Council 
noted that deepfakes were being used to influence elections in several 
countries, including India, where political deepfakes were deployed to attack 
key figures during campaigns.64

 In 2018, deepfakes of Barack Obama surfaced, showing him delivering 
a speech he never delivered.65 While it was created as a demonstration of the 
technology's dangers, it highlighted the potential to damage reputation and sow 
distrust in leadership. Political campaigns are prime targets for deepfakes 
propaganda. During the 2020 US presidential elections, concerns arose about 
deepfake videos being used to spread false narratives about candidates. Even 
the threat of such technologies being used caused public skepticism, 
highlighting their psychological impact on electoral processes. In 2022, amid 
the Russia-Ukraine conflict, a deepfake video surfaced showing Ukrainian 

President Volodymyr Zelensky falsely urging Ukrainian troops to surrender. 
Although the video was swiftly debunked, it highlighted the powerful potential 
of deepfakes to undermine morale in conflict zones.66 These examples suggest 
that deepfakes are widespread and readily accessible, with the potential to serve 
as a powerful weapon against both ordinary citizens and high-profile 
politicians.

Conclusion

 Propaganda warfare is the most widely used technique by states to 
manipulate and influence public opinion. During World Wars I and II, states 
used postcards for: (i) persuading people to join the army; (ii) raising morale; 
and (iii) raising funds for military. However, during the Cold War, propaganda 
warfare techniques underwent significant evolution, with a strategic integration 
of both hard and soft propaganda methods utilized as instruments to shape and 
influence public opinion.

 In the 21st century, propaganda warfare has become more sophisticated 
and pervasive, largely driven by digitalization and the rapid spread of 
information technologies. The rapid growth of social media platforms and 
advanced communication technologies has amplified the speed and scale at 
which disinformation spreads, eroding public trust and manipulating opinions. 
Tools like deepfake technology and AI-generated content have further blurred 
the lines between reality and fiction, making it challenging to distinguish 
credible information from fake narratives. These technological advancements 
have helped in weaponizing information to influence societies and destabilize 
adversaries to gain political outcomes.
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Introduction

 Propaganda is defined as “the planned use of any form of mass 
communication designed to influence the minds and emotions of a particular 
group for military, economic, or political purposes.”2 It has consistently served 
as a pivotal instrument from the 1st generation to the 5th generation of warfare. 
Propaganda warfare is employed not only during war but also in peacetime to 
shape perceptions, attitudes and behaviour. Dennis M. Murphy and James F. 
White have mentioned that shaping public perception in peacetime is just as 
important as having soldiers on the battlefield.3 

 Propaganda warfare techniques have long been employed to shape 
public perceptions, manipulate narratives and advance strategic political 
objectives. Martina Sprague, in her book titled The Propaganda of War: 
Personal Transformation and Search for Adventure,4 explains that propaganda 
manipulates public opinions and reshapes beliefs to achieve national 
objectives. Edward Bernays noted that during World Wars I and II, Western 
countries conducted propaganda campaigns among their military officers to 
boost their morale during war.5 These countries also used available media tools, 
including radio broadcasts, posters, films and cultural products to disseminate 
propaganda against the adversary. 

 During the Cold War, propaganda techniques were also used to promote 
capitalism and the communist school of thought by the US and USSR, 
respectively, thereby deepening the ideological division between the East and 
the West.6 To expand their sphere of influence, both countries provided 
financial, military and technical assistance to developing countries by signing 
bilateral and multilateral military pacts and alliances. 

 Propaganda warfare in the 21st century has undergone significant 
evolution, leveraging new technologies and strategies to shape public opinion. 

Social media platforms, such as Facebook, X and YouTube have begun to be 
used as powerful tools for disseminating propaganda. They enable rapid 
dissemination of information, often bypassing traditional electronic and print 
media outlets. Moreover, the advances in Artificial Intelligence (AI) have made 
it possible to generate highly realistic but fabricated videos and audio 
recordings, commonly referred to as deepfakes. These are being employed to 
disseminate false information or to discredit individuals or organizations. 
AI-powered bots and algorithms are also being used to amplify propaganda 
messages and manipulate online conversations. Foreign actors have been 
increasingly using propaganda techniques to interfere in elections around the 
world. This involves spreading disinformation about candidates or political 
parties, manipulating social media trends and hacking into computer systems to 
steal sensitive information. These developments provide impetus to study both 
historical and modern propaganda techniques of warfare, to understand the 
phenomenon and respond more effectively.

 The study focuses on: (i) examining the evolution of propaganda 
warfare in terms of objectives, narratives and dissemination strategies during 
World War I, World War II, and the Cold War; and (ii) analyzing the 
weaponization of propaganda in the contemporary digital information age 
through advanced technologies, particularly AI and deepfake technologies.

The Evolution of Propaganda Warfare

 According to the Collins Dictionary of International Relations, 
“Propaganda is information, frequently false information, that a political 
organisation disseminates or broadcasts to sway public opinion.”7 According to 
Britannica, propaganda is the dissemination of information, including facts, 
rumors, arguments, half-truths, and lies aimed at shaping public opinion.8 
These definitions underscore that propaganda is the selective and strategic use 
of information to manipulate attitudes, beliefs and behaviour in pursuit of 
political objectives.

 The word "Propaganda" was first used by Pope Gregory XV in 1622, 
when he established the Sacra Congregatio de Propaganda Fide (Sacred 

Congregation for Propagating the Faith) to spread Catholicism.9 At that time, 
missionaries used propaganda to disseminate religious beliefs among the 
public, but after World War I, states began to employ propaganda techniques 
for their own political interest, primarily in wartime. According to Bill 
Lambrecht, “In war, truth is a relative commodity and propaganda a staple of 
battle.”10 Various emperors have strategically employed propaganda tactics 
against their adversaries to gain a decisive edge in warfare. For instance, Philip 
II of Macedon, Xerxes I and Cyrus the Great effectively employed propaganda 
techniques for shaping public perceptions and securing victory in conflicts.11 

 The advent of radio, television and print and social media significantly 
amplified the reach and effectiveness of propaganda globally, enabling states to 
mobilize public support for getting entry into wars and to legitimize specific 
actions during wartime. The propaganda also helped to manage public opinion 
to deter adversary forces and to incite rebellion against the enemy. The role of 
Germany’s propaganda machinery, especially under the Nazi regime, serves as 
a historical benchmark for understanding the concept and connotation of 
propaganda warfare. In 1933, the Nazi government in Germany established the 
Ministry of Public Enlightenment and Propaganda, also known as the Ministry 
of Propaganda, under the leadership of Joseph Goebbels. It played a central role 
in Nazi Germany's propaganda efforts. Its objective was to control information, 
influence public opinion and strengthen the Nazi ideology.12

 In the modern era, propaganda warfare is driven by digital platforms, 
social media and emerging technologies that enable rapid manipulation of 
narratives and public opinion. States and non-state actors use online media, 
bots and disinformation to influence perceptions, weaken adversaries and 
justify political or military actions. This form of warfare operates below the 
threshold of armed conflict, making information a key weapon in modern 
strategic competition. According to the American Historical Association, 

“propaganda warfare is much more complex and adaptable in today's war, 
which combines political, economic, military and propaganda tactics.”13 

Harold Lasswell’s Theory of Political Propaganda 

 Harold Lasswell's theory of political propaganda helps in understanding 
propaganda warfare. This theory highlights the systematic shaping of public 
opinion by employing cultural and national symbols such as music, national 
flag, art and language. Lasswell mentioned that the task of the propagandists is 
to shape behaviours favourable to their national objectives and to counter 
hostile attitudes.14 He emphasized that managing perception in propaganda 
warfare is achieved by manipulating specific symbols.15

 Lasswell identified six essential elements of effective propaganda 
warfare. These include:16 (i) generating a sense of guilt and demoralization 
among enemy forces to weaken their will to fight; (ii) reinforcing confidence 
among soldiers and the general population by repeatedly invoking a glorious 
past and portraying victory as inevitable; (iii) clearly articulating the objectives 
and justification of war in ways that resonate with soldiers and civilians, often 
framed through appealing concepts such as freedom and democracy; (iv) 
strengthening the perception that the enemy bears sole responsibility for the 
outbreak of war; (v) strategically utilizing media platforms to disseminate false 
information about the adversary; and (vi) employing fear-inducing narratives 
that dehumanize the enemy, thereby legitimizing and encouraging violent 
actions. Collectively, these elements have formed the conceptual basis of both 
traditional propaganda practices and their contemporary manifestation.17

Propaganda Warfare Techniques 

 The US-based Institute of Propaganda Analysis (IPA) categorized seven 
propaganda warfare techniques in an article titled “We are Fooled by 

Propaganda.”18 These include: (i) Name-Calling; (ii) Glittering Generalities; 
(iii) Transfer of the Device; (iv) Testimonial; (v) Plain Folk; (vi) Card Stacking; 
and (vii) Bandwagon. 

 Propagandists employ the Name-Calling technique, where they attach 
derogatory labels to individuals or organizations to damage their reputation and 
strengthen existing negative views.19 Governments implement this strategy by 
leveraging all available media sources.20 The more frequently media outlets 
portray a group in a specific way, the more likely it is that such portrayals are 
guided or directed. For instance, labeling someone as a fascist, warmonger, 
radical or terrorist carries strong negative connotations and applying these 
labels can shape public perception and influence how others view them. States 
often equate freedom fighters with terrorists to legitimize their acts of 
suppression. Associating negative connotations with individuals or 
organizations has been a widespread tactic throughout history.

 During the inter-war period, the Nazis killed six million Jewish people 
in a systematic genocide, which is called the Holocaust.21 In the post 9/11 
period, Western countries portrayed Muslims as associated with terrorism, a 
narrative that was fueled by media portrayals, political rhetoric and 
counterterrorism policies. This conflation of Islam with extremism perpetuated 
stereotypes, fostering Islamophobia and marginalizing Muslim communities 
globally.22

 Glittering Generalities is a propaganda technique in which 
propagandists employ appealing, vague and fancy words or ideas to influence 

public opinion and advance their political objectives. This strategy relies on 
catchy slogans, broad generalizations and language associated with deeply held 
values and beliefs, while deliberately avoiding evidence or logical 
justification.23 The implication is consistently positive, even though the words 
and phrases are vague and may mean different things to different audiences. 
Because the language is ambiguous and imprecise, it remains largely 
meaningless and cannot be verified as either true or false.24 The propagandists 
may include government officials, journalists, politicians and social workers. 
For instance, India launched attack on Pakistan subsequent to Pahalgam false 
flag operation under the code name of Operation Sindoor, seeking to mobilize 
public support by invoking the narrative that the “Sindoor” (symbol of marital 
honor) would be restored.

 Propagandists use the technique of Transfer of Device in which they 
employ numerous culturally accepted symbols to encourage people to form 
associations and connections.25 They often employ symbols such as waving the 
flag to stir the public’s emotions and win their support. This technique is 
employed across multiple platforms including electronic, print and social 
media to amplify the agenda. Through this approach, propagandists highlight 
selected positive or negative traits of an individual, culture, religion or 
institution to make their narrative more persuasive and acceptable to the public.

 In the Testimonial propaganda technique, propagandists often rely on 
endorsements or statements from well-known personalities to build credibility 
and gain public support. Propagandists utilize testimonies of religious clerics, 
journalists, political thinkers and scholars for their own political objectives.26 In 
2024, Elon Musk endorsed Donald Trump’s presidential campaign, employing 
his influence, resources and platforms to bolster Trump’s candidacy. As a major 
donor, Musk contributed USD 277 million to Trump’s election campaign. He 

also utilized his social media platform X to endorse Trump publicly, especially 
after an assassination attempt on him during an election rally.27  

 Propagandists apply the Plain Folk technique to convince the public 
that a leader is loyal and came from a middle-class background. Propagandists 
use common language to persuade the audience to agree with their opinion.28 
For example, Indian Prime Minister Narendra Modi frequently mentions his 
past as a tea seller (Chaiwala) to connect with the common people.29 Similarly, 
US President Barack Obama often referred to his upbringing by a single mother 
and grandparents to relate to middle-class Americans. 

 Another technique is Card Stacking, in which propagandists selectively 
present facts that favour their viewpoint and attempt to convince the audience 
of their validity.30 Since it does not provide the audience with the complete 
information to make an informed choice, card stacking is the most intricate 
technique to identify. The audience is unable to identify the gaps in 
information. For example, Narendra Modi has frequently highlighted India’s 
GDP growth and large-scale infrastructure development under his leadership, 
while simultaneously downplaying persistent challenges such as rising 
unemployment and the adverse economic consequences of demonetization. 

 Bandwagon propaganda is a strategy that persuades individuals to 
conform by suggesting that a belief or action is widely accepted and followed 
by others. It appeals to the human desire to fit in or belong to the majority.31 
Donald Trump used the slogan “Make America Great Again” during rallies 
filled with enthusiastic supporters, to create an impression that majority of 
Americans were aligned with his vision. Barack Obama’s campaign slogan 

“Yes We Can” implied collective action, encouraging voters to join the 
widespread movement for change.32

Propaganda Warfare Techniques during World Wars I and II

 According to Kingsbury, World War I marked the beginning of 20th 
century propaganda warfare, characterized by the systematic use of public 
relations and marketing techniques to mobilize public support and justify 
participation in the war.33 Posters disseminating the adversary's false image 
were extensively used as a propaganda technique at that time. According to the 
Library of Congress, both the Central and Allied powers circulated posters to 
mobilize support and strengthen public morale. During World Wars I and II, 
postcards were a highly effective propaganda tool, used to garner public 
sympathy and boost the morale of soldiers.34 Edward Bernays pointed out that 
during World Wars I and II, Germany and Britain conducted propaganda 
campaigns aimed at boosting the morale of their military officers. To achieve 
this, both countries utilized radio broadcasts, films, posters, cultural products 
and literature to spread a distorted and false image of the enemy.35

 Germany and France carried out organized campaigns encouraging the 
public to enlist in the army, undergo training and fight in the war, often using 
postcards as a medium. In 1916, the UK employed posters to recruit a large 
number of soldiers. Although women were not formally enlisted, they were 
strongly encouraged to support the war effort through various roles. 
Organizations such as the Young Women's Christian Association (YWCA) and 
the Red Cross played active roles in promoting and facilitating this 
involvement. Various organizations, including the Young Women's Christian 
Association (YWCA) and the Red Cross, played an active role in supporting 
the war effort. Additionally, Britain established the Women’s Land Army, 
which worked on farms to produce agricultural goods, especially during 

periods when many male farmers were away serving in the military.36

George Creel, a pioneer of modern propaganda and author of How We Advertise 
America, endorsed the involvement of women in agriculture as a vital measure 
to safeguard the country against food insecurity during the war.37 He was tasked 
by the US President Woodrow Wilson to establish a committee on public 
information to disseminate propaganda intended to shift the American public’s 
mindset toward becoming a patriotic and war-hungry nation.38 According to 
Noam Chomsky, the campaign succeeded as, within just six months, it turned 
the Pacific population into a hysterical and war-driven group eager to destroy 
anything connected to the Germans.39

Propaganda Warfare Techniques during the Cold War

 Propaganda warfare became more important in the Cold War era 
(1945-1991). States applied twofold techniques of propaganda during the Cold 
War which included: (i) use of soft power including culture, literature, art and 
films, to present their positive image and preserve their ideological beliefs; and 
(ii) use of proxy wars as a new strategy to expand propaganda in developing 
states. 

1. Soft Propaganda Warfare Techniques during the Cold War

 Soft propaganda warfare techniques employ soft power to shape 
perceptions, aiming to influence large audiences and achieve objectives 
through art, culture, film, literature and other forms of cultural expression.40 In 
1948, the extension department of Harding College (now Harding University) 
produced a short film called “Make Mine Freedom,” which highlighted the 
benefits of living in a capitalist society as opposed to a communist one.

 George Orwell’s novel Animal Farm, an allegory of the Soviet 
government, was adapted into an animated film in the 1950s as part of the 
CIA’s propaganda efforts. During the Cold War, espionage themes were also 
explored in popular media like the James Bond films and television series such 
as I Spy and The Man from UNCLE.41 George Orwell’s novel 1984, published 
in 1949, portrays a dystopian world controlled through propaganda and the 
constant fear of endless war, serves as a powerful metaphor for the Cold War 
era’s use of literature as a propaganda tool. Espionage novels also played a key 
role in Cold War literature, such as The Spy Who Loved Me, where an American 
collaborates with the Soviet counter-espionage agency SMERSH.42

 A former British intelligence officer with MI5, David Cornwell 
authored several novels under the pen name John le Carré, including The Spy 
Who Came in from the Cold. This novel portrays the enemy as ruthless while 
showcasing the expertise of spies.43 It is important to note that the CIA utilized 
a variety of academic and non-academic platforms to shape public perception. 
The agency published more than 20 magazines, hosted art exhibitions, 
organized prominent international conferences, operated a news and feature 
service, released numerous books, and sponsored public performances by 
anti-Russian musicians and artists to capture public attention.44

2. Hard Propaganda Warfare Techniques during the Cold War

 The US attracted developing countries by projecting itself as an 
advanced economic and military power and having a strong political and 
cultural influence. The US considered propaganda as an important tool to attain 
foreign policy objectives. US President Harry Truman called for a more 
vigorous propaganda campaign known as the Campaign of Truth. The start of 
the Korean War, a few weeks after Truman's speech, contributed to a rapid 
increase in the State Department's budget for information, from USD 20 
million in 1948 to USD 115 million in 1952. To organize American 

psychological warfare efforts, Truman established the Psychological Strategy 
Board in April 1951.45 The Board was assigned to conduct covert operations 
against the Soviet Union and its allies. 

 The objective of these psychological strategies was to expand US 
influence. It is important to highlight that, unlike the interwar period’s 
psychological operations, which were tied to military actions, Cold War 
psychological covert operations were conducted through non-military means. 
Trade and economic aid, diplomacy, threat of force and cultural and 
educational exchange programs were employed as new methods of propaganda 
warfare. Notably, George F. Kennan, then head of the State Department's 
Policy Planning Staff, developed a range of anti-communist propaganda tactics 
in 1948, which included subversion, black propaganda, economic warfare, 
psychological warfare, paramilitary operations, and support for underground 
resistance groups.46

 The CIA carried out numerous military operations employing hard 
propaganda techniques to fulfill its goals. They backed various revolutions and 
counter-revolutions that impacted electoral processes in third-world countries, 
overthrew multiple democratic and autocratic regimes, and promoted the US 
vision of the global order.47 To influence political developments globally, the 
CIA conducted both overt and covert military operations, especially in 
countries such as Italy, the Philippines, Iran, Guatemala, Indonesia, Cuba, 
Vietnam, Thailand, Chile, Iraq, and Angola.48

21st Century Propaganda Warfare: Rising Disinformation in the Age of 
Information

 The 21st century propaganda warfare merges traditional and modern 
methods, utilizing a wide range of communication tools such as the Internet 

and social media alongside older techniques like postcards. Many scholars have 
anticipated that disinformation would become a key tactic in future conflicts. In 
1970, Canadian theorist Marshall McLuhan predicted that World War III would 
be fought as a guerrilla information war, blurring the lines between military 
personnel and civilians.”49 In their 2001 book Networks and Netwars: The 
Future of Terror, Crime, and Militancy, John Arquilla and David Rosenfeld 
highlighted that the nature and results of conflicts are becoming increasingly 
reliant on information and communication technologies.50

1. Digital and Social Media Platforms

 The emergence of digital and social media platforms has revolutionized 
communication, breaking down barriers of geography and time. However, this 
democratization of information has also enabled the proliferation of 
propaganda warfare, allowing both state and non-state actors to exploit these 
platforms to manipulate, influence and manage the perceptions of the masses. 
Social media platforms like X, Instagram and Facebook have turned into a 
battleground for the dissemination of information. Fake accounts, bots and 
algorithms amplify specific narratives, giving the impression of broad support 
or opposition.

 Joseph Goebbels, Nazi minister of propaganda, famously said, “If you 
repeat and tell a lie long enough, it becomes the truth.”51 According to Castells, 
the rise in Internet usage and political agendas has created an international 
media ecology characterized by self-publication and easy access. As a result, 
the media employ propaganda to emphasize certain information while 
overlooking other details.52 The Russia-Ukraine conflict showcases the rising 
role of social media in modern warfare. Both sides have used social media 
platforms like Telegram, X and TikTok to spread their narratives. Russia 
employed bots and trolls to justify its actions, whereas Ukraine, on the other 
hand, leveraged social media to gain international sympathy and mobilize 
support. 

 According to Secretary General of Amnesty International Agnès 
Callamard, “In 2017, the Rohingya were killed, tortured, raped and displaced in 
the thousands as part of the Myanmar security forces’ campaign of ethnic 
cleansing. In the months and years leading up to the atrocities, Facebook’s 
algorithms intensified hatred against the Rohingya, which contributed to 
real-world violence.”53

 Countries are systematically enhancing their capacity to disseminate 
propaganda online and disinformation worldwide.54 India extensively utilizes 
social media platforms to promote anti-Pakistan narratives and provoke the 
Pakistani population. A notable example exposing India’s disinformation 
campaign against Pakistan is the EU DisinfoLab reports published in 2019 and 
2020.55 It exposed India’s fake news outlets operating across social and 
mainstream media, which actively lobbied international organizations and civil 
society against Pakistan.56 Leading this deceptive propaganda effort were 
India’s wire service company “Asian News International (ANI)” and the 
Delhi-based “Shrivastava Group,” which played a key role in managing 256 
anti-Pakistan websites disseminating false information across 65 countries 
since 2005.

 Deception through fake news, propaganda and disinformation was 
widely practiced by the Indian media in the aftermath of Pahalgam false flag 
operation leading up to the four-day war in May 2025, initiated by 
nuclear-armed India against nuclear-armed Pakistan. According to the 
UK-based The Economist magazine, “Indian TV news long ago relinquished 
membership of the reality-based community.”57 During Operation Sindoor, 
India falsely claimed that it had shot down Pakistan’s JF-17 Thunder and F-16 
aircraft,58 Indian navy had attacked Karachi port and Indian military had 

crossed the Line of Control (LoC). These claims turned out to be false and were 
part of India's state-sponsored propaganda campaign against Pakistan.

 To keep Indian people in the dark, the Indian government issued 
executive orders to X, ordering the platform to block more than 8,000 accounts 
in the country.59 According to the platform’s statement, the orders also 
demanded blocking access to accounts belonging to international news 
organizations and prominent X users in India. Accounts of Chinese state-run 
media outlets such as Xinhua News Agency and Global Times, as well as 
Türkiye’s TRT World, were among those restricted on X.60 These actions were 
part of India's broader efforts to control the official narrative and limit external 
influence during the heightened tensions following Pahalgam false flag 
operation. India’s fake news campaign also included a radiation leak in 
Pakistan, which was denied by the International Atomic Energy Agency.61

2. Deepfakes and AI-Generated Content

 The evolution of Artificial Intelligence (AI) has brought numerous 
advancements, but it has also ushered in powerful tools for deception. Among 
the most concerning developments is the rise of deepfakes and AI-generated 
content, which have become potent instruments in modern propaganda warfare. 
By blurring the lines between reality and fabrication, these tools can 
manipulate public opinion, undermine trust, and destabilize societies. 
Deepfakes are synthetic media, often videos or audio files, created using AI 
technologies like deep learning. AI-generated content extends beyond 
deepfakes to include text, images, and audio created by AI algorithms to 
simulate authentic communication or events. 

 Recent advancements have increased public access to deepfake 
technology, producing results that are alarmingly convincing. From videos 
showing politicians making inflammatory remarks to fabricated recordings of 

public figures in compromising situations, the potential for harm is enormous. 
According to the “Deepfake Statistics 2025: The Hidden Cyber Threat” 
deepfake files reached 8 million in 2025, up sharply from about 500,000 in 
2023, while deepfakes now account for around 40 % of all biometric fraud 
attempts and humans can accurately identify high-quality deepfake videos only 
about 24.5 % of the time highlighting how quickly synthetic media are 
proliferating and complicating fraud prevention and digital trust in 2025.62

 In the age of social media, misinformation spreads faster than ever. In 
2025, the University of California, in its DeepTrust Project, noted that 
deepfakes are now among the most potent tools for political manipulation, 
particularly in election campaigns.63

 A notable example of this manipulation came from the Philippines in 
2019, when a deepfake video featuring a key opposition leader, Maria Ressa, 
appeared to show her endorsing violence against political rivals. Despite being 
debunked, the video remained in circulation, sowing doubt and further 
polarizing the political landscape. The same report from the Atlantic Council 
noted that deepfakes were being used to influence elections in several 
countries, including India, where political deepfakes were deployed to attack 
key figures during campaigns.64

 In 2018, deepfakes of Barack Obama surfaced, showing him delivering 
a speech he never delivered.65 While it was created as a demonstration of the 
technology's dangers, it highlighted the potential to damage reputation and sow 
distrust in leadership. Political campaigns are prime targets for deepfakes 
propaganda. During the 2020 US presidential elections, concerns arose about 
deepfake videos being used to spread false narratives about candidates. Even 
the threat of such technologies being used caused public skepticism, 
highlighting their psychological impact on electoral processes. In 2022, amid 
the Russia-Ukraine conflict, a deepfake video surfaced showing Ukrainian 

President Volodymyr Zelensky falsely urging Ukrainian troops to surrender. 
Although the video was swiftly debunked, it highlighted the powerful potential 
of deepfakes to undermine morale in conflict zones.66 These examples suggest 
that deepfakes are widespread and readily accessible, with the potential to serve 
as a powerful weapon against both ordinary citizens and high-profile 
politicians.

Conclusion

 Propaganda warfare is the most widely used technique by states to 
manipulate and influence public opinion. During World Wars I and II, states 
used postcards for: (i) persuading people to join the army; (ii) raising morale; 
and (iii) raising funds for military. However, during the Cold War, propaganda 
warfare techniques underwent significant evolution, with a strategic integration 
of both hard and soft propaganda methods utilized as instruments to shape and 
influence public opinion.

 In the 21st century, propaganda warfare has become more sophisticated 
and pervasive, largely driven by digitalization and the rapid spread of 
information technologies. The rapid growth of social media platforms and 
advanced communication technologies has amplified the speed and scale at 
which disinformation spreads, eroding public trust and manipulating opinions. 
Tools like deepfake technology and AI-generated content have further blurred 
the lines between reality and fiction, making it challenging to distinguish 
credible information from fake narratives. These technological advancements 
have helped in weaponizing information to influence societies and destabilize 
adversaries to gain political outcomes.

Collins English Dictionary, Propaganda war definition and meaning, accessed July 20, 
2023, https://www.collinsdictionary.com/dictionary/english/propaganda-war. 
Encyclopedia Britannica, s.v. “social” accessed August 1, 2023, 
https://www.britannica.com/topic/propaganda.

7

8



Safia MalikGSP Volume II, Issue II4

Global Strategic Pulse 2026

Introduction

 Propaganda is defined as “the planned use of any form of mass 
communication designed to influence the minds and emotions of a particular 
group for military, economic, or political purposes.”2 It has consistently served 
as a pivotal instrument from the 1st generation to the 5th generation of warfare. 
Propaganda warfare is employed not only during war but also in peacetime to 
shape perceptions, attitudes and behaviour. Dennis M. Murphy and James F. 
White have mentioned that shaping public perception in peacetime is just as 
important as having soldiers on the battlefield.3 

 Propaganda warfare techniques have long been employed to shape 
public perceptions, manipulate narratives and advance strategic political 
objectives. Martina Sprague, in her book titled The Propaganda of War: 
Personal Transformation and Search for Adventure,4 explains that propaganda 
manipulates public opinions and reshapes beliefs to achieve national 
objectives. Edward Bernays noted that during World Wars I and II, Western 
countries conducted propaganda campaigns among their military officers to 
boost their morale during war.5 These countries also used available media tools, 
including radio broadcasts, posters, films and cultural products to disseminate 
propaganda against the adversary. 

 During the Cold War, propaganda techniques were also used to promote 
capitalism and the communist school of thought by the US and USSR, 
respectively, thereby deepening the ideological division between the East and 
the West.6 To expand their sphere of influence, both countries provided 
financial, military and technical assistance to developing countries by signing 
bilateral and multilateral military pacts and alliances. 

 Propaganda warfare in the 21st century has undergone significant 
evolution, leveraging new technologies and strategies to shape public opinion. 

Social media platforms, such as Facebook, X and YouTube have begun to be 
used as powerful tools for disseminating propaganda. They enable rapid 
dissemination of information, often bypassing traditional electronic and print 
media outlets. Moreover, the advances in Artificial Intelligence (AI) have made 
it possible to generate highly realistic but fabricated videos and audio 
recordings, commonly referred to as deepfakes. These are being employed to 
disseminate false information or to discredit individuals or organizations. 
AI-powered bots and algorithms are also being used to amplify propaganda 
messages and manipulate online conversations. Foreign actors have been 
increasingly using propaganda techniques to interfere in elections around the 
world. This involves spreading disinformation about candidates or political 
parties, manipulating social media trends and hacking into computer systems to 
steal sensitive information. These developments provide impetus to study both 
historical and modern propaganda techniques of warfare, to understand the 
phenomenon and respond more effectively.

 The study focuses on: (i) examining the evolution of propaganda 
warfare in terms of objectives, narratives and dissemination strategies during 
World War I, World War II, and the Cold War; and (ii) analyzing the 
weaponization of propaganda in the contemporary digital information age 
through advanced technologies, particularly AI and deepfake technologies.

The Evolution of Propaganda Warfare

 According to the Collins Dictionary of International Relations, 
“Propaganda is information, frequently false information, that a political 
organisation disseminates or broadcasts to sway public opinion.”7 According to 
Britannica, propaganda is the dissemination of information, including facts, 
rumors, arguments, half-truths, and lies aimed at shaping public opinion.8 
These definitions underscore that propaganda is the selective and strategic use 
of information to manipulate attitudes, beliefs and behaviour in pursuit of 
political objectives.

 The word "Propaganda" was first used by Pope Gregory XV in 1622, 
when he established the Sacra Congregatio de Propaganda Fide (Sacred 

Congregation for Propagating the Faith) to spread Catholicism.9 At that time, 
missionaries used propaganda to disseminate religious beliefs among the 
public, but after World War I, states began to employ propaganda techniques 
for their own political interest, primarily in wartime. According to Bill 
Lambrecht, “In war, truth is a relative commodity and propaganda a staple of 
battle.”10 Various emperors have strategically employed propaganda tactics 
against their adversaries to gain a decisive edge in warfare. For instance, Philip 
II of Macedon, Xerxes I and Cyrus the Great effectively employed propaganda 
techniques for shaping public perceptions and securing victory in conflicts.11 

 The advent of radio, television and print and social media significantly 
amplified the reach and effectiveness of propaganda globally, enabling states to 
mobilize public support for getting entry into wars and to legitimize specific 
actions during wartime. The propaganda also helped to manage public opinion 
to deter adversary forces and to incite rebellion against the enemy. The role of 
Germany’s propaganda machinery, especially under the Nazi regime, serves as 
a historical benchmark for understanding the concept and connotation of 
propaganda warfare. In 1933, the Nazi government in Germany established the 
Ministry of Public Enlightenment and Propaganda, also known as the Ministry 
of Propaganda, under the leadership of Joseph Goebbels. It played a central role 
in Nazi Germany's propaganda efforts. Its objective was to control information, 
influence public opinion and strengthen the Nazi ideology.12

 In the modern era, propaganda warfare is driven by digital platforms, 
social media and emerging technologies that enable rapid manipulation of 
narratives and public opinion. States and non-state actors use online media, 
bots and disinformation to influence perceptions, weaken adversaries and 
justify political or military actions. This form of warfare operates below the 
threshold of armed conflict, making information a key weapon in modern 
strategic competition. According to the American Historical Association, 

“propaganda warfare is much more complex and adaptable in today's war, 
which combines political, economic, military and propaganda tactics.”13 

Harold Lasswell’s Theory of Political Propaganda 

 Harold Lasswell's theory of political propaganda helps in understanding 
propaganda warfare. This theory highlights the systematic shaping of public 
opinion by employing cultural and national symbols such as music, national 
flag, art and language. Lasswell mentioned that the task of the propagandists is 
to shape behaviours favourable to their national objectives and to counter 
hostile attitudes.14 He emphasized that managing perception in propaganda 
warfare is achieved by manipulating specific symbols.15

 Lasswell identified six essential elements of effective propaganda 
warfare. These include:16 (i) generating a sense of guilt and demoralization 
among enemy forces to weaken their will to fight; (ii) reinforcing confidence 
among soldiers and the general population by repeatedly invoking a glorious 
past and portraying victory as inevitable; (iii) clearly articulating the objectives 
and justification of war in ways that resonate with soldiers and civilians, often 
framed through appealing concepts such as freedom and democracy; (iv) 
strengthening the perception that the enemy bears sole responsibility for the 
outbreak of war; (v) strategically utilizing media platforms to disseminate false 
information about the adversary; and (vi) employing fear-inducing narratives 
that dehumanize the enemy, thereby legitimizing and encouraging violent 
actions. Collectively, these elements have formed the conceptual basis of both 
traditional propaganda practices and their contemporary manifestation.17

Propaganda Warfare Techniques 

 The US-based Institute of Propaganda Analysis (IPA) categorized seven 
propaganda warfare techniques in an article titled “We are Fooled by 

Propaganda.”18 These include: (i) Name-Calling; (ii) Glittering Generalities; 
(iii) Transfer of the Device; (iv) Testimonial; (v) Plain Folk; (vi) Card Stacking; 
and (vii) Bandwagon. 

 Propagandists employ the Name-Calling technique, where they attach 
derogatory labels to individuals or organizations to damage their reputation and 
strengthen existing negative views.19 Governments implement this strategy by 
leveraging all available media sources.20 The more frequently media outlets 
portray a group in a specific way, the more likely it is that such portrayals are 
guided or directed. For instance, labeling someone as a fascist, warmonger, 
radical or terrorist carries strong negative connotations and applying these 
labels can shape public perception and influence how others view them. States 
often equate freedom fighters with terrorists to legitimize their acts of 
suppression. Associating negative connotations with individuals or 
organizations has been a widespread tactic throughout history.

 During the inter-war period, the Nazis killed six million Jewish people 
in a systematic genocide, which is called the Holocaust.21 In the post 9/11 
period, Western countries portrayed Muslims as associated with terrorism, a 
narrative that was fueled by media portrayals, political rhetoric and 
counterterrorism policies. This conflation of Islam with extremism perpetuated 
stereotypes, fostering Islamophobia and marginalizing Muslim communities 
globally.22

 Glittering Generalities is a propaganda technique in which 
propagandists employ appealing, vague and fancy words or ideas to influence 

public opinion and advance their political objectives. This strategy relies on 
catchy slogans, broad generalizations and language associated with deeply held 
values and beliefs, while deliberately avoiding evidence or logical 
justification.23 The implication is consistently positive, even though the words 
and phrases are vague and may mean different things to different audiences. 
Because the language is ambiguous and imprecise, it remains largely 
meaningless and cannot be verified as either true or false.24 The propagandists 
may include government officials, journalists, politicians and social workers. 
For instance, India launched attack on Pakistan subsequent to Pahalgam false 
flag operation under the code name of Operation Sindoor, seeking to mobilize 
public support by invoking the narrative that the “Sindoor” (symbol of marital 
honor) would be restored.

 Propagandists use the technique of Transfer of Device in which they 
employ numerous culturally accepted symbols to encourage people to form 
associations and connections.25 They often employ symbols such as waving the 
flag to stir the public’s emotions and win their support. This technique is 
employed across multiple platforms including electronic, print and social 
media to amplify the agenda. Through this approach, propagandists highlight 
selected positive or negative traits of an individual, culture, religion or 
institution to make their narrative more persuasive and acceptable to the public.

 In the Testimonial propaganda technique, propagandists often rely on 
endorsements or statements from well-known personalities to build credibility 
and gain public support. Propagandists utilize testimonies of religious clerics, 
journalists, political thinkers and scholars for their own political objectives.26 In 
2024, Elon Musk endorsed Donald Trump’s presidential campaign, employing 
his influence, resources and platforms to bolster Trump’s candidacy. As a major 
donor, Musk contributed USD 277 million to Trump’s election campaign. He 

also utilized his social media platform X to endorse Trump publicly, especially 
after an assassination attempt on him during an election rally.27  

 Propagandists apply the Plain Folk technique to convince the public 
that a leader is loyal and came from a middle-class background. Propagandists 
use common language to persuade the audience to agree with their opinion.28 
For example, Indian Prime Minister Narendra Modi frequently mentions his 
past as a tea seller (Chaiwala) to connect with the common people.29 Similarly, 
US President Barack Obama often referred to his upbringing by a single mother 
and grandparents to relate to middle-class Americans. 

 Another technique is Card Stacking, in which propagandists selectively 
present facts that favour their viewpoint and attempt to convince the audience 
of their validity.30 Since it does not provide the audience with the complete 
information to make an informed choice, card stacking is the most intricate 
technique to identify. The audience is unable to identify the gaps in 
information. For example, Narendra Modi has frequently highlighted India’s 
GDP growth and large-scale infrastructure development under his leadership, 
while simultaneously downplaying persistent challenges such as rising 
unemployment and the adverse economic consequences of demonetization. 

 Bandwagon propaganda is a strategy that persuades individuals to 
conform by suggesting that a belief or action is widely accepted and followed 
by others. It appeals to the human desire to fit in or belong to the majority.31 
Donald Trump used the slogan “Make America Great Again” during rallies 
filled with enthusiastic supporters, to create an impression that majority of 
Americans were aligned with his vision. Barack Obama’s campaign slogan 

“Yes We Can” implied collective action, encouraging voters to join the 
widespread movement for change.32

Propaganda Warfare Techniques during World Wars I and II

 According to Kingsbury, World War I marked the beginning of 20th 
century propaganda warfare, characterized by the systematic use of public 
relations and marketing techniques to mobilize public support and justify 
participation in the war.33 Posters disseminating the adversary's false image 
were extensively used as a propaganda technique at that time. According to the 
Library of Congress, both the Central and Allied powers circulated posters to 
mobilize support and strengthen public morale. During World Wars I and II, 
postcards were a highly effective propaganda tool, used to garner public 
sympathy and boost the morale of soldiers.34 Edward Bernays pointed out that 
during World Wars I and II, Germany and Britain conducted propaganda 
campaigns aimed at boosting the morale of their military officers. To achieve 
this, both countries utilized radio broadcasts, films, posters, cultural products 
and literature to spread a distorted and false image of the enemy.35

 Germany and France carried out organized campaigns encouraging the 
public to enlist in the army, undergo training and fight in the war, often using 
postcards as a medium. In 1916, the UK employed posters to recruit a large 
number of soldiers. Although women were not formally enlisted, they were 
strongly encouraged to support the war effort through various roles. 
Organizations such as the Young Women's Christian Association (YWCA) and 
the Red Cross played active roles in promoting and facilitating this 
involvement. Various organizations, including the Young Women's Christian 
Association (YWCA) and the Red Cross, played an active role in supporting 
the war effort. Additionally, Britain established the Women’s Land Army, 
which worked on farms to produce agricultural goods, especially during 

periods when many male farmers were away serving in the military.36

George Creel, a pioneer of modern propaganda and author of How We Advertise 
America, endorsed the involvement of women in agriculture as a vital measure 
to safeguard the country against food insecurity during the war.37 He was tasked 
by the US President Woodrow Wilson to establish a committee on public 
information to disseminate propaganda intended to shift the American public’s 
mindset toward becoming a patriotic and war-hungry nation.38 According to 
Noam Chomsky, the campaign succeeded as, within just six months, it turned 
the Pacific population into a hysterical and war-driven group eager to destroy 
anything connected to the Germans.39

Propaganda Warfare Techniques during the Cold War

 Propaganda warfare became more important in the Cold War era 
(1945-1991). States applied twofold techniques of propaganda during the Cold 
War which included: (i) use of soft power including culture, literature, art and 
films, to present their positive image and preserve their ideological beliefs; and 
(ii) use of proxy wars as a new strategy to expand propaganda in developing 
states. 

1. Soft Propaganda Warfare Techniques during the Cold War

 Soft propaganda warfare techniques employ soft power to shape 
perceptions, aiming to influence large audiences and achieve objectives 
through art, culture, film, literature and other forms of cultural expression.40 In 
1948, the extension department of Harding College (now Harding University) 
produced a short film called “Make Mine Freedom,” which highlighted the 
benefits of living in a capitalist society as opposed to a communist one.

 George Orwell’s novel Animal Farm, an allegory of the Soviet 
government, was adapted into an animated film in the 1950s as part of the 
CIA’s propaganda efforts. During the Cold War, espionage themes were also 
explored in popular media like the James Bond films and television series such 
as I Spy and The Man from UNCLE.41 George Orwell’s novel 1984, published 
in 1949, portrays a dystopian world controlled through propaganda and the 
constant fear of endless war, serves as a powerful metaphor for the Cold War 
era’s use of literature as a propaganda tool. Espionage novels also played a key 
role in Cold War literature, such as The Spy Who Loved Me, where an American 
collaborates with the Soviet counter-espionage agency SMERSH.42

 A former British intelligence officer with MI5, David Cornwell 
authored several novels under the pen name John le Carré, including The Spy 
Who Came in from the Cold. This novel portrays the enemy as ruthless while 
showcasing the expertise of spies.43 It is important to note that the CIA utilized 
a variety of academic and non-academic platforms to shape public perception. 
The agency published more than 20 magazines, hosted art exhibitions, 
organized prominent international conferences, operated a news and feature 
service, released numerous books, and sponsored public performances by 
anti-Russian musicians and artists to capture public attention.44

2. Hard Propaganda Warfare Techniques during the Cold War

 The US attracted developing countries by projecting itself as an 
advanced economic and military power and having a strong political and 
cultural influence. The US considered propaganda as an important tool to attain 
foreign policy objectives. US President Harry Truman called for a more 
vigorous propaganda campaign known as the Campaign of Truth. The start of 
the Korean War, a few weeks after Truman's speech, contributed to a rapid 
increase in the State Department's budget for information, from USD 20 
million in 1948 to USD 115 million in 1952. To organize American 

psychological warfare efforts, Truman established the Psychological Strategy 
Board in April 1951.45 The Board was assigned to conduct covert operations 
against the Soviet Union and its allies. 

 The objective of these psychological strategies was to expand US 
influence. It is important to highlight that, unlike the interwar period’s 
psychological operations, which were tied to military actions, Cold War 
psychological covert operations were conducted through non-military means. 
Trade and economic aid, diplomacy, threat of force and cultural and 
educational exchange programs were employed as new methods of propaganda 
warfare. Notably, George F. Kennan, then head of the State Department's 
Policy Planning Staff, developed a range of anti-communist propaganda tactics 
in 1948, which included subversion, black propaganda, economic warfare, 
psychological warfare, paramilitary operations, and support for underground 
resistance groups.46

 The CIA carried out numerous military operations employing hard 
propaganda techniques to fulfill its goals. They backed various revolutions and 
counter-revolutions that impacted electoral processes in third-world countries, 
overthrew multiple democratic and autocratic regimes, and promoted the US 
vision of the global order.47 To influence political developments globally, the 
CIA conducted both overt and covert military operations, especially in 
countries such as Italy, the Philippines, Iran, Guatemala, Indonesia, Cuba, 
Vietnam, Thailand, Chile, Iraq, and Angola.48

21st Century Propaganda Warfare: Rising Disinformation in the Age of 
Information

 The 21st century propaganda warfare merges traditional and modern 
methods, utilizing a wide range of communication tools such as the Internet 

and social media alongside older techniques like postcards. Many scholars have 
anticipated that disinformation would become a key tactic in future conflicts. In 
1970, Canadian theorist Marshall McLuhan predicted that World War III would 
be fought as a guerrilla information war, blurring the lines between military 
personnel and civilians.”49 In their 2001 book Networks and Netwars: The 
Future of Terror, Crime, and Militancy, John Arquilla and David Rosenfeld 
highlighted that the nature and results of conflicts are becoming increasingly 
reliant on information and communication technologies.50

1. Digital and Social Media Platforms

 The emergence of digital and social media platforms has revolutionized 
communication, breaking down barriers of geography and time. However, this 
democratization of information has also enabled the proliferation of 
propaganda warfare, allowing both state and non-state actors to exploit these 
platforms to manipulate, influence and manage the perceptions of the masses. 
Social media platforms like X, Instagram and Facebook have turned into a 
battleground for the dissemination of information. Fake accounts, bots and 
algorithms amplify specific narratives, giving the impression of broad support 
or opposition.

 Joseph Goebbels, Nazi minister of propaganda, famously said, “If you 
repeat and tell a lie long enough, it becomes the truth.”51 According to Castells, 
the rise in Internet usage and political agendas has created an international 
media ecology characterized by self-publication and easy access. As a result, 
the media employ propaganda to emphasize certain information while 
overlooking other details.52 The Russia-Ukraine conflict showcases the rising 
role of social media in modern warfare. Both sides have used social media 
platforms like Telegram, X and TikTok to spread their narratives. Russia 
employed bots and trolls to justify its actions, whereas Ukraine, on the other 
hand, leveraged social media to gain international sympathy and mobilize 
support. 

 According to Secretary General of Amnesty International Agnès 
Callamard, “In 2017, the Rohingya were killed, tortured, raped and displaced in 
the thousands as part of the Myanmar security forces’ campaign of ethnic 
cleansing. In the months and years leading up to the atrocities, Facebook’s 
algorithms intensified hatred against the Rohingya, which contributed to 
real-world violence.”53

 Countries are systematically enhancing their capacity to disseminate 
propaganda online and disinformation worldwide.54 India extensively utilizes 
social media platforms to promote anti-Pakistan narratives and provoke the 
Pakistani population. A notable example exposing India’s disinformation 
campaign against Pakistan is the EU DisinfoLab reports published in 2019 and 
2020.55 It exposed India’s fake news outlets operating across social and 
mainstream media, which actively lobbied international organizations and civil 
society against Pakistan.56 Leading this deceptive propaganda effort were 
India’s wire service company “Asian News International (ANI)” and the 
Delhi-based “Shrivastava Group,” which played a key role in managing 256 
anti-Pakistan websites disseminating false information across 65 countries 
since 2005.

 Deception through fake news, propaganda and disinformation was 
widely practiced by the Indian media in the aftermath of Pahalgam false flag 
operation leading up to the four-day war in May 2025, initiated by 
nuclear-armed India against nuclear-armed Pakistan. According to the 
UK-based The Economist magazine, “Indian TV news long ago relinquished 
membership of the reality-based community.”57 During Operation Sindoor, 
India falsely claimed that it had shot down Pakistan’s JF-17 Thunder and F-16 
aircraft,58 Indian navy had attacked Karachi port and Indian military had 

crossed the Line of Control (LoC). These claims turned out to be false and were 
part of India's state-sponsored propaganda campaign against Pakistan.

 To keep Indian people in the dark, the Indian government issued 
executive orders to X, ordering the platform to block more than 8,000 accounts 
in the country.59 According to the platform’s statement, the orders also 
demanded blocking access to accounts belonging to international news 
organizations and prominent X users in India. Accounts of Chinese state-run 
media outlets such as Xinhua News Agency and Global Times, as well as 
Türkiye’s TRT World, were among those restricted on X.60 These actions were 
part of India's broader efforts to control the official narrative and limit external 
influence during the heightened tensions following Pahalgam false flag 
operation. India’s fake news campaign also included a radiation leak in 
Pakistan, which was denied by the International Atomic Energy Agency.61

2. Deepfakes and AI-Generated Content

 The evolution of Artificial Intelligence (AI) has brought numerous 
advancements, but it has also ushered in powerful tools for deception. Among 
the most concerning developments is the rise of deepfakes and AI-generated 
content, which have become potent instruments in modern propaganda warfare. 
By blurring the lines between reality and fabrication, these tools can 
manipulate public opinion, undermine trust, and destabilize societies. 
Deepfakes are synthetic media, often videos or audio files, created using AI 
technologies like deep learning. AI-generated content extends beyond 
deepfakes to include text, images, and audio created by AI algorithms to 
simulate authentic communication or events. 

 Recent advancements have increased public access to deepfake 
technology, producing results that are alarmingly convincing. From videos 
showing politicians making inflammatory remarks to fabricated recordings of 

public figures in compromising situations, the potential for harm is enormous. 
According to the “Deepfake Statistics 2025: The Hidden Cyber Threat” 
deepfake files reached 8 million in 2025, up sharply from about 500,000 in 
2023, while deepfakes now account for around 40 % of all biometric fraud 
attempts and humans can accurately identify high-quality deepfake videos only 
about 24.5 % of the time highlighting how quickly synthetic media are 
proliferating and complicating fraud prevention and digital trust in 2025.62

 In the age of social media, misinformation spreads faster than ever. In 
2025, the University of California, in its DeepTrust Project, noted that 
deepfakes are now among the most potent tools for political manipulation, 
particularly in election campaigns.63

 A notable example of this manipulation came from the Philippines in 
2019, when a deepfake video featuring a key opposition leader, Maria Ressa, 
appeared to show her endorsing violence against political rivals. Despite being 
debunked, the video remained in circulation, sowing doubt and further 
polarizing the political landscape. The same report from the Atlantic Council 
noted that deepfakes were being used to influence elections in several 
countries, including India, where political deepfakes were deployed to attack 
key figures during campaigns.64

 In 2018, deepfakes of Barack Obama surfaced, showing him delivering 
a speech he never delivered.65 While it was created as a demonstration of the 
technology's dangers, it highlighted the potential to damage reputation and sow 
distrust in leadership. Political campaigns are prime targets for deepfakes 
propaganda. During the 2020 US presidential elections, concerns arose about 
deepfake videos being used to spread false narratives about candidates. Even 
the threat of such technologies being used caused public skepticism, 
highlighting their psychological impact on electoral processes. In 2022, amid 
the Russia-Ukraine conflict, a deepfake video surfaced showing Ukrainian 

President Volodymyr Zelensky falsely urging Ukrainian troops to surrender. 
Although the video was swiftly debunked, it highlighted the powerful potential 
of deepfakes to undermine morale in conflict zones.66 These examples suggest 
that deepfakes are widespread and readily accessible, with the potential to serve 
as a powerful weapon against both ordinary citizens and high-profile 
politicians.

Conclusion

 Propaganda warfare is the most widely used technique by states to 
manipulate and influence public opinion. During World Wars I and II, states 
used postcards for: (i) persuading people to join the army; (ii) raising morale; 
and (iii) raising funds for military. However, during the Cold War, propaganda 
warfare techniques underwent significant evolution, with a strategic integration 
of both hard and soft propaganda methods utilized as instruments to shape and 
influence public opinion.

 In the 21st century, propaganda warfare has become more sophisticated 
and pervasive, largely driven by digitalization and the rapid spread of 
information technologies. The rapid growth of social media platforms and 
advanced communication technologies has amplified the speed and scale at 
which disinformation spreads, eroding public trust and manipulating opinions. 
Tools like deepfake technology and AI-generated content have further blurred 
the lines between reality and fiction, making it challenging to distinguish 
credible information from fake narratives. These technological advancements 
have helped in weaponizing information to influence societies and destabilize 
adversaries to gain political outcomes.
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Introduction

 Propaganda is defined as “the planned use of any form of mass 
communication designed to influence the minds and emotions of a particular 
group for military, economic, or political purposes.”2 It has consistently served 
as a pivotal instrument from the 1st generation to the 5th generation of warfare. 
Propaganda warfare is employed not only during war but also in peacetime to 
shape perceptions, attitudes and behaviour. Dennis M. Murphy and James F. 
White have mentioned that shaping public perception in peacetime is just as 
important as having soldiers on the battlefield.3 

 Propaganda warfare techniques have long been employed to shape 
public perceptions, manipulate narratives and advance strategic political 
objectives. Martina Sprague, in her book titled The Propaganda of War: 
Personal Transformation and Search for Adventure,4 explains that propaganda 
manipulates public opinions and reshapes beliefs to achieve national 
objectives. Edward Bernays noted that during World Wars I and II, Western 
countries conducted propaganda campaigns among their military officers to 
boost their morale during war.5 These countries also used available media tools, 
including radio broadcasts, posters, films and cultural products to disseminate 
propaganda against the adversary. 

 During the Cold War, propaganda techniques were also used to promote 
capitalism and the communist school of thought by the US and USSR, 
respectively, thereby deepening the ideological division between the East and 
the West.6 To expand their sphere of influence, both countries provided 
financial, military and technical assistance to developing countries by signing 
bilateral and multilateral military pacts and alliances. 

 Propaganda warfare in the 21st century has undergone significant 
evolution, leveraging new technologies and strategies to shape public opinion. 

Social media platforms, such as Facebook, X and YouTube have begun to be 
used as powerful tools for disseminating propaganda. They enable rapid 
dissemination of information, often bypassing traditional electronic and print 
media outlets. Moreover, the advances in Artificial Intelligence (AI) have made 
it possible to generate highly realistic but fabricated videos and audio 
recordings, commonly referred to as deepfakes. These are being employed to 
disseminate false information or to discredit individuals or organizations. 
AI-powered bots and algorithms are also being used to amplify propaganda 
messages and manipulate online conversations. Foreign actors have been 
increasingly using propaganda techniques to interfere in elections around the 
world. This involves spreading disinformation about candidates or political 
parties, manipulating social media trends and hacking into computer systems to 
steal sensitive information. These developments provide impetus to study both 
historical and modern propaganda techniques of warfare, to understand the 
phenomenon and respond more effectively.

 The study focuses on: (i) examining the evolution of propaganda 
warfare in terms of objectives, narratives and dissemination strategies during 
World War I, World War II, and the Cold War; and (ii) analyzing the 
weaponization of propaganda in the contemporary digital information age 
through advanced technologies, particularly AI and deepfake technologies.

The Evolution of Propaganda Warfare

 According to the Collins Dictionary of International Relations, 
“Propaganda is information, frequently false information, that a political 
organisation disseminates or broadcasts to sway public opinion.”7 According to 
Britannica, propaganda is the dissemination of information, including facts, 
rumors, arguments, half-truths, and lies aimed at shaping public opinion.8 
These definitions underscore that propaganda is the selective and strategic use 
of information to manipulate attitudes, beliefs and behaviour in pursuit of 
political objectives.

 The word "Propaganda" was first used by Pope Gregory XV in 1622, 
when he established the Sacra Congregatio de Propaganda Fide (Sacred 

Congregation for Propagating the Faith) to spread Catholicism.9 At that time, 
missionaries used propaganda to disseminate religious beliefs among the 
public, but after World War I, states began to employ propaganda techniques 
for their own political interest, primarily in wartime. According to Bill 
Lambrecht, “In war, truth is a relative commodity and propaganda a staple of 
battle.”10 Various emperors have strategically employed propaganda tactics 
against their adversaries to gain a decisive edge in warfare. For instance, Philip 
II of Macedon, Xerxes I and Cyrus the Great effectively employed propaganda 
techniques for shaping public perceptions and securing victory in conflicts.11 

 The advent of radio, television and print and social media significantly 
amplified the reach and effectiveness of propaganda globally, enabling states to 
mobilize public support for getting entry into wars and to legitimize specific 
actions during wartime. The propaganda also helped to manage public opinion 
to deter adversary forces and to incite rebellion against the enemy. The role of 
Germany’s propaganda machinery, especially under the Nazi regime, serves as 
a historical benchmark for understanding the concept and connotation of 
propaganda warfare. In 1933, the Nazi government in Germany established the 
Ministry of Public Enlightenment and Propaganda, also known as the Ministry 
of Propaganda, under the leadership of Joseph Goebbels. It played a central role 
in Nazi Germany's propaganda efforts. Its objective was to control information, 
influence public opinion and strengthen the Nazi ideology.12

 In the modern era, propaganda warfare is driven by digital platforms, 
social media and emerging technologies that enable rapid manipulation of 
narratives and public opinion. States and non-state actors use online media, 
bots and disinformation to influence perceptions, weaken adversaries and 
justify political or military actions. This form of warfare operates below the 
threshold of armed conflict, making information a key weapon in modern 
strategic competition. According to the American Historical Association, 

“propaganda warfare is much more complex and adaptable in today's war, 
which combines political, economic, military and propaganda tactics.”13 

Harold Lasswell’s Theory of Political Propaganda 

 Harold Lasswell's theory of political propaganda helps in understanding 
propaganda warfare. This theory highlights the systematic shaping of public 
opinion by employing cultural and national symbols such as music, national 
flag, art and language. Lasswell mentioned that the task of the propagandists is 
to shape behaviours favourable to their national objectives and to counter 
hostile attitudes.14 He emphasized that managing perception in propaganda 
warfare is achieved by manipulating specific symbols.15

 Lasswell identified six essential elements of effective propaganda 
warfare. These include:16 (i) generating a sense of guilt and demoralization 
among enemy forces to weaken their will to fight; (ii) reinforcing confidence 
among soldiers and the general population by repeatedly invoking a glorious 
past and portraying victory as inevitable; (iii) clearly articulating the objectives 
and justification of war in ways that resonate with soldiers and civilians, often 
framed through appealing concepts such as freedom and democracy; (iv) 
strengthening the perception that the enemy bears sole responsibility for the 
outbreak of war; (v) strategically utilizing media platforms to disseminate false 
information about the adversary; and (vi) employing fear-inducing narratives 
that dehumanize the enemy, thereby legitimizing and encouraging violent 
actions. Collectively, these elements have formed the conceptual basis of both 
traditional propaganda practices and their contemporary manifestation.17

Propaganda Warfare Techniques 

 The US-based Institute of Propaganda Analysis (IPA) categorized seven 
propaganda warfare techniques in an article titled “We are Fooled by 

Propaganda.”18 These include: (i) Name-Calling; (ii) Glittering Generalities; 
(iii) Transfer of the Device; (iv) Testimonial; (v) Plain Folk; (vi) Card Stacking; 
and (vii) Bandwagon. 

 Propagandists employ the Name-Calling technique, where they attach 
derogatory labels to individuals or organizations to damage their reputation and 
strengthen existing negative views.19 Governments implement this strategy by 
leveraging all available media sources.20 The more frequently media outlets 
portray a group in a specific way, the more likely it is that such portrayals are 
guided or directed. For instance, labeling someone as a fascist, warmonger, 
radical or terrorist carries strong negative connotations and applying these 
labels can shape public perception and influence how others view them. States 
often equate freedom fighters with terrorists to legitimize their acts of 
suppression. Associating negative connotations with individuals or 
organizations has been a widespread tactic throughout history.

 During the inter-war period, the Nazis killed six million Jewish people 
in a systematic genocide, which is called the Holocaust.21 In the post 9/11 
period, Western countries portrayed Muslims as associated with terrorism, a 
narrative that was fueled by media portrayals, political rhetoric and 
counterterrorism policies. This conflation of Islam with extremism perpetuated 
stereotypes, fostering Islamophobia and marginalizing Muslim communities 
globally.22

 Glittering Generalities is a propaganda technique in which 
propagandists employ appealing, vague and fancy words or ideas to influence 

public opinion and advance their political objectives. This strategy relies on 
catchy slogans, broad generalizations and language associated with deeply held 
values and beliefs, while deliberately avoiding evidence or logical 
justification.23 The implication is consistently positive, even though the words 
and phrases are vague and may mean different things to different audiences. 
Because the language is ambiguous and imprecise, it remains largely 
meaningless and cannot be verified as either true or false.24 The propagandists 
may include government officials, journalists, politicians and social workers. 
For instance, India launched attack on Pakistan subsequent to Pahalgam false 
flag operation under the code name of Operation Sindoor, seeking to mobilize 
public support by invoking the narrative that the “Sindoor” (symbol of marital 
honor) would be restored.

 Propagandists use the technique of Transfer of Device in which they 
employ numerous culturally accepted symbols to encourage people to form 
associations and connections.25 They often employ symbols such as waving the 
flag to stir the public’s emotions and win their support. This technique is 
employed across multiple platforms including electronic, print and social 
media to amplify the agenda. Through this approach, propagandists highlight 
selected positive or negative traits of an individual, culture, religion or 
institution to make their narrative more persuasive and acceptable to the public.

 In the Testimonial propaganda technique, propagandists often rely on 
endorsements or statements from well-known personalities to build credibility 
and gain public support. Propagandists utilize testimonies of religious clerics, 
journalists, political thinkers and scholars for their own political objectives.26 In 
2024, Elon Musk endorsed Donald Trump’s presidential campaign, employing 
his influence, resources and platforms to bolster Trump’s candidacy. As a major 
donor, Musk contributed USD 277 million to Trump’s election campaign. He 

also utilized his social media platform X to endorse Trump publicly, especially 
after an assassination attempt on him during an election rally.27  

 Propagandists apply the Plain Folk technique to convince the public 
that a leader is loyal and came from a middle-class background. Propagandists 
use common language to persuade the audience to agree with their opinion.28 
For example, Indian Prime Minister Narendra Modi frequently mentions his 
past as a tea seller (Chaiwala) to connect with the common people.29 Similarly, 
US President Barack Obama often referred to his upbringing by a single mother 
and grandparents to relate to middle-class Americans. 

 Another technique is Card Stacking, in which propagandists selectively 
present facts that favour their viewpoint and attempt to convince the audience 
of their validity.30 Since it does not provide the audience with the complete 
information to make an informed choice, card stacking is the most intricate 
technique to identify. The audience is unable to identify the gaps in 
information. For example, Narendra Modi has frequently highlighted India’s 
GDP growth and large-scale infrastructure development under his leadership, 
while simultaneously downplaying persistent challenges such as rising 
unemployment and the adverse economic consequences of demonetization. 

 Bandwagon propaganda is a strategy that persuades individuals to 
conform by suggesting that a belief or action is widely accepted and followed 
by others. It appeals to the human desire to fit in or belong to the majority.31 
Donald Trump used the slogan “Make America Great Again” during rallies 
filled with enthusiastic supporters, to create an impression that majority of 
Americans were aligned with his vision. Barack Obama’s campaign slogan 

“Yes We Can” implied collective action, encouraging voters to join the 
widespread movement for change.32

Propaganda Warfare Techniques during World Wars I and II

 According to Kingsbury, World War I marked the beginning of 20th 
century propaganda warfare, characterized by the systematic use of public 
relations and marketing techniques to mobilize public support and justify 
participation in the war.33 Posters disseminating the adversary's false image 
were extensively used as a propaganda technique at that time. According to the 
Library of Congress, both the Central and Allied powers circulated posters to 
mobilize support and strengthen public morale. During World Wars I and II, 
postcards were a highly effective propaganda tool, used to garner public 
sympathy and boost the morale of soldiers.34 Edward Bernays pointed out that 
during World Wars I and II, Germany and Britain conducted propaganda 
campaigns aimed at boosting the morale of their military officers. To achieve 
this, both countries utilized radio broadcasts, films, posters, cultural products 
and literature to spread a distorted and false image of the enemy.35

 Germany and France carried out organized campaigns encouraging the 
public to enlist in the army, undergo training and fight in the war, often using 
postcards as a medium. In 1916, the UK employed posters to recruit a large 
number of soldiers. Although women were not formally enlisted, they were 
strongly encouraged to support the war effort through various roles. 
Organizations such as the Young Women's Christian Association (YWCA) and 
the Red Cross played active roles in promoting and facilitating this 
involvement. Various organizations, including the Young Women's Christian 
Association (YWCA) and the Red Cross, played an active role in supporting 
the war effort. Additionally, Britain established the Women’s Land Army, 
which worked on farms to produce agricultural goods, especially during 

periods when many male farmers were away serving in the military.36

George Creel, a pioneer of modern propaganda and author of How We Advertise 
America, endorsed the involvement of women in agriculture as a vital measure 
to safeguard the country against food insecurity during the war.37 He was tasked 
by the US President Woodrow Wilson to establish a committee on public 
information to disseminate propaganda intended to shift the American public’s 
mindset toward becoming a patriotic and war-hungry nation.38 According to 
Noam Chomsky, the campaign succeeded as, within just six months, it turned 
the Pacific population into a hysterical and war-driven group eager to destroy 
anything connected to the Germans.39

Propaganda Warfare Techniques during the Cold War

 Propaganda warfare became more important in the Cold War era 
(1945-1991). States applied twofold techniques of propaganda during the Cold 
War which included: (i) use of soft power including culture, literature, art and 
films, to present their positive image and preserve their ideological beliefs; and 
(ii) use of proxy wars as a new strategy to expand propaganda in developing 
states. 

1. Soft Propaganda Warfare Techniques during the Cold War

 Soft propaganda warfare techniques employ soft power to shape 
perceptions, aiming to influence large audiences and achieve objectives 
through art, culture, film, literature and other forms of cultural expression.40 In 
1948, the extension department of Harding College (now Harding University) 
produced a short film called “Make Mine Freedom,” which highlighted the 
benefits of living in a capitalist society as opposed to a communist one.

 George Orwell’s novel Animal Farm, an allegory of the Soviet 
government, was adapted into an animated film in the 1950s as part of the 
CIA’s propaganda efforts. During the Cold War, espionage themes were also 
explored in popular media like the James Bond films and television series such 
as I Spy and The Man from UNCLE.41 George Orwell’s novel 1984, published 
in 1949, portrays a dystopian world controlled through propaganda and the 
constant fear of endless war, serves as a powerful metaphor for the Cold War 
era’s use of literature as a propaganda tool. Espionage novels also played a key 
role in Cold War literature, such as The Spy Who Loved Me, where an American 
collaborates with the Soviet counter-espionage agency SMERSH.42

 A former British intelligence officer with MI5, David Cornwell 
authored several novels under the pen name John le Carré, including The Spy 
Who Came in from the Cold. This novel portrays the enemy as ruthless while 
showcasing the expertise of spies.43 It is important to note that the CIA utilized 
a variety of academic and non-academic platforms to shape public perception. 
The agency published more than 20 magazines, hosted art exhibitions, 
organized prominent international conferences, operated a news and feature 
service, released numerous books, and sponsored public performances by 
anti-Russian musicians and artists to capture public attention.44

2. Hard Propaganda Warfare Techniques during the Cold War

 The US attracted developing countries by projecting itself as an 
advanced economic and military power and having a strong political and 
cultural influence. The US considered propaganda as an important tool to attain 
foreign policy objectives. US President Harry Truman called for a more 
vigorous propaganda campaign known as the Campaign of Truth. The start of 
the Korean War, a few weeks after Truman's speech, contributed to a rapid 
increase in the State Department's budget for information, from USD 20 
million in 1948 to USD 115 million in 1952. To organize American 

psychological warfare efforts, Truman established the Psychological Strategy 
Board in April 1951.45 The Board was assigned to conduct covert operations 
against the Soviet Union and its allies. 

 The objective of these psychological strategies was to expand US 
influence. It is important to highlight that, unlike the interwar period’s 
psychological operations, which were tied to military actions, Cold War 
psychological covert operations were conducted through non-military means. 
Trade and economic aid, diplomacy, threat of force and cultural and 
educational exchange programs were employed as new methods of propaganda 
warfare. Notably, George F. Kennan, then head of the State Department's 
Policy Planning Staff, developed a range of anti-communist propaganda tactics 
in 1948, which included subversion, black propaganda, economic warfare, 
psychological warfare, paramilitary operations, and support for underground 
resistance groups.46

 The CIA carried out numerous military operations employing hard 
propaganda techniques to fulfill its goals. They backed various revolutions and 
counter-revolutions that impacted electoral processes in third-world countries, 
overthrew multiple democratic and autocratic regimes, and promoted the US 
vision of the global order.47 To influence political developments globally, the 
CIA conducted both overt and covert military operations, especially in 
countries such as Italy, the Philippines, Iran, Guatemala, Indonesia, Cuba, 
Vietnam, Thailand, Chile, Iraq, and Angola.48

21st Century Propaganda Warfare: Rising Disinformation in the Age of 
Information

 The 21st century propaganda warfare merges traditional and modern 
methods, utilizing a wide range of communication tools such as the Internet 

and social media alongside older techniques like postcards. Many scholars have 
anticipated that disinformation would become a key tactic in future conflicts. In 
1970, Canadian theorist Marshall McLuhan predicted that World War III would 
be fought as a guerrilla information war, blurring the lines between military 
personnel and civilians.”49 In their 2001 book Networks and Netwars: The 
Future of Terror, Crime, and Militancy, John Arquilla and David Rosenfeld 
highlighted that the nature and results of conflicts are becoming increasingly 
reliant on information and communication technologies.50

1. Digital and Social Media Platforms

 The emergence of digital and social media platforms has revolutionized 
communication, breaking down barriers of geography and time. However, this 
democratization of information has also enabled the proliferation of 
propaganda warfare, allowing both state and non-state actors to exploit these 
platforms to manipulate, influence and manage the perceptions of the masses. 
Social media platforms like X, Instagram and Facebook have turned into a 
battleground for the dissemination of information. Fake accounts, bots and 
algorithms amplify specific narratives, giving the impression of broad support 
or opposition.

 Joseph Goebbels, Nazi minister of propaganda, famously said, “If you 
repeat and tell a lie long enough, it becomes the truth.”51 According to Castells, 
the rise in Internet usage and political agendas has created an international 
media ecology characterized by self-publication and easy access. As a result, 
the media employ propaganda to emphasize certain information while 
overlooking other details.52 The Russia-Ukraine conflict showcases the rising 
role of social media in modern warfare. Both sides have used social media 
platforms like Telegram, X and TikTok to spread their narratives. Russia 
employed bots and trolls to justify its actions, whereas Ukraine, on the other 
hand, leveraged social media to gain international sympathy and mobilize 
support. 

 According to Secretary General of Amnesty International Agnès 
Callamard, “In 2017, the Rohingya were killed, tortured, raped and displaced in 
the thousands as part of the Myanmar security forces’ campaign of ethnic 
cleansing. In the months and years leading up to the atrocities, Facebook’s 
algorithms intensified hatred against the Rohingya, which contributed to 
real-world violence.”53

 Countries are systematically enhancing their capacity to disseminate 
propaganda online and disinformation worldwide.54 India extensively utilizes 
social media platforms to promote anti-Pakistan narratives and provoke the 
Pakistani population. A notable example exposing India’s disinformation 
campaign against Pakistan is the EU DisinfoLab reports published in 2019 and 
2020.55 It exposed India’s fake news outlets operating across social and 
mainstream media, which actively lobbied international organizations and civil 
society against Pakistan.56 Leading this deceptive propaganda effort were 
India’s wire service company “Asian News International (ANI)” and the 
Delhi-based “Shrivastava Group,” which played a key role in managing 256 
anti-Pakistan websites disseminating false information across 65 countries 
since 2005.

 Deception through fake news, propaganda and disinformation was 
widely practiced by the Indian media in the aftermath of Pahalgam false flag 
operation leading up to the four-day war in May 2025, initiated by 
nuclear-armed India against nuclear-armed Pakistan. According to the 
UK-based The Economist magazine, “Indian TV news long ago relinquished 
membership of the reality-based community.”57 During Operation Sindoor, 
India falsely claimed that it had shot down Pakistan’s JF-17 Thunder and F-16 
aircraft,58 Indian navy had attacked Karachi port and Indian military had 

crossed the Line of Control (LoC). These claims turned out to be false and were 
part of India's state-sponsored propaganda campaign against Pakistan.

 To keep Indian people in the dark, the Indian government issued 
executive orders to X, ordering the platform to block more than 8,000 accounts 
in the country.59 According to the platform’s statement, the orders also 
demanded blocking access to accounts belonging to international news 
organizations and prominent X users in India. Accounts of Chinese state-run 
media outlets such as Xinhua News Agency and Global Times, as well as 
Türkiye’s TRT World, were among those restricted on X.60 These actions were 
part of India's broader efforts to control the official narrative and limit external 
influence during the heightened tensions following Pahalgam false flag 
operation. India’s fake news campaign also included a radiation leak in 
Pakistan, which was denied by the International Atomic Energy Agency.61

2. Deepfakes and AI-Generated Content

 The evolution of Artificial Intelligence (AI) has brought numerous 
advancements, but it has also ushered in powerful tools for deception. Among 
the most concerning developments is the rise of deepfakes and AI-generated 
content, which have become potent instruments in modern propaganda warfare. 
By blurring the lines between reality and fabrication, these tools can 
manipulate public opinion, undermine trust, and destabilize societies. 
Deepfakes are synthetic media, often videos or audio files, created using AI 
technologies like deep learning. AI-generated content extends beyond 
deepfakes to include text, images, and audio created by AI algorithms to 
simulate authentic communication or events. 

 Recent advancements have increased public access to deepfake 
technology, producing results that are alarmingly convincing. From videos 
showing politicians making inflammatory remarks to fabricated recordings of 

public figures in compromising situations, the potential for harm is enormous. 
According to the “Deepfake Statistics 2025: The Hidden Cyber Threat” 
deepfake files reached 8 million in 2025, up sharply from about 500,000 in 
2023, while deepfakes now account for around 40 % of all biometric fraud 
attempts and humans can accurately identify high-quality deepfake videos only 
about 24.5 % of the time highlighting how quickly synthetic media are 
proliferating and complicating fraud prevention and digital trust in 2025.62

 In the age of social media, misinformation spreads faster than ever. In 
2025, the University of California, in its DeepTrust Project, noted that 
deepfakes are now among the most potent tools for political manipulation, 
particularly in election campaigns.63

 A notable example of this manipulation came from the Philippines in 
2019, when a deepfake video featuring a key opposition leader, Maria Ressa, 
appeared to show her endorsing violence against political rivals. Despite being 
debunked, the video remained in circulation, sowing doubt and further 
polarizing the political landscape. The same report from the Atlantic Council 
noted that deepfakes were being used to influence elections in several 
countries, including India, where political deepfakes were deployed to attack 
key figures during campaigns.64

 In 2018, deepfakes of Barack Obama surfaced, showing him delivering 
a speech he never delivered.65 While it was created as a demonstration of the 
technology's dangers, it highlighted the potential to damage reputation and sow 
distrust in leadership. Political campaigns are prime targets for deepfakes 
propaganda. During the 2020 US presidential elections, concerns arose about 
deepfake videos being used to spread false narratives about candidates. Even 
the threat of such technologies being used caused public skepticism, 
highlighting their psychological impact on electoral processes. In 2022, amid 
the Russia-Ukraine conflict, a deepfake video surfaced showing Ukrainian 

President Volodymyr Zelensky falsely urging Ukrainian troops to surrender. 
Although the video was swiftly debunked, it highlighted the powerful potential 
of deepfakes to undermine morale in conflict zones.66 These examples suggest 
that deepfakes are widespread and readily accessible, with the potential to serve 
as a powerful weapon against both ordinary citizens and high-profile 
politicians.

Conclusion

 Propaganda warfare is the most widely used technique by states to 
manipulate and influence public opinion. During World Wars I and II, states 
used postcards for: (i) persuading people to join the army; (ii) raising morale; 
and (iii) raising funds for military. However, during the Cold War, propaganda 
warfare techniques underwent significant evolution, with a strategic integration 
of both hard and soft propaganda methods utilized as instruments to shape and 
influence public opinion.

 In the 21st century, propaganda warfare has become more sophisticated 
and pervasive, largely driven by digitalization and the rapid spread of 
information technologies. The rapid growth of social media platforms and 
advanced communication technologies has amplified the speed and scale at 
which disinformation spreads, eroding public trust and manipulating opinions. 
Tools like deepfake technology and AI-generated content have further blurred 
the lines between reality and fiction, making it challenging to distinguish 
credible information from fake narratives. These technological advancements 
have helped in weaponizing information to influence societies and destabilize 
adversaries to gain political outcomes.
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Introduction

 Propaganda is defined as “the planned use of any form of mass 
communication designed to influence the minds and emotions of a particular 
group for military, economic, or political purposes.”2 It has consistently served 
as a pivotal instrument from the 1st generation to the 5th generation of warfare. 
Propaganda warfare is employed not only during war but also in peacetime to 
shape perceptions, attitudes and behaviour. Dennis M. Murphy and James F. 
White have mentioned that shaping public perception in peacetime is just as 
important as having soldiers on the battlefield.3 

 Propaganda warfare techniques have long been employed to shape 
public perceptions, manipulate narratives and advance strategic political 
objectives. Martina Sprague, in her book titled The Propaganda of War: 
Personal Transformation and Search for Adventure,4 explains that propaganda 
manipulates public opinions and reshapes beliefs to achieve national 
objectives. Edward Bernays noted that during World Wars I and II, Western 
countries conducted propaganda campaigns among their military officers to 
boost their morale during war.5 These countries also used available media tools, 
including radio broadcasts, posters, films and cultural products to disseminate 
propaganda against the adversary. 

 During the Cold War, propaganda techniques were also used to promote 
capitalism and the communist school of thought by the US and USSR, 
respectively, thereby deepening the ideological division between the East and 
the West.6 To expand their sphere of influence, both countries provided 
financial, military and technical assistance to developing countries by signing 
bilateral and multilateral military pacts and alliances. 

 Propaganda warfare in the 21st century has undergone significant 
evolution, leveraging new technologies and strategies to shape public opinion. 

Social media platforms, such as Facebook, X and YouTube have begun to be 
used as powerful tools for disseminating propaganda. They enable rapid 
dissemination of information, often bypassing traditional electronic and print 
media outlets. Moreover, the advances in Artificial Intelligence (AI) have made 
it possible to generate highly realistic but fabricated videos and audio 
recordings, commonly referred to as deepfakes. These are being employed to 
disseminate false information or to discredit individuals or organizations. 
AI-powered bots and algorithms are also being used to amplify propaganda 
messages and manipulate online conversations. Foreign actors have been 
increasingly using propaganda techniques to interfere in elections around the 
world. This involves spreading disinformation about candidates or political 
parties, manipulating social media trends and hacking into computer systems to 
steal sensitive information. These developments provide impetus to study both 
historical and modern propaganda techniques of warfare, to understand the 
phenomenon and respond more effectively.

 The study focuses on: (i) examining the evolution of propaganda 
warfare in terms of objectives, narratives and dissemination strategies during 
World War I, World War II, and the Cold War; and (ii) analyzing the 
weaponization of propaganda in the contemporary digital information age 
through advanced technologies, particularly AI and deepfake technologies.

The Evolution of Propaganda Warfare

 According to the Collins Dictionary of International Relations, 
“Propaganda is information, frequently false information, that a political 
organisation disseminates or broadcasts to sway public opinion.”7 According to 
Britannica, propaganda is the dissemination of information, including facts, 
rumors, arguments, half-truths, and lies aimed at shaping public opinion.8 
These definitions underscore that propaganda is the selective and strategic use 
of information to manipulate attitudes, beliefs and behaviour in pursuit of 
political objectives.

 The word "Propaganda" was first used by Pope Gregory XV in 1622, 
when he established the Sacra Congregatio de Propaganda Fide (Sacred 

Congregation for Propagating the Faith) to spread Catholicism.9 At that time, 
missionaries used propaganda to disseminate religious beliefs among the 
public, but after World War I, states began to employ propaganda techniques 
for their own political interest, primarily in wartime. According to Bill 
Lambrecht, “In war, truth is a relative commodity and propaganda a staple of 
battle.”10 Various emperors have strategically employed propaganda tactics 
against their adversaries to gain a decisive edge in warfare. For instance, Philip 
II of Macedon, Xerxes I and Cyrus the Great effectively employed propaganda 
techniques for shaping public perceptions and securing victory in conflicts.11 

 The advent of radio, television and print and social media significantly 
amplified the reach and effectiveness of propaganda globally, enabling states to 
mobilize public support for getting entry into wars and to legitimize specific 
actions during wartime. The propaganda also helped to manage public opinion 
to deter adversary forces and to incite rebellion against the enemy. The role of 
Germany’s propaganda machinery, especially under the Nazi regime, serves as 
a historical benchmark for understanding the concept and connotation of 
propaganda warfare. In 1933, the Nazi government in Germany established the 
Ministry of Public Enlightenment and Propaganda, also known as the Ministry 
of Propaganda, under the leadership of Joseph Goebbels. It played a central role 
in Nazi Germany's propaganda efforts. Its objective was to control information, 
influence public opinion and strengthen the Nazi ideology.12

 In the modern era, propaganda warfare is driven by digital platforms, 
social media and emerging technologies that enable rapid manipulation of 
narratives and public opinion. States and non-state actors use online media, 
bots and disinformation to influence perceptions, weaken adversaries and 
justify political or military actions. This form of warfare operates below the 
threshold of armed conflict, making information a key weapon in modern 
strategic competition. According to the American Historical Association, 

“propaganda warfare is much more complex and adaptable in today's war, 
which combines political, economic, military and propaganda tactics.”13 

Harold Lasswell’s Theory of Political Propaganda 

 Harold Lasswell's theory of political propaganda helps in understanding 
propaganda warfare. This theory highlights the systematic shaping of public 
opinion by employing cultural and national symbols such as music, national 
flag, art and language. Lasswell mentioned that the task of the propagandists is 
to shape behaviours favourable to their national objectives and to counter 
hostile attitudes.14 He emphasized that managing perception in propaganda 
warfare is achieved by manipulating specific symbols.15

 Lasswell identified six essential elements of effective propaganda 
warfare. These include:16 (i) generating a sense of guilt and demoralization 
among enemy forces to weaken their will to fight; (ii) reinforcing confidence 
among soldiers and the general population by repeatedly invoking a glorious 
past and portraying victory as inevitable; (iii) clearly articulating the objectives 
and justification of war in ways that resonate with soldiers and civilians, often 
framed through appealing concepts such as freedom and democracy; (iv) 
strengthening the perception that the enemy bears sole responsibility for the 
outbreak of war; (v) strategically utilizing media platforms to disseminate false 
information about the adversary; and (vi) employing fear-inducing narratives 
that dehumanize the enemy, thereby legitimizing and encouraging violent 
actions. Collectively, these elements have formed the conceptual basis of both 
traditional propaganda practices and their contemporary manifestation.17

Propaganda Warfare Techniques 

 The US-based Institute of Propaganda Analysis (IPA) categorized seven 
propaganda warfare techniques in an article titled “We are Fooled by 

Propaganda.”18 These include: (i) Name-Calling; (ii) Glittering Generalities; 
(iii) Transfer of the Device; (iv) Testimonial; (v) Plain Folk; (vi) Card Stacking; 
and (vii) Bandwagon. 

 Propagandists employ the Name-Calling technique, where they attach 
derogatory labels to individuals or organizations to damage their reputation and 
strengthen existing negative views.19 Governments implement this strategy by 
leveraging all available media sources.20 The more frequently media outlets 
portray a group in a specific way, the more likely it is that such portrayals are 
guided or directed. For instance, labeling someone as a fascist, warmonger, 
radical or terrorist carries strong negative connotations and applying these 
labels can shape public perception and influence how others view them. States 
often equate freedom fighters with terrorists to legitimize their acts of 
suppression. Associating negative connotations with individuals or 
organizations has been a widespread tactic throughout history.

 During the inter-war period, the Nazis killed six million Jewish people 
in a systematic genocide, which is called the Holocaust.21 In the post 9/11 
period, Western countries portrayed Muslims as associated with terrorism, a 
narrative that was fueled by media portrayals, political rhetoric and 
counterterrorism policies. This conflation of Islam with extremism perpetuated 
stereotypes, fostering Islamophobia and marginalizing Muslim communities 
globally.22

 Glittering Generalities is a propaganda technique in which 
propagandists employ appealing, vague and fancy words or ideas to influence 

public opinion and advance their political objectives. This strategy relies on 
catchy slogans, broad generalizations and language associated with deeply held 
values and beliefs, while deliberately avoiding evidence or logical 
justification.23 The implication is consistently positive, even though the words 
and phrases are vague and may mean different things to different audiences. 
Because the language is ambiguous and imprecise, it remains largely 
meaningless and cannot be verified as either true or false.24 The propagandists 
may include government officials, journalists, politicians and social workers. 
For instance, India launched attack on Pakistan subsequent to Pahalgam false 
flag operation under the code name of Operation Sindoor, seeking to mobilize 
public support by invoking the narrative that the “Sindoor” (symbol of marital 
honor) would be restored.

 Propagandists use the technique of Transfer of Device in which they 
employ numerous culturally accepted symbols to encourage people to form 
associations and connections.25 They often employ symbols such as waving the 
flag to stir the public’s emotions and win their support. This technique is 
employed across multiple platforms including electronic, print and social 
media to amplify the agenda. Through this approach, propagandists highlight 
selected positive or negative traits of an individual, culture, religion or 
institution to make their narrative more persuasive and acceptable to the public.

 In the Testimonial propaganda technique, propagandists often rely on 
endorsements or statements from well-known personalities to build credibility 
and gain public support. Propagandists utilize testimonies of religious clerics, 
journalists, political thinkers and scholars for their own political objectives.26 In 
2024, Elon Musk endorsed Donald Trump’s presidential campaign, employing 
his influence, resources and platforms to bolster Trump’s candidacy. As a major 
donor, Musk contributed USD 277 million to Trump’s election campaign. He 

also utilized his social media platform X to endorse Trump publicly, especially 
after an assassination attempt on him during an election rally.27  

 Propagandists apply the Plain Folk technique to convince the public 
that a leader is loyal and came from a middle-class background. Propagandists 
use common language to persuade the audience to agree with their opinion.28 
For example, Indian Prime Minister Narendra Modi frequently mentions his 
past as a tea seller (Chaiwala) to connect with the common people.29 Similarly, 
US President Barack Obama often referred to his upbringing by a single mother 
and grandparents to relate to middle-class Americans. 

 Another technique is Card Stacking, in which propagandists selectively 
present facts that favour their viewpoint and attempt to convince the audience 
of their validity.30 Since it does not provide the audience with the complete 
information to make an informed choice, card stacking is the most intricate 
technique to identify. The audience is unable to identify the gaps in 
information. For example, Narendra Modi has frequently highlighted India’s 
GDP growth and large-scale infrastructure development under his leadership, 
while simultaneously downplaying persistent challenges such as rising 
unemployment and the adverse economic consequences of demonetization. 

 Bandwagon propaganda is a strategy that persuades individuals to 
conform by suggesting that a belief or action is widely accepted and followed 
by others. It appeals to the human desire to fit in or belong to the majority.31 
Donald Trump used the slogan “Make America Great Again” during rallies 
filled with enthusiastic supporters, to create an impression that majority of 
Americans were aligned with his vision. Barack Obama’s campaign slogan 

“Yes We Can” implied collective action, encouraging voters to join the 
widespread movement for change.32

Propaganda Warfare Techniques during World Wars I and II

 According to Kingsbury, World War I marked the beginning of 20th 
century propaganda warfare, characterized by the systematic use of public 
relations and marketing techniques to mobilize public support and justify 
participation in the war.33 Posters disseminating the adversary's false image 
were extensively used as a propaganda technique at that time. According to the 
Library of Congress, both the Central and Allied powers circulated posters to 
mobilize support and strengthen public morale. During World Wars I and II, 
postcards were a highly effective propaganda tool, used to garner public 
sympathy and boost the morale of soldiers.34 Edward Bernays pointed out that 
during World Wars I and II, Germany and Britain conducted propaganda 
campaigns aimed at boosting the morale of their military officers. To achieve 
this, both countries utilized radio broadcasts, films, posters, cultural products 
and literature to spread a distorted and false image of the enemy.35

 Germany and France carried out organized campaigns encouraging the 
public to enlist in the army, undergo training and fight in the war, often using 
postcards as a medium. In 1916, the UK employed posters to recruit a large 
number of soldiers. Although women were not formally enlisted, they were 
strongly encouraged to support the war effort through various roles. 
Organizations such as the Young Women's Christian Association (YWCA) and 
the Red Cross played active roles in promoting and facilitating this 
involvement. Various organizations, including the Young Women's Christian 
Association (YWCA) and the Red Cross, played an active role in supporting 
the war effort. Additionally, Britain established the Women’s Land Army, 
which worked on farms to produce agricultural goods, especially during 

periods when many male farmers were away serving in the military.36

George Creel, a pioneer of modern propaganda and author of How We Advertise 
America, endorsed the involvement of women in agriculture as a vital measure 
to safeguard the country against food insecurity during the war.37 He was tasked 
by the US President Woodrow Wilson to establish a committee on public 
information to disseminate propaganda intended to shift the American public’s 
mindset toward becoming a patriotic and war-hungry nation.38 According to 
Noam Chomsky, the campaign succeeded as, within just six months, it turned 
the Pacific population into a hysterical and war-driven group eager to destroy 
anything connected to the Germans.39

Propaganda Warfare Techniques during the Cold War

 Propaganda warfare became more important in the Cold War era 
(1945-1991). States applied twofold techniques of propaganda during the Cold 
War which included: (i) use of soft power including culture, literature, art and 
films, to present their positive image and preserve their ideological beliefs; and 
(ii) use of proxy wars as a new strategy to expand propaganda in developing 
states. 

1. Soft Propaganda Warfare Techniques during the Cold War

 Soft propaganda warfare techniques employ soft power to shape 
perceptions, aiming to influence large audiences and achieve objectives 
through art, culture, film, literature and other forms of cultural expression.40 In 
1948, the extension department of Harding College (now Harding University) 
produced a short film called “Make Mine Freedom,” which highlighted the 
benefits of living in a capitalist society as opposed to a communist one.

 George Orwell’s novel Animal Farm, an allegory of the Soviet 
government, was adapted into an animated film in the 1950s as part of the 
CIA’s propaganda efforts. During the Cold War, espionage themes were also 
explored in popular media like the James Bond films and television series such 
as I Spy and The Man from UNCLE.41 George Orwell’s novel 1984, published 
in 1949, portrays a dystopian world controlled through propaganda and the 
constant fear of endless war, serves as a powerful metaphor for the Cold War 
era’s use of literature as a propaganda tool. Espionage novels also played a key 
role in Cold War literature, such as The Spy Who Loved Me, where an American 
collaborates with the Soviet counter-espionage agency SMERSH.42

 A former British intelligence officer with MI5, David Cornwell 
authored several novels under the pen name John le Carré, including The Spy 
Who Came in from the Cold. This novel portrays the enemy as ruthless while 
showcasing the expertise of spies.43 It is important to note that the CIA utilized 
a variety of academic and non-academic platforms to shape public perception. 
The agency published more than 20 magazines, hosted art exhibitions, 
organized prominent international conferences, operated a news and feature 
service, released numerous books, and sponsored public performances by 
anti-Russian musicians and artists to capture public attention.44

2. Hard Propaganda Warfare Techniques during the Cold War

 The US attracted developing countries by projecting itself as an 
advanced economic and military power and having a strong political and 
cultural influence. The US considered propaganda as an important tool to attain 
foreign policy objectives. US President Harry Truman called for a more 
vigorous propaganda campaign known as the Campaign of Truth. The start of 
the Korean War, a few weeks after Truman's speech, contributed to a rapid 
increase in the State Department's budget for information, from USD 20 
million in 1948 to USD 115 million in 1952. To organize American 

psychological warfare efforts, Truman established the Psychological Strategy 
Board in April 1951.45 The Board was assigned to conduct covert operations 
against the Soviet Union and its allies. 

 The objective of these psychological strategies was to expand US 
influence. It is important to highlight that, unlike the interwar period’s 
psychological operations, which were tied to military actions, Cold War 
psychological covert operations were conducted through non-military means. 
Trade and economic aid, diplomacy, threat of force and cultural and 
educational exchange programs were employed as new methods of propaganda 
warfare. Notably, George F. Kennan, then head of the State Department's 
Policy Planning Staff, developed a range of anti-communist propaganda tactics 
in 1948, which included subversion, black propaganda, economic warfare, 
psychological warfare, paramilitary operations, and support for underground 
resistance groups.46

 The CIA carried out numerous military operations employing hard 
propaganda techniques to fulfill its goals. They backed various revolutions and 
counter-revolutions that impacted electoral processes in third-world countries, 
overthrew multiple democratic and autocratic regimes, and promoted the US 
vision of the global order.47 To influence political developments globally, the 
CIA conducted both overt and covert military operations, especially in 
countries such as Italy, the Philippines, Iran, Guatemala, Indonesia, Cuba, 
Vietnam, Thailand, Chile, Iraq, and Angola.48

21st Century Propaganda Warfare: Rising Disinformation in the Age of 
Information

 The 21st century propaganda warfare merges traditional and modern 
methods, utilizing a wide range of communication tools such as the Internet 

and social media alongside older techniques like postcards. Many scholars have 
anticipated that disinformation would become a key tactic in future conflicts. In 
1970, Canadian theorist Marshall McLuhan predicted that World War III would 
be fought as a guerrilla information war, blurring the lines between military 
personnel and civilians.”49 In their 2001 book Networks and Netwars: The 
Future of Terror, Crime, and Militancy, John Arquilla and David Rosenfeld 
highlighted that the nature and results of conflicts are becoming increasingly 
reliant on information and communication technologies.50

1. Digital and Social Media Platforms

 The emergence of digital and social media platforms has revolutionized 
communication, breaking down barriers of geography and time. However, this 
democratization of information has also enabled the proliferation of 
propaganda warfare, allowing both state and non-state actors to exploit these 
platforms to manipulate, influence and manage the perceptions of the masses. 
Social media platforms like X, Instagram and Facebook have turned into a 
battleground for the dissemination of information. Fake accounts, bots and 
algorithms amplify specific narratives, giving the impression of broad support 
or opposition.

 Joseph Goebbels, Nazi minister of propaganda, famously said, “If you 
repeat and tell a lie long enough, it becomes the truth.”51 According to Castells, 
the rise in Internet usage and political agendas has created an international 
media ecology characterized by self-publication and easy access. As a result, 
the media employ propaganda to emphasize certain information while 
overlooking other details.52 The Russia-Ukraine conflict showcases the rising 
role of social media in modern warfare. Both sides have used social media 
platforms like Telegram, X and TikTok to spread their narratives. Russia 
employed bots and trolls to justify its actions, whereas Ukraine, on the other 
hand, leveraged social media to gain international sympathy and mobilize 
support. 

 According to Secretary General of Amnesty International Agnès 
Callamard, “In 2017, the Rohingya were killed, tortured, raped and displaced in 
the thousands as part of the Myanmar security forces’ campaign of ethnic 
cleansing. In the months and years leading up to the atrocities, Facebook’s 
algorithms intensified hatred against the Rohingya, which contributed to 
real-world violence.”53

 Countries are systematically enhancing their capacity to disseminate 
propaganda online and disinformation worldwide.54 India extensively utilizes 
social media platforms to promote anti-Pakistan narratives and provoke the 
Pakistani population. A notable example exposing India’s disinformation 
campaign against Pakistan is the EU DisinfoLab reports published in 2019 and 
2020.55 It exposed India’s fake news outlets operating across social and 
mainstream media, which actively lobbied international organizations and civil 
society against Pakistan.56 Leading this deceptive propaganda effort were 
India’s wire service company “Asian News International (ANI)” and the 
Delhi-based “Shrivastava Group,” which played a key role in managing 256 
anti-Pakistan websites disseminating false information across 65 countries 
since 2005.

 Deception through fake news, propaganda and disinformation was 
widely practiced by the Indian media in the aftermath of Pahalgam false flag 
operation leading up to the four-day war in May 2025, initiated by 
nuclear-armed India against nuclear-armed Pakistan. According to the 
UK-based The Economist magazine, “Indian TV news long ago relinquished 
membership of the reality-based community.”57 During Operation Sindoor, 
India falsely claimed that it had shot down Pakistan’s JF-17 Thunder and F-16 
aircraft,58 Indian navy had attacked Karachi port and Indian military had 

crossed the Line of Control (LoC). These claims turned out to be false and were 
part of India's state-sponsored propaganda campaign against Pakistan.

 To keep Indian people in the dark, the Indian government issued 
executive orders to X, ordering the platform to block more than 8,000 accounts 
in the country.59 According to the platform’s statement, the orders also 
demanded blocking access to accounts belonging to international news 
organizations and prominent X users in India. Accounts of Chinese state-run 
media outlets such as Xinhua News Agency and Global Times, as well as 
Türkiye’s TRT World, were among those restricted on X.60 These actions were 
part of India's broader efforts to control the official narrative and limit external 
influence during the heightened tensions following Pahalgam false flag 
operation. India’s fake news campaign also included a radiation leak in 
Pakistan, which was denied by the International Atomic Energy Agency.61

2. Deepfakes and AI-Generated Content

 The evolution of Artificial Intelligence (AI) has brought numerous 
advancements, but it has also ushered in powerful tools for deception. Among 
the most concerning developments is the rise of deepfakes and AI-generated 
content, which have become potent instruments in modern propaganda warfare. 
By blurring the lines between reality and fabrication, these tools can 
manipulate public opinion, undermine trust, and destabilize societies. 
Deepfakes are synthetic media, often videos or audio files, created using AI 
technologies like deep learning. AI-generated content extends beyond 
deepfakes to include text, images, and audio created by AI algorithms to 
simulate authentic communication or events. 

 Recent advancements have increased public access to deepfake 
technology, producing results that are alarmingly convincing. From videos 
showing politicians making inflammatory remarks to fabricated recordings of 

public figures in compromising situations, the potential for harm is enormous. 
According to the “Deepfake Statistics 2025: The Hidden Cyber Threat” 
deepfake files reached 8 million in 2025, up sharply from about 500,000 in 
2023, while deepfakes now account for around 40 % of all biometric fraud 
attempts and humans can accurately identify high-quality deepfake videos only 
about 24.5 % of the time highlighting how quickly synthetic media are 
proliferating and complicating fraud prevention and digital trust in 2025.62

 In the age of social media, misinformation spreads faster than ever. In 
2025, the University of California, in its DeepTrust Project, noted that 
deepfakes are now among the most potent tools for political manipulation, 
particularly in election campaigns.63

 A notable example of this manipulation came from the Philippines in 
2019, when a deepfake video featuring a key opposition leader, Maria Ressa, 
appeared to show her endorsing violence against political rivals. Despite being 
debunked, the video remained in circulation, sowing doubt and further 
polarizing the political landscape. The same report from the Atlantic Council 
noted that deepfakes were being used to influence elections in several 
countries, including India, where political deepfakes were deployed to attack 
key figures during campaigns.64

 In 2018, deepfakes of Barack Obama surfaced, showing him delivering 
a speech he never delivered.65 While it was created as a demonstration of the 
technology's dangers, it highlighted the potential to damage reputation and sow 
distrust in leadership. Political campaigns are prime targets for deepfakes 
propaganda. During the 2020 US presidential elections, concerns arose about 
deepfake videos being used to spread false narratives about candidates. Even 
the threat of such technologies being used caused public skepticism, 
highlighting their psychological impact on electoral processes. In 2022, amid 
the Russia-Ukraine conflict, a deepfake video surfaced showing Ukrainian 

President Volodymyr Zelensky falsely urging Ukrainian troops to surrender. 
Although the video was swiftly debunked, it highlighted the powerful potential 
of deepfakes to undermine morale in conflict zones.66 These examples suggest 
that deepfakes are widespread and readily accessible, with the potential to serve 
as a powerful weapon against both ordinary citizens and high-profile 
politicians.

Conclusion

 Propaganda warfare is the most widely used technique by states to 
manipulate and influence public opinion. During World Wars I and II, states 
used postcards for: (i) persuading people to join the army; (ii) raising morale; 
and (iii) raising funds for military. However, during the Cold War, propaganda 
warfare techniques underwent significant evolution, with a strategic integration 
of both hard and soft propaganda methods utilized as instruments to shape and 
influence public opinion.

 In the 21st century, propaganda warfare has become more sophisticated 
and pervasive, largely driven by digitalization and the rapid spread of 
information technologies. The rapid growth of social media platforms and 
advanced communication technologies has amplified the speed and scale at 
which disinformation spreads, eroding public trust and manipulating opinions. 
Tools like deepfake technology and AI-generated content have further blurred 
the lines between reality and fiction, making it challenging to distinguish 
credible information from fake narratives. These technological advancements 
have helped in weaponizing information to influence societies and destabilize 
adversaries to gain political outcomes.
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Introduction

 Propaganda is defined as “the planned use of any form of mass 
communication designed to influence the minds and emotions of a particular 
group for military, economic, or political purposes.”2 It has consistently served 
as a pivotal instrument from the 1st generation to the 5th generation of warfare. 
Propaganda warfare is employed not only during war but also in peacetime to 
shape perceptions, attitudes and behaviour. Dennis M. Murphy and James F. 
White have mentioned that shaping public perception in peacetime is just as 
important as having soldiers on the battlefield.3 

 Propaganda warfare techniques have long been employed to shape 
public perceptions, manipulate narratives and advance strategic political 
objectives. Martina Sprague, in her book titled The Propaganda of War: 
Personal Transformation and Search for Adventure,4 explains that propaganda 
manipulates public opinions and reshapes beliefs to achieve national 
objectives. Edward Bernays noted that during World Wars I and II, Western 
countries conducted propaganda campaigns among their military officers to 
boost their morale during war.5 These countries also used available media tools, 
including radio broadcasts, posters, films and cultural products to disseminate 
propaganda against the adversary. 

 During the Cold War, propaganda techniques were also used to promote 
capitalism and the communist school of thought by the US and USSR, 
respectively, thereby deepening the ideological division between the East and 
the West.6 To expand their sphere of influence, both countries provided 
financial, military and technical assistance to developing countries by signing 
bilateral and multilateral military pacts and alliances. 

 Propaganda warfare in the 21st century has undergone significant 
evolution, leveraging new technologies and strategies to shape public opinion. 

Social media platforms, such as Facebook, X and YouTube have begun to be 
used as powerful tools for disseminating propaganda. They enable rapid 
dissemination of information, often bypassing traditional electronic and print 
media outlets. Moreover, the advances in Artificial Intelligence (AI) have made 
it possible to generate highly realistic but fabricated videos and audio 
recordings, commonly referred to as deepfakes. These are being employed to 
disseminate false information or to discredit individuals or organizations. 
AI-powered bots and algorithms are also being used to amplify propaganda 
messages and manipulate online conversations. Foreign actors have been 
increasingly using propaganda techniques to interfere in elections around the 
world. This involves spreading disinformation about candidates or political 
parties, manipulating social media trends and hacking into computer systems to 
steal sensitive information. These developments provide impetus to study both 
historical and modern propaganda techniques of warfare, to understand the 
phenomenon and respond more effectively.

 The study focuses on: (i) examining the evolution of propaganda 
warfare in terms of objectives, narratives and dissemination strategies during 
World War I, World War II, and the Cold War; and (ii) analyzing the 
weaponization of propaganda in the contemporary digital information age 
through advanced technologies, particularly AI and deepfake technologies.

The Evolution of Propaganda Warfare

 According to the Collins Dictionary of International Relations, 
“Propaganda is information, frequently false information, that a political 
organisation disseminates or broadcasts to sway public opinion.”7 According to 
Britannica, propaganda is the dissemination of information, including facts, 
rumors, arguments, half-truths, and lies aimed at shaping public opinion.8 
These definitions underscore that propaganda is the selective and strategic use 
of information to manipulate attitudes, beliefs and behaviour in pursuit of 
political objectives.

 The word "Propaganda" was first used by Pope Gregory XV in 1622, 
when he established the Sacra Congregatio de Propaganda Fide (Sacred 

Congregation for Propagating the Faith) to spread Catholicism.9 At that time, 
missionaries used propaganda to disseminate religious beliefs among the 
public, but after World War I, states began to employ propaganda techniques 
for their own political interest, primarily in wartime. According to Bill 
Lambrecht, “In war, truth is a relative commodity and propaganda a staple of 
battle.”10 Various emperors have strategically employed propaganda tactics 
against their adversaries to gain a decisive edge in warfare. For instance, Philip 
II of Macedon, Xerxes I and Cyrus the Great effectively employed propaganda 
techniques for shaping public perceptions and securing victory in conflicts.11 

 The advent of radio, television and print and social media significantly 
amplified the reach and effectiveness of propaganda globally, enabling states to 
mobilize public support for getting entry into wars and to legitimize specific 
actions during wartime. The propaganda also helped to manage public opinion 
to deter adversary forces and to incite rebellion against the enemy. The role of 
Germany’s propaganda machinery, especially under the Nazi regime, serves as 
a historical benchmark for understanding the concept and connotation of 
propaganda warfare. In 1933, the Nazi government in Germany established the 
Ministry of Public Enlightenment and Propaganda, also known as the Ministry 
of Propaganda, under the leadership of Joseph Goebbels. It played a central role 
in Nazi Germany's propaganda efforts. Its objective was to control information, 
influence public opinion and strengthen the Nazi ideology.12

 In the modern era, propaganda warfare is driven by digital platforms, 
social media and emerging technologies that enable rapid manipulation of 
narratives and public opinion. States and non-state actors use online media, 
bots and disinformation to influence perceptions, weaken adversaries and 
justify political or military actions. This form of warfare operates below the 
threshold of armed conflict, making information a key weapon in modern 
strategic competition. According to the American Historical Association, 

“propaganda warfare is much more complex and adaptable in today's war, 
which combines political, economic, military and propaganda tactics.”13 

Harold Lasswell’s Theory of Political Propaganda 

 Harold Lasswell's theory of political propaganda helps in understanding 
propaganda warfare. This theory highlights the systematic shaping of public 
opinion by employing cultural and national symbols such as music, national 
flag, art and language. Lasswell mentioned that the task of the propagandists is 
to shape behaviours favourable to their national objectives and to counter 
hostile attitudes.14 He emphasized that managing perception in propaganda 
warfare is achieved by manipulating specific symbols.15

 Lasswell identified six essential elements of effective propaganda 
warfare. These include:16 (i) generating a sense of guilt and demoralization 
among enemy forces to weaken their will to fight; (ii) reinforcing confidence 
among soldiers and the general population by repeatedly invoking a glorious 
past and portraying victory as inevitable; (iii) clearly articulating the objectives 
and justification of war in ways that resonate with soldiers and civilians, often 
framed through appealing concepts such as freedom and democracy; (iv) 
strengthening the perception that the enemy bears sole responsibility for the 
outbreak of war; (v) strategically utilizing media platforms to disseminate false 
information about the adversary; and (vi) employing fear-inducing narratives 
that dehumanize the enemy, thereby legitimizing and encouraging violent 
actions. Collectively, these elements have formed the conceptual basis of both 
traditional propaganda practices and their contemporary manifestation.17

Propaganda Warfare Techniques 

 The US-based Institute of Propaganda Analysis (IPA) categorized seven 
propaganda warfare techniques in an article titled “We are Fooled by 

Propaganda.”18 These include: (i) Name-Calling; (ii) Glittering Generalities; 
(iii) Transfer of the Device; (iv) Testimonial; (v) Plain Folk; (vi) Card Stacking; 
and (vii) Bandwagon. 

 Propagandists employ the Name-Calling technique, where they attach 
derogatory labels to individuals or organizations to damage their reputation and 
strengthen existing negative views.19 Governments implement this strategy by 
leveraging all available media sources.20 The more frequently media outlets 
portray a group in a specific way, the more likely it is that such portrayals are 
guided or directed. For instance, labeling someone as a fascist, warmonger, 
radical or terrorist carries strong negative connotations and applying these 
labels can shape public perception and influence how others view them. States 
often equate freedom fighters with terrorists to legitimize their acts of 
suppression. Associating negative connotations with individuals or 
organizations has been a widespread tactic throughout history.

 During the inter-war period, the Nazis killed six million Jewish people 
in a systematic genocide, which is called the Holocaust.21 In the post 9/11 
period, Western countries portrayed Muslims as associated with terrorism, a 
narrative that was fueled by media portrayals, political rhetoric and 
counterterrorism policies. This conflation of Islam with extremism perpetuated 
stereotypes, fostering Islamophobia and marginalizing Muslim communities 
globally.22

 Glittering Generalities is a propaganda technique in which 
propagandists employ appealing, vague and fancy words or ideas to influence 

public opinion and advance their political objectives. This strategy relies on 
catchy slogans, broad generalizations and language associated with deeply held 
values and beliefs, while deliberately avoiding evidence or logical 
justification.23 The implication is consistently positive, even though the words 
and phrases are vague and may mean different things to different audiences. 
Because the language is ambiguous and imprecise, it remains largely 
meaningless and cannot be verified as either true or false.24 The propagandists 
may include government officials, journalists, politicians and social workers. 
For instance, India launched attack on Pakistan subsequent to Pahalgam false 
flag operation under the code name of Operation Sindoor, seeking to mobilize 
public support by invoking the narrative that the “Sindoor” (symbol of marital 
honor) would be restored.

 Propagandists use the technique of Transfer of Device in which they 
employ numerous culturally accepted symbols to encourage people to form 
associations and connections.25 They often employ symbols such as waving the 
flag to stir the public’s emotions and win their support. This technique is 
employed across multiple platforms including electronic, print and social 
media to amplify the agenda. Through this approach, propagandists highlight 
selected positive or negative traits of an individual, culture, religion or 
institution to make their narrative more persuasive and acceptable to the public.

 In the Testimonial propaganda technique, propagandists often rely on 
endorsements or statements from well-known personalities to build credibility 
and gain public support. Propagandists utilize testimonies of religious clerics, 
journalists, political thinkers and scholars for their own political objectives.26 In 
2024, Elon Musk endorsed Donald Trump’s presidential campaign, employing 
his influence, resources and platforms to bolster Trump’s candidacy. As a major 
donor, Musk contributed USD 277 million to Trump’s election campaign. He 

also utilized his social media platform X to endorse Trump publicly, especially 
after an assassination attempt on him during an election rally.27  

 Propagandists apply the Plain Folk technique to convince the public 
that a leader is loyal and came from a middle-class background. Propagandists 
use common language to persuade the audience to agree with their opinion.28 
For example, Indian Prime Minister Narendra Modi frequently mentions his 
past as a tea seller (Chaiwala) to connect with the common people.29 Similarly, 
US President Barack Obama often referred to his upbringing by a single mother 
and grandparents to relate to middle-class Americans. 

 Another technique is Card Stacking, in which propagandists selectively 
present facts that favour their viewpoint and attempt to convince the audience 
of their validity.30 Since it does not provide the audience with the complete 
information to make an informed choice, card stacking is the most intricate 
technique to identify. The audience is unable to identify the gaps in 
information. For example, Narendra Modi has frequently highlighted India’s 
GDP growth and large-scale infrastructure development under his leadership, 
while simultaneously downplaying persistent challenges such as rising 
unemployment and the adverse economic consequences of demonetization. 

 Bandwagon propaganda is a strategy that persuades individuals to 
conform by suggesting that a belief or action is widely accepted and followed 
by others. It appeals to the human desire to fit in or belong to the majority.31 
Donald Trump used the slogan “Make America Great Again” during rallies 
filled with enthusiastic supporters, to create an impression that majority of 
Americans were aligned with his vision. Barack Obama’s campaign slogan 

“Yes We Can” implied collective action, encouraging voters to join the 
widespread movement for change.32

Propaganda Warfare Techniques during World Wars I and II

 According to Kingsbury, World War I marked the beginning of 20th 
century propaganda warfare, characterized by the systematic use of public 
relations and marketing techniques to mobilize public support and justify 
participation in the war.33 Posters disseminating the adversary's false image 
were extensively used as a propaganda technique at that time. According to the 
Library of Congress, both the Central and Allied powers circulated posters to 
mobilize support and strengthen public morale. During World Wars I and II, 
postcards were a highly effective propaganda tool, used to garner public 
sympathy and boost the morale of soldiers.34 Edward Bernays pointed out that 
during World Wars I and II, Germany and Britain conducted propaganda 
campaigns aimed at boosting the morale of their military officers. To achieve 
this, both countries utilized radio broadcasts, films, posters, cultural products 
and literature to spread a distorted and false image of the enemy.35

 Germany and France carried out organized campaigns encouraging the 
public to enlist in the army, undergo training and fight in the war, often using 
postcards as a medium. In 1916, the UK employed posters to recruit a large 
number of soldiers. Although women were not formally enlisted, they were 
strongly encouraged to support the war effort through various roles. 
Organizations such as the Young Women's Christian Association (YWCA) and 
the Red Cross played active roles in promoting and facilitating this 
involvement. Various organizations, including the Young Women's Christian 
Association (YWCA) and the Red Cross, played an active role in supporting 
the war effort. Additionally, Britain established the Women’s Land Army, 
which worked on farms to produce agricultural goods, especially during 

periods when many male farmers were away serving in the military.36

George Creel, a pioneer of modern propaganda and author of How We Advertise 
America, endorsed the involvement of women in agriculture as a vital measure 
to safeguard the country against food insecurity during the war.37 He was tasked 
by the US President Woodrow Wilson to establish a committee on public 
information to disseminate propaganda intended to shift the American public’s 
mindset toward becoming a patriotic and war-hungry nation.38 According to 
Noam Chomsky, the campaign succeeded as, within just six months, it turned 
the Pacific population into a hysterical and war-driven group eager to destroy 
anything connected to the Germans.39

Propaganda Warfare Techniques during the Cold War

 Propaganda warfare became more important in the Cold War era 
(1945-1991). States applied twofold techniques of propaganda during the Cold 
War which included: (i) use of soft power including culture, literature, art and 
films, to present their positive image and preserve their ideological beliefs; and 
(ii) use of proxy wars as a new strategy to expand propaganda in developing 
states. 

1. Soft Propaganda Warfare Techniques during the Cold War

 Soft propaganda warfare techniques employ soft power to shape 
perceptions, aiming to influence large audiences and achieve objectives 
through art, culture, film, literature and other forms of cultural expression.40 In 
1948, the extension department of Harding College (now Harding University) 
produced a short film called “Make Mine Freedom,” which highlighted the 
benefits of living in a capitalist society as opposed to a communist one.

 George Orwell’s novel Animal Farm, an allegory of the Soviet 
government, was adapted into an animated film in the 1950s as part of the 
CIA’s propaganda efforts. During the Cold War, espionage themes were also 
explored in popular media like the James Bond films and television series such 
as I Spy and The Man from UNCLE.41 George Orwell’s novel 1984, published 
in 1949, portrays a dystopian world controlled through propaganda and the 
constant fear of endless war, serves as a powerful metaphor for the Cold War 
era’s use of literature as a propaganda tool. Espionage novels also played a key 
role in Cold War literature, such as The Spy Who Loved Me, where an American 
collaborates with the Soviet counter-espionage agency SMERSH.42

 A former British intelligence officer with MI5, David Cornwell 
authored several novels under the pen name John le Carré, including The Spy 
Who Came in from the Cold. This novel portrays the enemy as ruthless while 
showcasing the expertise of spies.43 It is important to note that the CIA utilized 
a variety of academic and non-academic platforms to shape public perception. 
The agency published more than 20 magazines, hosted art exhibitions, 
organized prominent international conferences, operated a news and feature 
service, released numerous books, and sponsored public performances by 
anti-Russian musicians and artists to capture public attention.44

2. Hard Propaganda Warfare Techniques during the Cold War

 The US attracted developing countries by projecting itself as an 
advanced economic and military power and having a strong political and 
cultural influence. The US considered propaganda as an important tool to attain 
foreign policy objectives. US President Harry Truman called for a more 
vigorous propaganda campaign known as the Campaign of Truth. The start of 
the Korean War, a few weeks after Truman's speech, contributed to a rapid 
increase in the State Department's budget for information, from USD 20 
million in 1948 to USD 115 million in 1952. To organize American 

psychological warfare efforts, Truman established the Psychological Strategy 
Board in April 1951.45 The Board was assigned to conduct covert operations 
against the Soviet Union and its allies. 

 The objective of these psychological strategies was to expand US 
influence. It is important to highlight that, unlike the interwar period’s 
psychological operations, which were tied to military actions, Cold War 
psychological covert operations were conducted through non-military means. 
Trade and economic aid, diplomacy, threat of force and cultural and 
educational exchange programs were employed as new methods of propaganda 
warfare. Notably, George F. Kennan, then head of the State Department's 
Policy Planning Staff, developed a range of anti-communist propaganda tactics 
in 1948, which included subversion, black propaganda, economic warfare, 
psychological warfare, paramilitary operations, and support for underground 
resistance groups.46

 The CIA carried out numerous military operations employing hard 
propaganda techniques to fulfill its goals. They backed various revolutions and 
counter-revolutions that impacted electoral processes in third-world countries, 
overthrew multiple democratic and autocratic regimes, and promoted the US 
vision of the global order.47 To influence political developments globally, the 
CIA conducted both overt and covert military operations, especially in 
countries such as Italy, the Philippines, Iran, Guatemala, Indonesia, Cuba, 
Vietnam, Thailand, Chile, Iraq, and Angola.48

21st Century Propaganda Warfare: Rising Disinformation in the Age of 
Information

 The 21st century propaganda warfare merges traditional and modern 
methods, utilizing a wide range of communication tools such as the Internet 

and social media alongside older techniques like postcards. Many scholars have 
anticipated that disinformation would become a key tactic in future conflicts. In 
1970, Canadian theorist Marshall McLuhan predicted that World War III would 
be fought as a guerrilla information war, blurring the lines between military 
personnel and civilians.”49 In their 2001 book Networks and Netwars: The 
Future of Terror, Crime, and Militancy, John Arquilla and David Rosenfeld 
highlighted that the nature and results of conflicts are becoming increasingly 
reliant on information and communication technologies.50

1. Digital and Social Media Platforms

 The emergence of digital and social media platforms has revolutionized 
communication, breaking down barriers of geography and time. However, this 
democratization of information has also enabled the proliferation of 
propaganda warfare, allowing both state and non-state actors to exploit these 
platforms to manipulate, influence and manage the perceptions of the masses. 
Social media platforms like X, Instagram and Facebook have turned into a 
battleground for the dissemination of information. Fake accounts, bots and 
algorithms amplify specific narratives, giving the impression of broad support 
or opposition.

 Joseph Goebbels, Nazi minister of propaganda, famously said, “If you 
repeat and tell a lie long enough, it becomes the truth.”51 According to Castells, 
the rise in Internet usage and political agendas has created an international 
media ecology characterized by self-publication and easy access. As a result, 
the media employ propaganda to emphasize certain information while 
overlooking other details.52 The Russia-Ukraine conflict showcases the rising 
role of social media in modern warfare. Both sides have used social media 
platforms like Telegram, X and TikTok to spread their narratives. Russia 
employed bots and trolls to justify its actions, whereas Ukraine, on the other 
hand, leveraged social media to gain international sympathy and mobilize 
support. 

 According to Secretary General of Amnesty International Agnès 
Callamard, “In 2017, the Rohingya were killed, tortured, raped and displaced in 
the thousands as part of the Myanmar security forces’ campaign of ethnic 
cleansing. In the months and years leading up to the atrocities, Facebook’s 
algorithms intensified hatred against the Rohingya, which contributed to 
real-world violence.”53

 Countries are systematically enhancing their capacity to disseminate 
propaganda online and disinformation worldwide.54 India extensively utilizes 
social media platforms to promote anti-Pakistan narratives and provoke the 
Pakistani population. A notable example exposing India’s disinformation 
campaign against Pakistan is the EU DisinfoLab reports published in 2019 and 
2020.55 It exposed India’s fake news outlets operating across social and 
mainstream media, which actively lobbied international organizations and civil 
society against Pakistan.56 Leading this deceptive propaganda effort were 
India’s wire service company “Asian News International (ANI)” and the 
Delhi-based “Shrivastava Group,” which played a key role in managing 256 
anti-Pakistan websites disseminating false information across 65 countries 
since 2005.

 Deception through fake news, propaganda and disinformation was 
widely practiced by the Indian media in the aftermath of Pahalgam false flag 
operation leading up to the four-day war in May 2025, initiated by 
nuclear-armed India against nuclear-armed Pakistan. According to the 
UK-based The Economist magazine, “Indian TV news long ago relinquished 
membership of the reality-based community.”57 During Operation Sindoor, 
India falsely claimed that it had shot down Pakistan’s JF-17 Thunder and F-16 
aircraft,58 Indian navy had attacked Karachi port and Indian military had 

crossed the Line of Control (LoC). These claims turned out to be false and were 
part of India's state-sponsored propaganda campaign against Pakistan.

 To keep Indian people in the dark, the Indian government issued 
executive orders to X, ordering the platform to block more than 8,000 accounts 
in the country.59 According to the platform’s statement, the orders also 
demanded blocking access to accounts belonging to international news 
organizations and prominent X users in India. Accounts of Chinese state-run 
media outlets such as Xinhua News Agency and Global Times, as well as 
Türkiye’s TRT World, were among those restricted on X.60 These actions were 
part of India's broader efforts to control the official narrative and limit external 
influence during the heightened tensions following Pahalgam false flag 
operation. India’s fake news campaign also included a radiation leak in 
Pakistan, which was denied by the International Atomic Energy Agency.61

2. Deepfakes and AI-Generated Content

 The evolution of Artificial Intelligence (AI) has brought numerous 
advancements, but it has also ushered in powerful tools for deception. Among 
the most concerning developments is the rise of deepfakes and AI-generated 
content, which have become potent instruments in modern propaganda warfare. 
By blurring the lines between reality and fabrication, these tools can 
manipulate public opinion, undermine trust, and destabilize societies. 
Deepfakes are synthetic media, often videos or audio files, created using AI 
technologies like deep learning. AI-generated content extends beyond 
deepfakes to include text, images, and audio created by AI algorithms to 
simulate authentic communication or events. 

 Recent advancements have increased public access to deepfake 
technology, producing results that are alarmingly convincing. From videos 
showing politicians making inflammatory remarks to fabricated recordings of 

public figures in compromising situations, the potential for harm is enormous. 
According to the “Deepfake Statistics 2025: The Hidden Cyber Threat” 
deepfake files reached 8 million in 2025, up sharply from about 500,000 in 
2023, while deepfakes now account for around 40 % of all biometric fraud 
attempts and humans can accurately identify high-quality deepfake videos only 
about 24.5 % of the time highlighting how quickly synthetic media are 
proliferating and complicating fraud prevention and digital trust in 2025.62

 In the age of social media, misinformation spreads faster than ever. In 
2025, the University of California, in its DeepTrust Project, noted that 
deepfakes are now among the most potent tools for political manipulation, 
particularly in election campaigns.63

 A notable example of this manipulation came from the Philippines in 
2019, when a deepfake video featuring a key opposition leader, Maria Ressa, 
appeared to show her endorsing violence against political rivals. Despite being 
debunked, the video remained in circulation, sowing doubt and further 
polarizing the political landscape. The same report from the Atlantic Council 
noted that deepfakes were being used to influence elections in several 
countries, including India, where political deepfakes were deployed to attack 
key figures during campaigns.64

 In 2018, deepfakes of Barack Obama surfaced, showing him delivering 
a speech he never delivered.65 While it was created as a demonstration of the 
technology's dangers, it highlighted the potential to damage reputation and sow 
distrust in leadership. Political campaigns are prime targets for deepfakes 
propaganda. During the 2020 US presidential elections, concerns arose about 
deepfake videos being used to spread false narratives about candidates. Even 
the threat of such technologies being used caused public skepticism, 
highlighting their psychological impact on electoral processes. In 2022, amid 
the Russia-Ukraine conflict, a deepfake video surfaced showing Ukrainian 

President Volodymyr Zelensky falsely urging Ukrainian troops to surrender. 
Although the video was swiftly debunked, it highlighted the powerful potential 
of deepfakes to undermine morale in conflict zones.66 These examples suggest 
that deepfakes are widespread and readily accessible, with the potential to serve 
as a powerful weapon against both ordinary citizens and high-profile 
politicians.

Conclusion

 Propaganda warfare is the most widely used technique by states to 
manipulate and influence public opinion. During World Wars I and II, states 
used postcards for: (i) persuading people to join the army; (ii) raising morale; 
and (iii) raising funds for military. However, during the Cold War, propaganda 
warfare techniques underwent significant evolution, with a strategic integration 
of both hard and soft propaganda methods utilized as instruments to shape and 
influence public opinion.

 In the 21st century, propaganda warfare has become more sophisticated 
and pervasive, largely driven by digitalization and the rapid spread of 
information technologies. The rapid growth of social media platforms and 
advanced communication technologies has amplified the speed and scale at 
which disinformation spreads, eroding public trust and manipulating opinions. 
Tools like deepfake technology and AI-generated content have further blurred 
the lines between reality and fiction, making it challenging to distinguish 
credible information from fake narratives. These technological advancements 
have helped in weaponizing information to influence societies and destabilize 
adversaries to gain political outcomes.
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Introduction

 Propaganda is defined as “the planned use of any form of mass 
communication designed to influence the minds and emotions of a particular 
group for military, economic, or political purposes.”2 It has consistently served 
as a pivotal instrument from the 1st generation to the 5th generation of warfare. 
Propaganda warfare is employed not only during war but also in peacetime to 
shape perceptions, attitudes and behaviour. Dennis M. Murphy and James F. 
White have mentioned that shaping public perception in peacetime is just as 
important as having soldiers on the battlefield.3 

 Propaganda warfare techniques have long been employed to shape 
public perceptions, manipulate narratives and advance strategic political 
objectives. Martina Sprague, in her book titled The Propaganda of War: 
Personal Transformation and Search for Adventure,4 explains that propaganda 
manipulates public opinions and reshapes beliefs to achieve national 
objectives. Edward Bernays noted that during World Wars I and II, Western 
countries conducted propaganda campaigns among their military officers to 
boost their morale during war.5 These countries also used available media tools, 
including radio broadcasts, posters, films and cultural products to disseminate 
propaganda against the adversary. 

 During the Cold War, propaganda techniques were also used to promote 
capitalism and the communist school of thought by the US and USSR, 
respectively, thereby deepening the ideological division between the East and 
the West.6 To expand their sphere of influence, both countries provided 
financial, military and technical assistance to developing countries by signing 
bilateral and multilateral military pacts and alliances. 

 Propaganda warfare in the 21st century has undergone significant 
evolution, leveraging new technologies and strategies to shape public opinion. 

Social media platforms, such as Facebook, X and YouTube have begun to be 
used as powerful tools for disseminating propaganda. They enable rapid 
dissemination of information, often bypassing traditional electronic and print 
media outlets. Moreover, the advances in Artificial Intelligence (AI) have made 
it possible to generate highly realistic but fabricated videos and audio 
recordings, commonly referred to as deepfakes. These are being employed to 
disseminate false information or to discredit individuals or organizations. 
AI-powered bots and algorithms are also being used to amplify propaganda 
messages and manipulate online conversations. Foreign actors have been 
increasingly using propaganda techniques to interfere in elections around the 
world. This involves spreading disinformation about candidates or political 
parties, manipulating social media trends and hacking into computer systems to 
steal sensitive information. These developments provide impetus to study both 
historical and modern propaganda techniques of warfare, to understand the 
phenomenon and respond more effectively.

 The study focuses on: (i) examining the evolution of propaganda 
warfare in terms of objectives, narratives and dissemination strategies during 
World War I, World War II, and the Cold War; and (ii) analyzing the 
weaponization of propaganda in the contemporary digital information age 
through advanced technologies, particularly AI and deepfake technologies.

The Evolution of Propaganda Warfare

 According to the Collins Dictionary of International Relations, 
“Propaganda is information, frequently false information, that a political 
organisation disseminates or broadcasts to sway public opinion.”7 According to 
Britannica, propaganda is the dissemination of information, including facts, 
rumors, arguments, half-truths, and lies aimed at shaping public opinion.8 
These definitions underscore that propaganda is the selective and strategic use 
of information to manipulate attitudes, beliefs and behaviour in pursuit of 
political objectives.

 The word "Propaganda" was first used by Pope Gregory XV in 1622, 
when he established the Sacra Congregatio de Propaganda Fide (Sacred 

Congregation for Propagating the Faith) to spread Catholicism.9 At that time, 
missionaries used propaganda to disseminate religious beliefs among the 
public, but after World War I, states began to employ propaganda techniques 
for their own political interest, primarily in wartime. According to Bill 
Lambrecht, “In war, truth is a relative commodity and propaganda a staple of 
battle.”10 Various emperors have strategically employed propaganda tactics 
against their adversaries to gain a decisive edge in warfare. For instance, Philip 
II of Macedon, Xerxes I and Cyrus the Great effectively employed propaganda 
techniques for shaping public perceptions and securing victory in conflicts.11 

 The advent of radio, television and print and social media significantly 
amplified the reach and effectiveness of propaganda globally, enabling states to 
mobilize public support for getting entry into wars and to legitimize specific 
actions during wartime. The propaganda also helped to manage public opinion 
to deter adversary forces and to incite rebellion against the enemy. The role of 
Germany’s propaganda machinery, especially under the Nazi regime, serves as 
a historical benchmark for understanding the concept and connotation of 
propaganda warfare. In 1933, the Nazi government in Germany established the 
Ministry of Public Enlightenment and Propaganda, also known as the Ministry 
of Propaganda, under the leadership of Joseph Goebbels. It played a central role 
in Nazi Germany's propaganda efforts. Its objective was to control information, 
influence public opinion and strengthen the Nazi ideology.12

 In the modern era, propaganda warfare is driven by digital platforms, 
social media and emerging technologies that enable rapid manipulation of 
narratives and public opinion. States and non-state actors use online media, 
bots and disinformation to influence perceptions, weaken adversaries and 
justify political or military actions. This form of warfare operates below the 
threshold of armed conflict, making information a key weapon in modern 
strategic competition. According to the American Historical Association, 

“propaganda warfare is much more complex and adaptable in today's war, 
which combines political, economic, military and propaganda tactics.”13 

Harold Lasswell’s Theory of Political Propaganda 

 Harold Lasswell's theory of political propaganda helps in understanding 
propaganda warfare. This theory highlights the systematic shaping of public 
opinion by employing cultural and national symbols such as music, national 
flag, art and language. Lasswell mentioned that the task of the propagandists is 
to shape behaviours favourable to their national objectives and to counter 
hostile attitudes.14 He emphasized that managing perception in propaganda 
warfare is achieved by manipulating specific symbols.15

 Lasswell identified six essential elements of effective propaganda 
warfare. These include:16 (i) generating a sense of guilt and demoralization 
among enemy forces to weaken their will to fight; (ii) reinforcing confidence 
among soldiers and the general population by repeatedly invoking a glorious 
past and portraying victory as inevitable; (iii) clearly articulating the objectives 
and justification of war in ways that resonate with soldiers and civilians, often 
framed through appealing concepts such as freedom and democracy; (iv) 
strengthening the perception that the enemy bears sole responsibility for the 
outbreak of war; (v) strategically utilizing media platforms to disseminate false 
information about the adversary; and (vi) employing fear-inducing narratives 
that dehumanize the enemy, thereby legitimizing and encouraging violent 
actions. Collectively, these elements have formed the conceptual basis of both 
traditional propaganda practices and their contemporary manifestation.17

Propaganda Warfare Techniques 

 The US-based Institute of Propaganda Analysis (IPA) categorized seven 
propaganda warfare techniques in an article titled “We are Fooled by 

Propaganda.”18 These include: (i) Name-Calling; (ii) Glittering Generalities; 
(iii) Transfer of the Device; (iv) Testimonial; (v) Plain Folk; (vi) Card Stacking; 
and (vii) Bandwagon. 

 Propagandists employ the Name-Calling technique, where they attach 
derogatory labels to individuals or organizations to damage their reputation and 
strengthen existing negative views.19 Governments implement this strategy by 
leveraging all available media sources.20 The more frequently media outlets 
portray a group in a specific way, the more likely it is that such portrayals are 
guided or directed. For instance, labeling someone as a fascist, warmonger, 
radical or terrorist carries strong negative connotations and applying these 
labels can shape public perception and influence how others view them. States 
often equate freedom fighters with terrorists to legitimize their acts of 
suppression. Associating negative connotations with individuals or 
organizations has been a widespread tactic throughout history.

 During the inter-war period, the Nazis killed six million Jewish people 
in a systematic genocide, which is called the Holocaust.21 In the post 9/11 
period, Western countries portrayed Muslims as associated with terrorism, a 
narrative that was fueled by media portrayals, political rhetoric and 
counterterrorism policies. This conflation of Islam with extremism perpetuated 
stereotypes, fostering Islamophobia and marginalizing Muslim communities 
globally.22

 Glittering Generalities is a propaganda technique in which 
propagandists employ appealing, vague and fancy words or ideas to influence 

public opinion and advance their political objectives. This strategy relies on 
catchy slogans, broad generalizations and language associated with deeply held 
values and beliefs, while deliberately avoiding evidence or logical 
justification.23 The implication is consistently positive, even though the words 
and phrases are vague and may mean different things to different audiences. 
Because the language is ambiguous and imprecise, it remains largely 
meaningless and cannot be verified as either true or false.24 The propagandists 
may include government officials, journalists, politicians and social workers. 
For instance, India launched attack on Pakistan subsequent to Pahalgam false 
flag operation under the code name of Operation Sindoor, seeking to mobilize 
public support by invoking the narrative that the “Sindoor” (symbol of marital 
honor) would be restored.

 Propagandists use the technique of Transfer of Device in which they 
employ numerous culturally accepted symbols to encourage people to form 
associations and connections.25 They often employ symbols such as waving the 
flag to stir the public’s emotions and win their support. This technique is 
employed across multiple platforms including electronic, print and social 
media to amplify the agenda. Through this approach, propagandists highlight 
selected positive or negative traits of an individual, culture, religion or 
institution to make their narrative more persuasive and acceptable to the public.

 In the Testimonial propaganda technique, propagandists often rely on 
endorsements or statements from well-known personalities to build credibility 
and gain public support. Propagandists utilize testimonies of religious clerics, 
journalists, political thinkers and scholars for their own political objectives.26 In 
2024, Elon Musk endorsed Donald Trump’s presidential campaign, employing 
his influence, resources and platforms to bolster Trump’s candidacy. As a major 
donor, Musk contributed USD 277 million to Trump’s election campaign. He 

also utilized his social media platform X to endorse Trump publicly, especially 
after an assassination attempt on him during an election rally.27  

 Propagandists apply the Plain Folk technique to convince the public 
that a leader is loyal and came from a middle-class background. Propagandists 
use common language to persuade the audience to agree with their opinion.28 
For example, Indian Prime Minister Narendra Modi frequently mentions his 
past as a tea seller (Chaiwala) to connect with the common people.29 Similarly, 
US President Barack Obama often referred to his upbringing by a single mother 
and grandparents to relate to middle-class Americans. 

 Another technique is Card Stacking, in which propagandists selectively 
present facts that favour their viewpoint and attempt to convince the audience 
of their validity.30 Since it does not provide the audience with the complete 
information to make an informed choice, card stacking is the most intricate 
technique to identify. The audience is unable to identify the gaps in 
information. For example, Narendra Modi has frequently highlighted India’s 
GDP growth and large-scale infrastructure development under his leadership, 
while simultaneously downplaying persistent challenges such as rising 
unemployment and the adverse economic consequences of demonetization. 

 Bandwagon propaganda is a strategy that persuades individuals to 
conform by suggesting that a belief or action is widely accepted and followed 
by others. It appeals to the human desire to fit in or belong to the majority.31 
Donald Trump used the slogan “Make America Great Again” during rallies 
filled with enthusiastic supporters, to create an impression that majority of 
Americans were aligned with his vision. Barack Obama’s campaign slogan 

“Yes We Can” implied collective action, encouraging voters to join the 
widespread movement for change.32

Propaganda Warfare Techniques during World Wars I and II

 According to Kingsbury, World War I marked the beginning of 20th 
century propaganda warfare, characterized by the systematic use of public 
relations and marketing techniques to mobilize public support and justify 
participation in the war.33 Posters disseminating the adversary's false image 
were extensively used as a propaganda technique at that time. According to the 
Library of Congress, both the Central and Allied powers circulated posters to 
mobilize support and strengthen public morale. During World Wars I and II, 
postcards were a highly effective propaganda tool, used to garner public 
sympathy and boost the morale of soldiers.34 Edward Bernays pointed out that 
during World Wars I and II, Germany and Britain conducted propaganda 
campaigns aimed at boosting the morale of their military officers. To achieve 
this, both countries utilized radio broadcasts, films, posters, cultural products 
and literature to spread a distorted and false image of the enemy.35

 Germany and France carried out organized campaigns encouraging the 
public to enlist in the army, undergo training and fight in the war, often using 
postcards as a medium. In 1916, the UK employed posters to recruit a large 
number of soldiers. Although women were not formally enlisted, they were 
strongly encouraged to support the war effort through various roles. 
Organizations such as the Young Women's Christian Association (YWCA) and 
the Red Cross played active roles in promoting and facilitating this 
involvement. Various organizations, including the Young Women's Christian 
Association (YWCA) and the Red Cross, played an active role in supporting 
the war effort. Additionally, Britain established the Women’s Land Army, 
which worked on farms to produce agricultural goods, especially during 

periods when many male farmers were away serving in the military.36

George Creel, a pioneer of modern propaganda and author of How We Advertise 
America, endorsed the involvement of women in agriculture as a vital measure 
to safeguard the country against food insecurity during the war.37 He was tasked 
by the US President Woodrow Wilson to establish a committee on public 
information to disseminate propaganda intended to shift the American public’s 
mindset toward becoming a patriotic and war-hungry nation.38 According to 
Noam Chomsky, the campaign succeeded as, within just six months, it turned 
the Pacific population into a hysterical and war-driven group eager to destroy 
anything connected to the Germans.39

Propaganda Warfare Techniques during the Cold War

 Propaganda warfare became more important in the Cold War era 
(1945-1991). States applied twofold techniques of propaganda during the Cold 
War which included: (i) use of soft power including culture, literature, art and 
films, to present their positive image and preserve their ideological beliefs; and 
(ii) use of proxy wars as a new strategy to expand propaganda in developing 
states. 

1. Soft Propaganda Warfare Techniques during the Cold War

 Soft propaganda warfare techniques employ soft power to shape 
perceptions, aiming to influence large audiences and achieve objectives 
through art, culture, film, literature and other forms of cultural expression.40 In 
1948, the extension department of Harding College (now Harding University) 
produced a short film called “Make Mine Freedom,” which highlighted the 
benefits of living in a capitalist society as opposed to a communist one.

 George Orwell’s novel Animal Farm, an allegory of the Soviet 
government, was adapted into an animated film in the 1950s as part of the 
CIA’s propaganda efforts. During the Cold War, espionage themes were also 
explored in popular media like the James Bond films and television series such 
as I Spy and The Man from UNCLE.41 George Orwell’s novel 1984, published 
in 1949, portrays a dystopian world controlled through propaganda and the 
constant fear of endless war, serves as a powerful metaphor for the Cold War 
era’s use of literature as a propaganda tool. Espionage novels also played a key 
role in Cold War literature, such as The Spy Who Loved Me, where an American 
collaborates with the Soviet counter-espionage agency SMERSH.42

 A former British intelligence officer with MI5, David Cornwell 
authored several novels under the pen name John le Carré, including The Spy 
Who Came in from the Cold. This novel portrays the enemy as ruthless while 
showcasing the expertise of spies.43 It is important to note that the CIA utilized 
a variety of academic and non-academic platforms to shape public perception. 
The agency published more than 20 magazines, hosted art exhibitions, 
organized prominent international conferences, operated a news and feature 
service, released numerous books, and sponsored public performances by 
anti-Russian musicians and artists to capture public attention.44

2. Hard Propaganda Warfare Techniques during the Cold War

 The US attracted developing countries by projecting itself as an 
advanced economic and military power and having a strong political and 
cultural influence. The US considered propaganda as an important tool to attain 
foreign policy objectives. US President Harry Truman called for a more 
vigorous propaganda campaign known as the Campaign of Truth. The start of 
the Korean War, a few weeks after Truman's speech, contributed to a rapid 
increase in the State Department's budget for information, from USD 20 
million in 1948 to USD 115 million in 1952. To organize American 

psychological warfare efforts, Truman established the Psychological Strategy 
Board in April 1951.45 The Board was assigned to conduct covert operations 
against the Soviet Union and its allies. 

 The objective of these psychological strategies was to expand US 
influence. It is important to highlight that, unlike the interwar period’s 
psychological operations, which were tied to military actions, Cold War 
psychological covert operations were conducted through non-military means. 
Trade and economic aid, diplomacy, threat of force and cultural and 
educational exchange programs were employed as new methods of propaganda 
warfare. Notably, George F. Kennan, then head of the State Department's 
Policy Planning Staff, developed a range of anti-communist propaganda tactics 
in 1948, which included subversion, black propaganda, economic warfare, 
psychological warfare, paramilitary operations, and support for underground 
resistance groups.46

 The CIA carried out numerous military operations employing hard 
propaganda techniques to fulfill its goals. They backed various revolutions and 
counter-revolutions that impacted electoral processes in third-world countries, 
overthrew multiple democratic and autocratic regimes, and promoted the US 
vision of the global order.47 To influence political developments globally, the 
CIA conducted both overt and covert military operations, especially in 
countries such as Italy, the Philippines, Iran, Guatemala, Indonesia, Cuba, 
Vietnam, Thailand, Chile, Iraq, and Angola.48

21st Century Propaganda Warfare: Rising Disinformation in the Age of 
Information

 The 21st century propaganda warfare merges traditional and modern 
methods, utilizing a wide range of communication tools such as the Internet 

and social media alongside older techniques like postcards. Many scholars have 
anticipated that disinformation would become a key tactic in future conflicts. In 
1970, Canadian theorist Marshall McLuhan predicted that World War III would 
be fought as a guerrilla information war, blurring the lines between military 
personnel and civilians.”49 In their 2001 book Networks and Netwars: The 
Future of Terror, Crime, and Militancy, John Arquilla and David Rosenfeld 
highlighted that the nature and results of conflicts are becoming increasingly 
reliant on information and communication technologies.50

1. Digital and Social Media Platforms

 The emergence of digital and social media platforms has revolutionized 
communication, breaking down barriers of geography and time. However, this 
democratization of information has also enabled the proliferation of 
propaganda warfare, allowing both state and non-state actors to exploit these 
platforms to manipulate, influence and manage the perceptions of the masses. 
Social media platforms like X, Instagram and Facebook have turned into a 
battleground for the dissemination of information. Fake accounts, bots and 
algorithms amplify specific narratives, giving the impression of broad support 
or opposition.

 Joseph Goebbels, Nazi minister of propaganda, famously said, “If you 
repeat and tell a lie long enough, it becomes the truth.”51 According to Castells, 
the rise in Internet usage and political agendas has created an international 
media ecology characterized by self-publication and easy access. As a result, 
the media employ propaganda to emphasize certain information while 
overlooking other details.52 The Russia-Ukraine conflict showcases the rising 
role of social media in modern warfare. Both sides have used social media 
platforms like Telegram, X and TikTok to spread their narratives. Russia 
employed bots and trolls to justify its actions, whereas Ukraine, on the other 
hand, leveraged social media to gain international sympathy and mobilize 
support. 

 According to Secretary General of Amnesty International Agnès 
Callamard, “In 2017, the Rohingya were killed, tortured, raped and displaced in 
the thousands as part of the Myanmar security forces’ campaign of ethnic 
cleansing. In the months and years leading up to the atrocities, Facebook’s 
algorithms intensified hatred against the Rohingya, which contributed to 
real-world violence.”53

 Countries are systematically enhancing their capacity to disseminate 
propaganda online and disinformation worldwide.54 India extensively utilizes 
social media platforms to promote anti-Pakistan narratives and provoke the 
Pakistani population. A notable example exposing India’s disinformation 
campaign against Pakistan is the EU DisinfoLab reports published in 2019 and 
2020.55 It exposed India’s fake news outlets operating across social and 
mainstream media, which actively lobbied international organizations and civil 
society against Pakistan.56 Leading this deceptive propaganda effort were 
India’s wire service company “Asian News International (ANI)” and the 
Delhi-based “Shrivastava Group,” which played a key role in managing 256 
anti-Pakistan websites disseminating false information across 65 countries 
since 2005.

 Deception through fake news, propaganda and disinformation was 
widely practiced by the Indian media in the aftermath of Pahalgam false flag 
operation leading up to the four-day war in May 2025, initiated by 
nuclear-armed India against nuclear-armed Pakistan. According to the 
UK-based The Economist magazine, “Indian TV news long ago relinquished 
membership of the reality-based community.”57 During Operation Sindoor, 
India falsely claimed that it had shot down Pakistan’s JF-17 Thunder and F-16 
aircraft,58 Indian navy had attacked Karachi port and Indian military had 

crossed the Line of Control (LoC). These claims turned out to be false and were 
part of India's state-sponsored propaganda campaign against Pakistan.

 To keep Indian people in the dark, the Indian government issued 
executive orders to X, ordering the platform to block more than 8,000 accounts 
in the country.59 According to the platform’s statement, the orders also 
demanded blocking access to accounts belonging to international news 
organizations and prominent X users in India. Accounts of Chinese state-run 
media outlets such as Xinhua News Agency and Global Times, as well as 
Türkiye’s TRT World, were among those restricted on X.60 These actions were 
part of India's broader efforts to control the official narrative and limit external 
influence during the heightened tensions following Pahalgam false flag 
operation. India’s fake news campaign also included a radiation leak in 
Pakistan, which was denied by the International Atomic Energy Agency.61

2. Deepfakes and AI-Generated Content

 The evolution of Artificial Intelligence (AI) has brought numerous 
advancements, but it has also ushered in powerful tools for deception. Among 
the most concerning developments is the rise of deepfakes and AI-generated 
content, which have become potent instruments in modern propaganda warfare. 
By blurring the lines between reality and fabrication, these tools can 
manipulate public opinion, undermine trust, and destabilize societies. 
Deepfakes are synthetic media, often videos or audio files, created using AI 
technologies like deep learning. AI-generated content extends beyond 
deepfakes to include text, images, and audio created by AI algorithms to 
simulate authentic communication or events. 

 Recent advancements have increased public access to deepfake 
technology, producing results that are alarmingly convincing. From videos 
showing politicians making inflammatory remarks to fabricated recordings of 

public figures in compromising situations, the potential for harm is enormous. 
According to the “Deepfake Statistics 2025: The Hidden Cyber Threat” 
deepfake files reached 8 million in 2025, up sharply from about 500,000 in 
2023, while deepfakes now account for around 40 % of all biometric fraud 
attempts and humans can accurately identify high-quality deepfake videos only 
about 24.5 % of the time highlighting how quickly synthetic media are 
proliferating and complicating fraud prevention and digital trust in 2025.62

 In the age of social media, misinformation spreads faster than ever. In 
2025, the University of California, in its DeepTrust Project, noted that 
deepfakes are now among the most potent tools for political manipulation, 
particularly in election campaigns.63

 A notable example of this manipulation came from the Philippines in 
2019, when a deepfake video featuring a key opposition leader, Maria Ressa, 
appeared to show her endorsing violence against political rivals. Despite being 
debunked, the video remained in circulation, sowing doubt and further 
polarizing the political landscape. The same report from the Atlantic Council 
noted that deepfakes were being used to influence elections in several 
countries, including India, where political deepfakes were deployed to attack 
key figures during campaigns.64

 In 2018, deepfakes of Barack Obama surfaced, showing him delivering 
a speech he never delivered.65 While it was created as a demonstration of the 
technology's dangers, it highlighted the potential to damage reputation and sow 
distrust in leadership. Political campaigns are prime targets for deepfakes 
propaganda. During the 2020 US presidential elections, concerns arose about 
deepfake videos being used to spread false narratives about candidates. Even 
the threat of such technologies being used caused public skepticism, 
highlighting their psychological impact on electoral processes. In 2022, amid 
the Russia-Ukraine conflict, a deepfake video surfaced showing Ukrainian 

President Volodymyr Zelensky falsely urging Ukrainian troops to surrender. 
Although the video was swiftly debunked, it highlighted the powerful potential 
of deepfakes to undermine morale in conflict zones.66 These examples suggest 
that deepfakes are widespread and readily accessible, with the potential to serve 
as a powerful weapon against both ordinary citizens and high-profile 
politicians.

Conclusion

 Propaganda warfare is the most widely used technique by states to 
manipulate and influence public opinion. During World Wars I and II, states 
used postcards for: (i) persuading people to join the army; (ii) raising morale; 
and (iii) raising funds for military. However, during the Cold War, propaganda 
warfare techniques underwent significant evolution, with a strategic integration 
of both hard and soft propaganda methods utilized as instruments to shape and 
influence public opinion.

 In the 21st century, propaganda warfare has become more sophisticated 
and pervasive, largely driven by digitalization and the rapid spread of 
information technologies. The rapid growth of social media platforms and 
advanced communication technologies has amplified the speed and scale at 
which disinformation spreads, eroding public trust and manipulating opinions. 
Tools like deepfake technology and AI-generated content have further blurred 
the lines between reality and fiction, making it challenging to distinguish 
credible information from fake narratives. These technological advancements 
have helped in weaponizing information to influence societies and destabilize 
adversaries to gain political outcomes.
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Introduction

 Propaganda is defined as “the planned use of any form of mass 
communication designed to influence the minds and emotions of a particular 
group for military, economic, or political purposes.”2 It has consistently served 
as a pivotal instrument from the 1st generation to the 5th generation of warfare. 
Propaganda warfare is employed not only during war but also in peacetime to 
shape perceptions, attitudes and behaviour. Dennis M. Murphy and James F. 
White have mentioned that shaping public perception in peacetime is just as 
important as having soldiers on the battlefield.3 

 Propaganda warfare techniques have long been employed to shape 
public perceptions, manipulate narratives and advance strategic political 
objectives. Martina Sprague, in her book titled The Propaganda of War: 
Personal Transformation and Search for Adventure,4 explains that propaganda 
manipulates public opinions and reshapes beliefs to achieve national 
objectives. Edward Bernays noted that during World Wars I and II, Western 
countries conducted propaganda campaigns among their military officers to 
boost their morale during war.5 These countries also used available media tools, 
including radio broadcasts, posters, films and cultural products to disseminate 
propaganda against the adversary. 

 During the Cold War, propaganda techniques were also used to promote 
capitalism and the communist school of thought by the US and USSR, 
respectively, thereby deepening the ideological division between the East and 
the West.6 To expand their sphere of influence, both countries provided 
financial, military and technical assistance to developing countries by signing 
bilateral and multilateral military pacts and alliances. 

 Propaganda warfare in the 21st century has undergone significant 
evolution, leveraging new technologies and strategies to shape public opinion. 

Social media platforms, such as Facebook, X and YouTube have begun to be 
used as powerful tools for disseminating propaganda. They enable rapid 
dissemination of information, often bypassing traditional electronic and print 
media outlets. Moreover, the advances in Artificial Intelligence (AI) have made 
it possible to generate highly realistic but fabricated videos and audio 
recordings, commonly referred to as deepfakes. These are being employed to 
disseminate false information or to discredit individuals or organizations. 
AI-powered bots and algorithms are also being used to amplify propaganda 
messages and manipulate online conversations. Foreign actors have been 
increasingly using propaganda techniques to interfere in elections around the 
world. This involves spreading disinformation about candidates or political 
parties, manipulating social media trends and hacking into computer systems to 
steal sensitive information. These developments provide impetus to study both 
historical and modern propaganda techniques of warfare, to understand the 
phenomenon and respond more effectively.

 The study focuses on: (i) examining the evolution of propaganda 
warfare in terms of objectives, narratives and dissemination strategies during 
World War I, World War II, and the Cold War; and (ii) analyzing the 
weaponization of propaganda in the contemporary digital information age 
through advanced technologies, particularly AI and deepfake technologies.

The Evolution of Propaganda Warfare

 According to the Collins Dictionary of International Relations, 
“Propaganda is information, frequently false information, that a political 
organisation disseminates or broadcasts to sway public opinion.”7 According to 
Britannica, propaganda is the dissemination of information, including facts, 
rumors, arguments, half-truths, and lies aimed at shaping public opinion.8 
These definitions underscore that propaganda is the selective and strategic use 
of information to manipulate attitudes, beliefs and behaviour in pursuit of 
political objectives.

 The word "Propaganda" was first used by Pope Gregory XV in 1622, 
when he established the Sacra Congregatio de Propaganda Fide (Sacred 

Congregation for Propagating the Faith) to spread Catholicism.9 At that time, 
missionaries used propaganda to disseminate religious beliefs among the 
public, but after World War I, states began to employ propaganda techniques 
for their own political interest, primarily in wartime. According to Bill 
Lambrecht, “In war, truth is a relative commodity and propaganda a staple of 
battle.”10 Various emperors have strategically employed propaganda tactics 
against their adversaries to gain a decisive edge in warfare. For instance, Philip 
II of Macedon, Xerxes I and Cyrus the Great effectively employed propaganda 
techniques for shaping public perceptions and securing victory in conflicts.11 

 The advent of radio, television and print and social media significantly 
amplified the reach and effectiveness of propaganda globally, enabling states to 
mobilize public support for getting entry into wars and to legitimize specific 
actions during wartime. The propaganda also helped to manage public opinion 
to deter adversary forces and to incite rebellion against the enemy. The role of 
Germany’s propaganda machinery, especially under the Nazi regime, serves as 
a historical benchmark for understanding the concept and connotation of 
propaganda warfare. In 1933, the Nazi government in Germany established the 
Ministry of Public Enlightenment and Propaganda, also known as the Ministry 
of Propaganda, under the leadership of Joseph Goebbels. It played a central role 
in Nazi Germany's propaganda efforts. Its objective was to control information, 
influence public opinion and strengthen the Nazi ideology.12

 In the modern era, propaganda warfare is driven by digital platforms, 
social media and emerging technologies that enable rapid manipulation of 
narratives and public opinion. States and non-state actors use online media, 
bots and disinformation to influence perceptions, weaken adversaries and 
justify political or military actions. This form of warfare operates below the 
threshold of armed conflict, making information a key weapon in modern 
strategic competition. According to the American Historical Association, 

“propaganda warfare is much more complex and adaptable in today's war, 
which combines political, economic, military and propaganda tactics.”13 

Harold Lasswell’s Theory of Political Propaganda 

 Harold Lasswell's theory of political propaganda helps in understanding 
propaganda warfare. This theory highlights the systematic shaping of public 
opinion by employing cultural and national symbols such as music, national 
flag, art and language. Lasswell mentioned that the task of the propagandists is 
to shape behaviours favourable to their national objectives and to counter 
hostile attitudes.14 He emphasized that managing perception in propaganda 
warfare is achieved by manipulating specific symbols.15

 Lasswell identified six essential elements of effective propaganda 
warfare. These include:16 (i) generating a sense of guilt and demoralization 
among enemy forces to weaken their will to fight; (ii) reinforcing confidence 
among soldiers and the general population by repeatedly invoking a glorious 
past and portraying victory as inevitable; (iii) clearly articulating the objectives 
and justification of war in ways that resonate with soldiers and civilians, often 
framed through appealing concepts such as freedom and democracy; (iv) 
strengthening the perception that the enemy bears sole responsibility for the 
outbreak of war; (v) strategically utilizing media platforms to disseminate false 
information about the adversary; and (vi) employing fear-inducing narratives 
that dehumanize the enemy, thereby legitimizing and encouraging violent 
actions. Collectively, these elements have formed the conceptual basis of both 
traditional propaganda practices and their contemporary manifestation.17

Propaganda Warfare Techniques 

 The US-based Institute of Propaganda Analysis (IPA) categorized seven 
propaganda warfare techniques in an article titled “We are Fooled by 

Propaganda.”18 These include: (i) Name-Calling; (ii) Glittering Generalities; 
(iii) Transfer of the Device; (iv) Testimonial; (v) Plain Folk; (vi) Card Stacking; 
and (vii) Bandwagon. 

 Propagandists employ the Name-Calling technique, where they attach 
derogatory labels to individuals or organizations to damage their reputation and 
strengthen existing negative views.19 Governments implement this strategy by 
leveraging all available media sources.20 The more frequently media outlets 
portray a group in a specific way, the more likely it is that such portrayals are 
guided or directed. For instance, labeling someone as a fascist, warmonger, 
radical or terrorist carries strong negative connotations and applying these 
labels can shape public perception and influence how others view them. States 
often equate freedom fighters with terrorists to legitimize their acts of 
suppression. Associating negative connotations with individuals or 
organizations has been a widespread tactic throughout history.

 During the inter-war period, the Nazis killed six million Jewish people 
in a systematic genocide, which is called the Holocaust.21 In the post 9/11 
period, Western countries portrayed Muslims as associated with terrorism, a 
narrative that was fueled by media portrayals, political rhetoric and 
counterterrorism policies. This conflation of Islam with extremism perpetuated 
stereotypes, fostering Islamophobia and marginalizing Muslim communities 
globally.22

 Glittering Generalities is a propaganda technique in which 
propagandists employ appealing, vague and fancy words or ideas to influence 

public opinion and advance their political objectives. This strategy relies on 
catchy slogans, broad generalizations and language associated with deeply held 
values and beliefs, while deliberately avoiding evidence or logical 
justification.23 The implication is consistently positive, even though the words 
and phrases are vague and may mean different things to different audiences. 
Because the language is ambiguous and imprecise, it remains largely 
meaningless and cannot be verified as either true or false.24 The propagandists 
may include government officials, journalists, politicians and social workers. 
For instance, India launched attack on Pakistan subsequent to Pahalgam false 
flag operation under the code name of Operation Sindoor, seeking to mobilize 
public support by invoking the narrative that the “Sindoor” (symbol of marital 
honor) would be restored.

 Propagandists use the technique of Transfer of Device in which they 
employ numerous culturally accepted symbols to encourage people to form 
associations and connections.25 They often employ symbols such as waving the 
flag to stir the public’s emotions and win their support. This technique is 
employed across multiple platforms including electronic, print and social 
media to amplify the agenda. Through this approach, propagandists highlight 
selected positive or negative traits of an individual, culture, religion or 
institution to make their narrative more persuasive and acceptable to the public.

 In the Testimonial propaganda technique, propagandists often rely on 
endorsements or statements from well-known personalities to build credibility 
and gain public support. Propagandists utilize testimonies of religious clerics, 
journalists, political thinkers and scholars for their own political objectives.26 In 
2024, Elon Musk endorsed Donald Trump’s presidential campaign, employing 
his influence, resources and platforms to bolster Trump’s candidacy. As a major 
donor, Musk contributed USD 277 million to Trump’s election campaign. He 

also utilized his social media platform X to endorse Trump publicly, especially 
after an assassination attempt on him during an election rally.27  

 Propagandists apply the Plain Folk technique to convince the public 
that a leader is loyal and came from a middle-class background. Propagandists 
use common language to persuade the audience to agree with their opinion.28 
For example, Indian Prime Minister Narendra Modi frequently mentions his 
past as a tea seller (Chaiwala) to connect with the common people.29 Similarly, 
US President Barack Obama often referred to his upbringing by a single mother 
and grandparents to relate to middle-class Americans. 

 Another technique is Card Stacking, in which propagandists selectively 
present facts that favour their viewpoint and attempt to convince the audience 
of their validity.30 Since it does not provide the audience with the complete 
information to make an informed choice, card stacking is the most intricate 
technique to identify. The audience is unable to identify the gaps in 
information. For example, Narendra Modi has frequently highlighted India’s 
GDP growth and large-scale infrastructure development under his leadership, 
while simultaneously downplaying persistent challenges such as rising 
unemployment and the adverse economic consequences of demonetization. 

 Bandwagon propaganda is a strategy that persuades individuals to 
conform by suggesting that a belief or action is widely accepted and followed 
by others. It appeals to the human desire to fit in or belong to the majority.31 
Donald Trump used the slogan “Make America Great Again” during rallies 
filled with enthusiastic supporters, to create an impression that majority of 
Americans were aligned with his vision. Barack Obama’s campaign slogan 

“Yes We Can” implied collective action, encouraging voters to join the 
widespread movement for change.32

Propaganda Warfare Techniques during World Wars I and II

 According to Kingsbury, World War I marked the beginning of 20th 
century propaganda warfare, characterized by the systematic use of public 
relations and marketing techniques to mobilize public support and justify 
participation in the war.33 Posters disseminating the adversary's false image 
were extensively used as a propaganda technique at that time. According to the 
Library of Congress, both the Central and Allied powers circulated posters to 
mobilize support and strengthen public morale. During World Wars I and II, 
postcards were a highly effective propaganda tool, used to garner public 
sympathy and boost the morale of soldiers.34 Edward Bernays pointed out that 
during World Wars I and II, Germany and Britain conducted propaganda 
campaigns aimed at boosting the morale of their military officers. To achieve 
this, both countries utilized radio broadcasts, films, posters, cultural products 
and literature to spread a distorted and false image of the enemy.35

 Germany and France carried out organized campaigns encouraging the 
public to enlist in the army, undergo training and fight in the war, often using 
postcards as a medium. In 1916, the UK employed posters to recruit a large 
number of soldiers. Although women were not formally enlisted, they were 
strongly encouraged to support the war effort through various roles. 
Organizations such as the Young Women's Christian Association (YWCA) and 
the Red Cross played active roles in promoting and facilitating this 
involvement. Various organizations, including the Young Women's Christian 
Association (YWCA) and the Red Cross, played an active role in supporting 
the war effort. Additionally, Britain established the Women’s Land Army, 
which worked on farms to produce agricultural goods, especially during 

periods when many male farmers were away serving in the military.36

George Creel, a pioneer of modern propaganda and author of How We Advertise 
America, endorsed the involvement of women in agriculture as a vital measure 
to safeguard the country against food insecurity during the war.37 He was tasked 
by the US President Woodrow Wilson to establish a committee on public 
information to disseminate propaganda intended to shift the American public’s 
mindset toward becoming a patriotic and war-hungry nation.38 According to 
Noam Chomsky, the campaign succeeded as, within just six months, it turned 
the Pacific population into a hysterical and war-driven group eager to destroy 
anything connected to the Germans.39

Propaganda Warfare Techniques during the Cold War

 Propaganda warfare became more important in the Cold War era 
(1945-1991). States applied twofold techniques of propaganda during the Cold 
War which included: (i) use of soft power including culture, literature, art and 
films, to present their positive image and preserve their ideological beliefs; and 
(ii) use of proxy wars as a new strategy to expand propaganda in developing 
states. 

1. Soft Propaganda Warfare Techniques during the Cold War

 Soft propaganda warfare techniques employ soft power to shape 
perceptions, aiming to influence large audiences and achieve objectives 
through art, culture, film, literature and other forms of cultural expression.40 In 
1948, the extension department of Harding College (now Harding University) 
produced a short film called “Make Mine Freedom,” which highlighted the 
benefits of living in a capitalist society as opposed to a communist one.

 George Orwell’s novel Animal Farm, an allegory of the Soviet 
government, was adapted into an animated film in the 1950s as part of the 
CIA’s propaganda efforts. During the Cold War, espionage themes were also 
explored in popular media like the James Bond films and television series such 
as I Spy and The Man from UNCLE.41 George Orwell’s novel 1984, published 
in 1949, portrays a dystopian world controlled through propaganda and the 
constant fear of endless war, serves as a powerful metaphor for the Cold War 
era’s use of literature as a propaganda tool. Espionage novels also played a key 
role in Cold War literature, such as The Spy Who Loved Me, where an American 
collaborates with the Soviet counter-espionage agency SMERSH.42

 A former British intelligence officer with MI5, David Cornwell 
authored several novels under the pen name John le Carré, including The Spy 
Who Came in from the Cold. This novel portrays the enemy as ruthless while 
showcasing the expertise of spies.43 It is important to note that the CIA utilized 
a variety of academic and non-academic platforms to shape public perception. 
The agency published more than 20 magazines, hosted art exhibitions, 
organized prominent international conferences, operated a news and feature 
service, released numerous books, and sponsored public performances by 
anti-Russian musicians and artists to capture public attention.44

2. Hard Propaganda Warfare Techniques during the Cold War

 The US attracted developing countries by projecting itself as an 
advanced economic and military power and having a strong political and 
cultural influence. The US considered propaganda as an important tool to attain 
foreign policy objectives. US President Harry Truman called for a more 
vigorous propaganda campaign known as the Campaign of Truth. The start of 
the Korean War, a few weeks after Truman's speech, contributed to a rapid 
increase in the State Department's budget for information, from USD 20 
million in 1948 to USD 115 million in 1952. To organize American 

psychological warfare efforts, Truman established the Psychological Strategy 
Board in April 1951.45 The Board was assigned to conduct covert operations 
against the Soviet Union and its allies. 

 The objective of these psychological strategies was to expand US 
influence. It is important to highlight that, unlike the interwar period’s 
psychological operations, which were tied to military actions, Cold War 
psychological covert operations were conducted through non-military means. 
Trade and economic aid, diplomacy, threat of force and cultural and 
educational exchange programs were employed as new methods of propaganda 
warfare. Notably, George F. Kennan, then head of the State Department's 
Policy Planning Staff, developed a range of anti-communist propaganda tactics 
in 1948, which included subversion, black propaganda, economic warfare, 
psychological warfare, paramilitary operations, and support for underground 
resistance groups.46

 The CIA carried out numerous military operations employing hard 
propaganda techniques to fulfill its goals. They backed various revolutions and 
counter-revolutions that impacted electoral processes in third-world countries, 
overthrew multiple democratic and autocratic regimes, and promoted the US 
vision of the global order.47 To influence political developments globally, the 
CIA conducted both overt and covert military operations, especially in 
countries such as Italy, the Philippines, Iran, Guatemala, Indonesia, Cuba, 
Vietnam, Thailand, Chile, Iraq, and Angola.48

21st Century Propaganda Warfare: Rising Disinformation in the Age of 
Information

 The 21st century propaganda warfare merges traditional and modern 
methods, utilizing a wide range of communication tools such as the Internet 

and social media alongside older techniques like postcards. Many scholars have 
anticipated that disinformation would become a key tactic in future conflicts. In 
1970, Canadian theorist Marshall McLuhan predicted that World War III would 
be fought as a guerrilla information war, blurring the lines between military 
personnel and civilians.”49 In their 2001 book Networks and Netwars: The 
Future of Terror, Crime, and Militancy, John Arquilla and David Rosenfeld 
highlighted that the nature and results of conflicts are becoming increasingly 
reliant on information and communication technologies.50

1. Digital and Social Media Platforms

 The emergence of digital and social media platforms has revolutionized 
communication, breaking down barriers of geography and time. However, this 
democratization of information has also enabled the proliferation of 
propaganda warfare, allowing both state and non-state actors to exploit these 
platforms to manipulate, influence and manage the perceptions of the masses. 
Social media platforms like X, Instagram and Facebook have turned into a 
battleground for the dissemination of information. Fake accounts, bots and 
algorithms amplify specific narratives, giving the impression of broad support 
or opposition.

 Joseph Goebbels, Nazi minister of propaganda, famously said, “If you 
repeat and tell a lie long enough, it becomes the truth.”51 According to Castells, 
the rise in Internet usage and political agendas has created an international 
media ecology characterized by self-publication and easy access. As a result, 
the media employ propaganda to emphasize certain information while 
overlooking other details.52 The Russia-Ukraine conflict showcases the rising 
role of social media in modern warfare. Both sides have used social media 
platforms like Telegram, X and TikTok to spread their narratives. Russia 
employed bots and trolls to justify its actions, whereas Ukraine, on the other 
hand, leveraged social media to gain international sympathy and mobilize 
support. 

 According to Secretary General of Amnesty International Agnès 
Callamard, “In 2017, the Rohingya were killed, tortured, raped and displaced in 
the thousands as part of the Myanmar security forces’ campaign of ethnic 
cleansing. In the months and years leading up to the atrocities, Facebook’s 
algorithms intensified hatred against the Rohingya, which contributed to 
real-world violence.”53

 Countries are systematically enhancing their capacity to disseminate 
propaganda online and disinformation worldwide.54 India extensively utilizes 
social media platforms to promote anti-Pakistan narratives and provoke the 
Pakistani population. A notable example exposing India’s disinformation 
campaign against Pakistan is the EU DisinfoLab reports published in 2019 and 
2020.55 It exposed India’s fake news outlets operating across social and 
mainstream media, which actively lobbied international organizations and civil 
society against Pakistan.56 Leading this deceptive propaganda effort were 
India’s wire service company “Asian News International (ANI)” and the 
Delhi-based “Shrivastava Group,” which played a key role in managing 256 
anti-Pakistan websites disseminating false information across 65 countries 
since 2005.

 Deception through fake news, propaganda and disinformation was 
widely practiced by the Indian media in the aftermath of Pahalgam false flag 
operation leading up to the four-day war in May 2025, initiated by 
nuclear-armed India against nuclear-armed Pakistan. According to the 
UK-based The Economist magazine, “Indian TV news long ago relinquished 
membership of the reality-based community.”57 During Operation Sindoor, 
India falsely claimed that it had shot down Pakistan’s JF-17 Thunder and F-16 
aircraft,58 Indian navy had attacked Karachi port and Indian military had 

crossed the Line of Control (LoC). These claims turned out to be false and were 
part of India's state-sponsored propaganda campaign against Pakistan.

 To keep Indian people in the dark, the Indian government issued 
executive orders to X, ordering the platform to block more than 8,000 accounts 
in the country.59 According to the platform’s statement, the orders also 
demanded blocking access to accounts belonging to international news 
organizations and prominent X users in India. Accounts of Chinese state-run 
media outlets such as Xinhua News Agency and Global Times, as well as 
Türkiye’s TRT World, were among those restricted on X.60 These actions were 
part of India's broader efforts to control the official narrative and limit external 
influence during the heightened tensions following Pahalgam false flag 
operation. India’s fake news campaign also included a radiation leak in 
Pakistan, which was denied by the International Atomic Energy Agency.61

2. Deepfakes and AI-Generated Content

 The evolution of Artificial Intelligence (AI) has brought numerous 
advancements, but it has also ushered in powerful tools for deception. Among 
the most concerning developments is the rise of deepfakes and AI-generated 
content, which have become potent instruments in modern propaganda warfare. 
By blurring the lines between reality and fabrication, these tools can 
manipulate public opinion, undermine trust, and destabilize societies. 
Deepfakes are synthetic media, often videos or audio files, created using AI 
technologies like deep learning. AI-generated content extends beyond 
deepfakes to include text, images, and audio created by AI algorithms to 
simulate authentic communication or events. 

 Recent advancements have increased public access to deepfake 
technology, producing results that are alarmingly convincing. From videos 
showing politicians making inflammatory remarks to fabricated recordings of 

public figures in compromising situations, the potential for harm is enormous. 
According to the “Deepfake Statistics 2025: The Hidden Cyber Threat” 
deepfake files reached 8 million in 2025, up sharply from about 500,000 in 
2023, while deepfakes now account for around 40 % of all biometric fraud 
attempts and humans can accurately identify high-quality deepfake videos only 
about 24.5 % of the time highlighting how quickly synthetic media are 
proliferating and complicating fraud prevention and digital trust in 2025.62

 In the age of social media, misinformation spreads faster than ever. In 
2025, the University of California, in its DeepTrust Project, noted that 
deepfakes are now among the most potent tools for political manipulation, 
particularly in election campaigns.63

 A notable example of this manipulation came from the Philippines in 
2019, when a deepfake video featuring a key opposition leader, Maria Ressa, 
appeared to show her endorsing violence against political rivals. Despite being 
debunked, the video remained in circulation, sowing doubt and further 
polarizing the political landscape. The same report from the Atlantic Council 
noted that deepfakes were being used to influence elections in several 
countries, including India, where political deepfakes were deployed to attack 
key figures during campaigns.64

 In 2018, deepfakes of Barack Obama surfaced, showing him delivering 
a speech he never delivered.65 While it was created as a demonstration of the 
technology's dangers, it highlighted the potential to damage reputation and sow 
distrust in leadership. Political campaigns are prime targets for deepfakes 
propaganda. During the 2020 US presidential elections, concerns arose about 
deepfake videos being used to spread false narratives about candidates. Even 
the threat of such technologies being used caused public skepticism, 
highlighting their psychological impact on electoral processes. In 2022, amid 
the Russia-Ukraine conflict, a deepfake video surfaced showing Ukrainian 

President Volodymyr Zelensky falsely urging Ukrainian troops to surrender. 
Although the video was swiftly debunked, it highlighted the powerful potential 
of deepfakes to undermine morale in conflict zones.66 These examples suggest 
that deepfakes are widespread and readily accessible, with the potential to serve 
as a powerful weapon against both ordinary citizens and high-profile 
politicians.

Conclusion

 Propaganda warfare is the most widely used technique by states to 
manipulate and influence public opinion. During World Wars I and II, states 
used postcards for: (i) persuading people to join the army; (ii) raising morale; 
and (iii) raising funds for military. However, during the Cold War, propaganda 
warfare techniques underwent significant evolution, with a strategic integration 
of both hard and soft propaganda methods utilized as instruments to shape and 
influence public opinion.

 In the 21st century, propaganda warfare has become more sophisticated 
and pervasive, largely driven by digitalization and the rapid spread of 
information technologies. The rapid growth of social media platforms and 
advanced communication technologies has amplified the speed and scale at 
which disinformation spreads, eroding public trust and manipulating opinions. 
Tools like deepfake technology and AI-generated content have further blurred 
the lines between reality and fiction, making it challenging to distinguish 
credible information from fake narratives. These technological advancements 
have helped in weaponizing information to influence societies and destabilize 
adversaries to gain political outcomes.
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Introduction

 Propaganda is defined as “the planned use of any form of mass 
communication designed to influence the minds and emotions of a particular 
group for military, economic, or political purposes.”2 It has consistently served 
as a pivotal instrument from the 1st generation to the 5th generation of warfare. 
Propaganda warfare is employed not only during war but also in peacetime to 
shape perceptions, attitudes and behaviour. Dennis M. Murphy and James F. 
White have mentioned that shaping public perception in peacetime is just as 
important as having soldiers on the battlefield.3 

 Propaganda warfare techniques have long been employed to shape 
public perceptions, manipulate narratives and advance strategic political 
objectives. Martina Sprague, in her book titled The Propaganda of War: 
Personal Transformation and Search for Adventure,4 explains that propaganda 
manipulates public opinions and reshapes beliefs to achieve national 
objectives. Edward Bernays noted that during World Wars I and II, Western 
countries conducted propaganda campaigns among their military officers to 
boost their morale during war.5 These countries also used available media tools, 
including radio broadcasts, posters, films and cultural products to disseminate 
propaganda against the adversary. 

 During the Cold War, propaganda techniques were also used to promote 
capitalism and the communist school of thought by the US and USSR, 
respectively, thereby deepening the ideological division between the East and 
the West.6 To expand their sphere of influence, both countries provided 
financial, military and technical assistance to developing countries by signing 
bilateral and multilateral military pacts and alliances. 

 Propaganda warfare in the 21st century has undergone significant 
evolution, leveraging new technologies and strategies to shape public opinion. 

Social media platforms, such as Facebook, X and YouTube have begun to be 
used as powerful tools for disseminating propaganda. They enable rapid 
dissemination of information, often bypassing traditional electronic and print 
media outlets. Moreover, the advances in Artificial Intelligence (AI) have made 
it possible to generate highly realistic but fabricated videos and audio 
recordings, commonly referred to as deepfakes. These are being employed to 
disseminate false information or to discredit individuals or organizations. 
AI-powered bots and algorithms are also being used to amplify propaganda 
messages and manipulate online conversations. Foreign actors have been 
increasingly using propaganda techniques to interfere in elections around the 
world. This involves spreading disinformation about candidates or political 
parties, manipulating social media trends and hacking into computer systems to 
steal sensitive information. These developments provide impetus to study both 
historical and modern propaganda techniques of warfare, to understand the 
phenomenon and respond more effectively.

 The study focuses on: (i) examining the evolution of propaganda 
warfare in terms of objectives, narratives and dissemination strategies during 
World War I, World War II, and the Cold War; and (ii) analyzing the 
weaponization of propaganda in the contemporary digital information age 
through advanced technologies, particularly AI and deepfake technologies.

The Evolution of Propaganda Warfare

 According to the Collins Dictionary of International Relations, 
“Propaganda is information, frequently false information, that a political 
organisation disseminates or broadcasts to sway public opinion.”7 According to 
Britannica, propaganda is the dissemination of information, including facts, 
rumors, arguments, half-truths, and lies aimed at shaping public opinion.8 
These definitions underscore that propaganda is the selective and strategic use 
of information to manipulate attitudes, beliefs and behaviour in pursuit of 
political objectives.

 The word "Propaganda" was first used by Pope Gregory XV in 1622, 
when he established the Sacra Congregatio de Propaganda Fide (Sacred 

Congregation for Propagating the Faith) to spread Catholicism.9 At that time, 
missionaries used propaganda to disseminate religious beliefs among the 
public, but after World War I, states began to employ propaganda techniques 
for their own political interest, primarily in wartime. According to Bill 
Lambrecht, “In war, truth is a relative commodity and propaganda a staple of 
battle.”10 Various emperors have strategically employed propaganda tactics 
against their adversaries to gain a decisive edge in warfare. For instance, Philip 
II of Macedon, Xerxes I and Cyrus the Great effectively employed propaganda 
techniques for shaping public perceptions and securing victory in conflicts.11 

 The advent of radio, television and print and social media significantly 
amplified the reach and effectiveness of propaganda globally, enabling states to 
mobilize public support for getting entry into wars and to legitimize specific 
actions during wartime. The propaganda also helped to manage public opinion 
to deter adversary forces and to incite rebellion against the enemy. The role of 
Germany’s propaganda machinery, especially under the Nazi regime, serves as 
a historical benchmark for understanding the concept and connotation of 
propaganda warfare. In 1933, the Nazi government in Germany established the 
Ministry of Public Enlightenment and Propaganda, also known as the Ministry 
of Propaganda, under the leadership of Joseph Goebbels. It played a central role 
in Nazi Germany's propaganda efforts. Its objective was to control information, 
influence public opinion and strengthen the Nazi ideology.12

 In the modern era, propaganda warfare is driven by digital platforms, 
social media and emerging technologies that enable rapid manipulation of 
narratives and public opinion. States and non-state actors use online media, 
bots and disinformation to influence perceptions, weaken adversaries and 
justify political or military actions. This form of warfare operates below the 
threshold of armed conflict, making information a key weapon in modern 
strategic competition. According to the American Historical Association, 

“propaganda warfare is much more complex and adaptable in today's war, 
which combines political, economic, military and propaganda tactics.”13 

Harold Lasswell’s Theory of Political Propaganda 

 Harold Lasswell's theory of political propaganda helps in understanding 
propaganda warfare. This theory highlights the systematic shaping of public 
opinion by employing cultural and national symbols such as music, national 
flag, art and language. Lasswell mentioned that the task of the propagandists is 
to shape behaviours favourable to their national objectives and to counter 
hostile attitudes.14 He emphasized that managing perception in propaganda 
warfare is achieved by manipulating specific symbols.15

 Lasswell identified six essential elements of effective propaganda 
warfare. These include:16 (i) generating a sense of guilt and demoralization 
among enemy forces to weaken their will to fight; (ii) reinforcing confidence 
among soldiers and the general population by repeatedly invoking a glorious 
past and portraying victory as inevitable; (iii) clearly articulating the objectives 
and justification of war in ways that resonate with soldiers and civilians, often 
framed through appealing concepts such as freedom and democracy; (iv) 
strengthening the perception that the enemy bears sole responsibility for the 
outbreak of war; (v) strategically utilizing media platforms to disseminate false 
information about the adversary; and (vi) employing fear-inducing narratives 
that dehumanize the enemy, thereby legitimizing and encouraging violent 
actions. Collectively, these elements have formed the conceptual basis of both 
traditional propaganda practices and their contemporary manifestation.17

Propaganda Warfare Techniques 

 The US-based Institute of Propaganda Analysis (IPA) categorized seven 
propaganda warfare techniques in an article titled “We are Fooled by 

Propaganda.”18 These include: (i) Name-Calling; (ii) Glittering Generalities; 
(iii) Transfer of the Device; (iv) Testimonial; (v) Plain Folk; (vi) Card Stacking; 
and (vii) Bandwagon. 

 Propagandists employ the Name-Calling technique, where they attach 
derogatory labels to individuals or organizations to damage their reputation and 
strengthen existing negative views.19 Governments implement this strategy by 
leveraging all available media sources.20 The more frequently media outlets 
portray a group in a specific way, the more likely it is that such portrayals are 
guided or directed. For instance, labeling someone as a fascist, warmonger, 
radical or terrorist carries strong negative connotations and applying these 
labels can shape public perception and influence how others view them. States 
often equate freedom fighters with terrorists to legitimize their acts of 
suppression. Associating negative connotations with individuals or 
organizations has been a widespread tactic throughout history.

 During the inter-war period, the Nazis killed six million Jewish people 
in a systematic genocide, which is called the Holocaust.21 In the post 9/11 
period, Western countries portrayed Muslims as associated with terrorism, a 
narrative that was fueled by media portrayals, political rhetoric and 
counterterrorism policies. This conflation of Islam with extremism perpetuated 
stereotypes, fostering Islamophobia and marginalizing Muslim communities 
globally.22

 Glittering Generalities is a propaganda technique in which 
propagandists employ appealing, vague and fancy words or ideas to influence 

public opinion and advance their political objectives. This strategy relies on 
catchy slogans, broad generalizations and language associated with deeply held 
values and beliefs, while deliberately avoiding evidence or logical 
justification.23 The implication is consistently positive, even though the words 
and phrases are vague and may mean different things to different audiences. 
Because the language is ambiguous and imprecise, it remains largely 
meaningless and cannot be verified as either true or false.24 The propagandists 
may include government officials, journalists, politicians and social workers. 
For instance, India launched attack on Pakistan subsequent to Pahalgam false 
flag operation under the code name of Operation Sindoor, seeking to mobilize 
public support by invoking the narrative that the “Sindoor” (symbol of marital 
honor) would be restored.

 Propagandists use the technique of Transfer of Device in which they 
employ numerous culturally accepted symbols to encourage people to form 
associations and connections.25 They often employ symbols such as waving the 
flag to stir the public’s emotions and win their support. This technique is 
employed across multiple platforms including electronic, print and social 
media to amplify the agenda. Through this approach, propagandists highlight 
selected positive or negative traits of an individual, culture, religion or 
institution to make their narrative more persuasive and acceptable to the public.

 In the Testimonial propaganda technique, propagandists often rely on 
endorsements or statements from well-known personalities to build credibility 
and gain public support. Propagandists utilize testimonies of religious clerics, 
journalists, political thinkers and scholars for their own political objectives.26 In 
2024, Elon Musk endorsed Donald Trump’s presidential campaign, employing 
his influence, resources and platforms to bolster Trump’s candidacy. As a major 
donor, Musk contributed USD 277 million to Trump’s election campaign. He 

also utilized his social media platform X to endorse Trump publicly, especially 
after an assassination attempt on him during an election rally.27  

 Propagandists apply the Plain Folk technique to convince the public 
that a leader is loyal and came from a middle-class background. Propagandists 
use common language to persuade the audience to agree with their opinion.28 
For example, Indian Prime Minister Narendra Modi frequently mentions his 
past as a tea seller (Chaiwala) to connect with the common people.29 Similarly, 
US President Barack Obama often referred to his upbringing by a single mother 
and grandparents to relate to middle-class Americans. 

 Another technique is Card Stacking, in which propagandists selectively 
present facts that favour their viewpoint and attempt to convince the audience 
of their validity.30 Since it does not provide the audience with the complete 
information to make an informed choice, card stacking is the most intricate 
technique to identify. The audience is unable to identify the gaps in 
information. For example, Narendra Modi has frequently highlighted India’s 
GDP growth and large-scale infrastructure development under his leadership, 
while simultaneously downplaying persistent challenges such as rising 
unemployment and the adverse economic consequences of demonetization. 

 Bandwagon propaganda is a strategy that persuades individuals to 
conform by suggesting that a belief or action is widely accepted and followed 
by others. It appeals to the human desire to fit in or belong to the majority.31 
Donald Trump used the slogan “Make America Great Again” during rallies 
filled with enthusiastic supporters, to create an impression that majority of 
Americans were aligned with his vision. Barack Obama’s campaign slogan 

“Yes We Can” implied collective action, encouraging voters to join the 
widespread movement for change.32

Propaganda Warfare Techniques during World Wars I and II

 According to Kingsbury, World War I marked the beginning of 20th 
century propaganda warfare, characterized by the systematic use of public 
relations and marketing techniques to mobilize public support and justify 
participation in the war.33 Posters disseminating the adversary's false image 
were extensively used as a propaganda technique at that time. According to the 
Library of Congress, both the Central and Allied powers circulated posters to 
mobilize support and strengthen public morale. During World Wars I and II, 
postcards were a highly effective propaganda tool, used to garner public 
sympathy and boost the morale of soldiers.34 Edward Bernays pointed out that 
during World Wars I and II, Germany and Britain conducted propaganda 
campaigns aimed at boosting the morale of their military officers. To achieve 
this, both countries utilized radio broadcasts, films, posters, cultural products 
and literature to spread a distorted and false image of the enemy.35

 Germany and France carried out organized campaigns encouraging the 
public to enlist in the army, undergo training and fight in the war, often using 
postcards as a medium. In 1916, the UK employed posters to recruit a large 
number of soldiers. Although women were not formally enlisted, they were 
strongly encouraged to support the war effort through various roles. 
Organizations such as the Young Women's Christian Association (YWCA) and 
the Red Cross played active roles in promoting and facilitating this 
involvement. Various organizations, including the Young Women's Christian 
Association (YWCA) and the Red Cross, played an active role in supporting 
the war effort. Additionally, Britain established the Women’s Land Army, 
which worked on farms to produce agricultural goods, especially during 

periods when many male farmers were away serving in the military.36

George Creel, a pioneer of modern propaganda and author of How We Advertise 
America, endorsed the involvement of women in agriculture as a vital measure 
to safeguard the country against food insecurity during the war.37 He was tasked 
by the US President Woodrow Wilson to establish a committee on public 
information to disseminate propaganda intended to shift the American public’s 
mindset toward becoming a patriotic and war-hungry nation.38 According to 
Noam Chomsky, the campaign succeeded as, within just six months, it turned 
the Pacific population into a hysterical and war-driven group eager to destroy 
anything connected to the Germans.39

Propaganda Warfare Techniques during the Cold War

 Propaganda warfare became more important in the Cold War era 
(1945-1991). States applied twofold techniques of propaganda during the Cold 
War which included: (i) use of soft power including culture, literature, art and 
films, to present their positive image and preserve their ideological beliefs; and 
(ii) use of proxy wars as a new strategy to expand propaganda in developing 
states. 

1. Soft Propaganda Warfare Techniques during the Cold War

 Soft propaganda warfare techniques employ soft power to shape 
perceptions, aiming to influence large audiences and achieve objectives 
through art, culture, film, literature and other forms of cultural expression.40 In 
1948, the extension department of Harding College (now Harding University) 
produced a short film called “Make Mine Freedom,” which highlighted the 
benefits of living in a capitalist society as opposed to a communist one.

 George Orwell’s novel Animal Farm, an allegory of the Soviet 
government, was adapted into an animated film in the 1950s as part of the 
CIA’s propaganda efforts. During the Cold War, espionage themes were also 
explored in popular media like the James Bond films and television series such 
as I Spy and The Man from UNCLE.41 George Orwell’s novel 1984, published 
in 1949, portrays a dystopian world controlled through propaganda and the 
constant fear of endless war, serves as a powerful metaphor for the Cold War 
era’s use of literature as a propaganda tool. Espionage novels also played a key 
role in Cold War literature, such as The Spy Who Loved Me, where an American 
collaborates with the Soviet counter-espionage agency SMERSH.42

 A former British intelligence officer with MI5, David Cornwell 
authored several novels under the pen name John le Carré, including The Spy 
Who Came in from the Cold. This novel portrays the enemy as ruthless while 
showcasing the expertise of spies.43 It is important to note that the CIA utilized 
a variety of academic and non-academic platforms to shape public perception. 
The agency published more than 20 magazines, hosted art exhibitions, 
organized prominent international conferences, operated a news and feature 
service, released numerous books, and sponsored public performances by 
anti-Russian musicians and artists to capture public attention.44

2. Hard Propaganda Warfare Techniques during the Cold War

 The US attracted developing countries by projecting itself as an 
advanced economic and military power and having a strong political and 
cultural influence. The US considered propaganda as an important tool to attain 
foreign policy objectives. US President Harry Truman called for a more 
vigorous propaganda campaign known as the Campaign of Truth. The start of 
the Korean War, a few weeks after Truman's speech, contributed to a rapid 
increase in the State Department's budget for information, from USD 20 
million in 1948 to USD 115 million in 1952. To organize American 

psychological warfare efforts, Truman established the Psychological Strategy 
Board in April 1951.45 The Board was assigned to conduct covert operations 
against the Soviet Union and its allies. 

 The objective of these psychological strategies was to expand US 
influence. It is important to highlight that, unlike the interwar period’s 
psychological operations, which were tied to military actions, Cold War 
psychological covert operations were conducted through non-military means. 
Trade and economic aid, diplomacy, threat of force and cultural and 
educational exchange programs were employed as new methods of propaganda 
warfare. Notably, George F. Kennan, then head of the State Department's 
Policy Planning Staff, developed a range of anti-communist propaganda tactics 
in 1948, which included subversion, black propaganda, economic warfare, 
psychological warfare, paramilitary operations, and support for underground 
resistance groups.46

 The CIA carried out numerous military operations employing hard 
propaganda techniques to fulfill its goals. They backed various revolutions and 
counter-revolutions that impacted electoral processes in third-world countries, 
overthrew multiple democratic and autocratic regimes, and promoted the US 
vision of the global order.47 To influence political developments globally, the 
CIA conducted both overt and covert military operations, especially in 
countries such as Italy, the Philippines, Iran, Guatemala, Indonesia, Cuba, 
Vietnam, Thailand, Chile, Iraq, and Angola.48

21st Century Propaganda Warfare: Rising Disinformation in the Age of 
Information

 The 21st century propaganda warfare merges traditional and modern 
methods, utilizing a wide range of communication tools such as the Internet 

and social media alongside older techniques like postcards. Many scholars have 
anticipated that disinformation would become a key tactic in future conflicts. In 
1970, Canadian theorist Marshall McLuhan predicted that World War III would 
be fought as a guerrilla information war, blurring the lines between military 
personnel and civilians.”49 In their 2001 book Networks and Netwars: The 
Future of Terror, Crime, and Militancy, John Arquilla and David Rosenfeld 
highlighted that the nature and results of conflicts are becoming increasingly 
reliant on information and communication technologies.50

1. Digital and Social Media Platforms

 The emergence of digital and social media platforms has revolutionized 
communication, breaking down barriers of geography and time. However, this 
democratization of information has also enabled the proliferation of 
propaganda warfare, allowing both state and non-state actors to exploit these 
platforms to manipulate, influence and manage the perceptions of the masses. 
Social media platforms like X, Instagram and Facebook have turned into a 
battleground for the dissemination of information. Fake accounts, bots and 
algorithms amplify specific narratives, giving the impression of broad support 
or opposition.

 Joseph Goebbels, Nazi minister of propaganda, famously said, “If you 
repeat and tell a lie long enough, it becomes the truth.”51 According to Castells, 
the rise in Internet usage and political agendas has created an international 
media ecology characterized by self-publication and easy access. As a result, 
the media employ propaganda to emphasize certain information while 
overlooking other details.52 The Russia-Ukraine conflict showcases the rising 
role of social media in modern warfare. Both sides have used social media 
platforms like Telegram, X and TikTok to spread their narratives. Russia 
employed bots and trolls to justify its actions, whereas Ukraine, on the other 
hand, leveraged social media to gain international sympathy and mobilize 
support. 

 According to Secretary General of Amnesty International Agnès 
Callamard, “In 2017, the Rohingya were killed, tortured, raped and displaced in 
the thousands as part of the Myanmar security forces’ campaign of ethnic 
cleansing. In the months and years leading up to the atrocities, Facebook’s 
algorithms intensified hatred against the Rohingya, which contributed to 
real-world violence.”53

 Countries are systematically enhancing their capacity to disseminate 
propaganda online and disinformation worldwide.54 India extensively utilizes 
social media platforms to promote anti-Pakistan narratives and provoke the 
Pakistani population. A notable example exposing India’s disinformation 
campaign against Pakistan is the EU DisinfoLab reports published in 2019 and 
2020.55 It exposed India’s fake news outlets operating across social and 
mainstream media, which actively lobbied international organizations and civil 
society against Pakistan.56 Leading this deceptive propaganda effort were 
India’s wire service company “Asian News International (ANI)” and the 
Delhi-based “Shrivastava Group,” which played a key role in managing 256 
anti-Pakistan websites disseminating false information across 65 countries 
since 2005.

 Deception through fake news, propaganda and disinformation was 
widely practiced by the Indian media in the aftermath of Pahalgam false flag 
operation leading up to the four-day war in May 2025, initiated by 
nuclear-armed India against nuclear-armed Pakistan. According to the 
UK-based The Economist magazine, “Indian TV news long ago relinquished 
membership of the reality-based community.”57 During Operation Sindoor, 
India falsely claimed that it had shot down Pakistan’s JF-17 Thunder and F-16 
aircraft,58 Indian navy had attacked Karachi port and Indian military had 

crossed the Line of Control (LoC). These claims turned out to be false and were 
part of India's state-sponsored propaganda campaign against Pakistan.

 To keep Indian people in the dark, the Indian government issued 
executive orders to X, ordering the platform to block more than 8,000 accounts 
in the country.59 According to the platform’s statement, the orders also 
demanded blocking access to accounts belonging to international news 
organizations and prominent X users in India. Accounts of Chinese state-run 
media outlets such as Xinhua News Agency and Global Times, as well as 
Türkiye’s TRT World, were among those restricted on X.60 These actions were 
part of India's broader efforts to control the official narrative and limit external 
influence during the heightened tensions following Pahalgam false flag 
operation. India’s fake news campaign also included a radiation leak in 
Pakistan, which was denied by the International Atomic Energy Agency.61

2. Deepfakes and AI-Generated Content

 The evolution of Artificial Intelligence (AI) has brought numerous 
advancements, but it has also ushered in powerful tools for deception. Among 
the most concerning developments is the rise of deepfakes and AI-generated 
content, which have become potent instruments in modern propaganda warfare. 
By blurring the lines between reality and fabrication, these tools can 
manipulate public opinion, undermine trust, and destabilize societies. 
Deepfakes are synthetic media, often videos or audio files, created using AI 
technologies like deep learning. AI-generated content extends beyond 
deepfakes to include text, images, and audio created by AI algorithms to 
simulate authentic communication or events. 

 Recent advancements have increased public access to deepfake 
technology, producing results that are alarmingly convincing. From videos 
showing politicians making inflammatory remarks to fabricated recordings of 

public figures in compromising situations, the potential for harm is enormous. 
According to the “Deepfake Statistics 2025: The Hidden Cyber Threat” 
deepfake files reached 8 million in 2025, up sharply from about 500,000 in 
2023, while deepfakes now account for around 40 % of all biometric fraud 
attempts and humans can accurately identify high-quality deepfake videos only 
about 24.5 % of the time highlighting how quickly synthetic media are 
proliferating and complicating fraud prevention and digital trust in 2025.62

 In the age of social media, misinformation spreads faster than ever. In 
2025, the University of California, in its DeepTrust Project, noted that 
deepfakes are now among the most potent tools for political manipulation, 
particularly in election campaigns.63

 A notable example of this manipulation came from the Philippines in 
2019, when a deepfake video featuring a key opposition leader, Maria Ressa, 
appeared to show her endorsing violence against political rivals. Despite being 
debunked, the video remained in circulation, sowing doubt and further 
polarizing the political landscape. The same report from the Atlantic Council 
noted that deepfakes were being used to influence elections in several 
countries, including India, where political deepfakes were deployed to attack 
key figures during campaigns.64

 In 2018, deepfakes of Barack Obama surfaced, showing him delivering 
a speech he never delivered.65 While it was created as a demonstration of the 
technology's dangers, it highlighted the potential to damage reputation and sow 
distrust in leadership. Political campaigns are prime targets for deepfakes 
propaganda. During the 2020 US presidential elections, concerns arose about 
deepfake videos being used to spread false narratives about candidates. Even 
the threat of such technologies being used caused public skepticism, 
highlighting their psychological impact on electoral processes. In 2022, amid 
the Russia-Ukraine conflict, a deepfake video surfaced showing Ukrainian 

President Volodymyr Zelensky falsely urging Ukrainian troops to surrender. 
Although the video was swiftly debunked, it highlighted the powerful potential 
of deepfakes to undermine morale in conflict zones.66 These examples suggest 
that deepfakes are widespread and readily accessible, with the potential to serve 
as a powerful weapon against both ordinary citizens and high-profile 
politicians.

Conclusion

 Propaganda warfare is the most widely used technique by states to 
manipulate and influence public opinion. During World Wars I and II, states 
used postcards for: (i) persuading people to join the army; (ii) raising morale; 
and (iii) raising funds for military. However, during the Cold War, propaganda 
warfare techniques underwent significant evolution, with a strategic integration 
of both hard and soft propaganda methods utilized as instruments to shape and 
influence public opinion.

 In the 21st century, propaganda warfare has become more sophisticated 
and pervasive, largely driven by digitalization and the rapid spread of 
information technologies. The rapid growth of social media platforms and 
advanced communication technologies has amplified the speed and scale at 
which disinformation spreads, eroding public trust and manipulating opinions. 
Tools like deepfake technology and AI-generated content have further blurred 
the lines between reality and fiction, making it challenging to distinguish 
credible information from fake narratives. These technological advancements 
have helped in weaponizing information to influence societies and destabilize 
adversaries to gain political outcomes.
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Introduction

 Propaganda is defined as “the planned use of any form of mass 
communication designed to influence the minds and emotions of a particular 
group for military, economic, or political purposes.”2 It has consistently served 
as a pivotal instrument from the 1st generation to the 5th generation of warfare. 
Propaganda warfare is employed not only during war but also in peacetime to 
shape perceptions, attitudes and behaviour. Dennis M. Murphy and James F. 
White have mentioned that shaping public perception in peacetime is just as 
important as having soldiers on the battlefield.3 

 Propaganda warfare techniques have long been employed to shape 
public perceptions, manipulate narratives and advance strategic political 
objectives. Martina Sprague, in her book titled The Propaganda of War: 
Personal Transformation and Search for Adventure,4 explains that propaganda 
manipulates public opinions and reshapes beliefs to achieve national 
objectives. Edward Bernays noted that during World Wars I and II, Western 
countries conducted propaganda campaigns among their military officers to 
boost their morale during war.5 These countries also used available media tools, 
including radio broadcasts, posters, films and cultural products to disseminate 
propaganda against the adversary. 

 During the Cold War, propaganda techniques were also used to promote 
capitalism and the communist school of thought by the US and USSR, 
respectively, thereby deepening the ideological division between the East and 
the West.6 To expand their sphere of influence, both countries provided 
financial, military and technical assistance to developing countries by signing 
bilateral and multilateral military pacts and alliances. 

 Propaganda warfare in the 21st century has undergone significant 
evolution, leveraging new technologies and strategies to shape public opinion. 

Social media platforms, such as Facebook, X and YouTube have begun to be 
used as powerful tools for disseminating propaganda. They enable rapid 
dissemination of information, often bypassing traditional electronic and print 
media outlets. Moreover, the advances in Artificial Intelligence (AI) have made 
it possible to generate highly realistic but fabricated videos and audio 
recordings, commonly referred to as deepfakes. These are being employed to 
disseminate false information or to discredit individuals or organizations. 
AI-powered bots and algorithms are also being used to amplify propaganda 
messages and manipulate online conversations. Foreign actors have been 
increasingly using propaganda techniques to interfere in elections around the 
world. This involves spreading disinformation about candidates or political 
parties, manipulating social media trends and hacking into computer systems to 
steal sensitive information. These developments provide impetus to study both 
historical and modern propaganda techniques of warfare, to understand the 
phenomenon and respond more effectively.

 The study focuses on: (i) examining the evolution of propaganda 
warfare in terms of objectives, narratives and dissemination strategies during 
World War I, World War II, and the Cold War; and (ii) analyzing the 
weaponization of propaganda in the contemporary digital information age 
through advanced technologies, particularly AI and deepfake technologies.

The Evolution of Propaganda Warfare

 According to the Collins Dictionary of International Relations, 
“Propaganda is information, frequently false information, that a political 
organisation disseminates or broadcasts to sway public opinion.”7 According to 
Britannica, propaganda is the dissemination of information, including facts, 
rumors, arguments, half-truths, and lies aimed at shaping public opinion.8 
These definitions underscore that propaganda is the selective and strategic use 
of information to manipulate attitudes, beliefs and behaviour in pursuit of 
political objectives.

 The word "Propaganda" was first used by Pope Gregory XV in 1622, 
when he established the Sacra Congregatio de Propaganda Fide (Sacred 

Congregation for Propagating the Faith) to spread Catholicism.9 At that time, 
missionaries used propaganda to disseminate religious beliefs among the 
public, but after World War I, states began to employ propaganda techniques 
for their own political interest, primarily in wartime. According to Bill 
Lambrecht, “In war, truth is a relative commodity and propaganda a staple of 
battle.”10 Various emperors have strategically employed propaganda tactics 
against their adversaries to gain a decisive edge in warfare. For instance, Philip 
II of Macedon, Xerxes I and Cyrus the Great effectively employed propaganda 
techniques for shaping public perceptions and securing victory in conflicts.11 

 The advent of radio, television and print and social media significantly 
amplified the reach and effectiveness of propaganda globally, enabling states to 
mobilize public support for getting entry into wars and to legitimize specific 
actions during wartime. The propaganda also helped to manage public opinion 
to deter adversary forces and to incite rebellion against the enemy. The role of 
Germany’s propaganda machinery, especially under the Nazi regime, serves as 
a historical benchmark for understanding the concept and connotation of 
propaganda warfare. In 1933, the Nazi government in Germany established the 
Ministry of Public Enlightenment and Propaganda, also known as the Ministry 
of Propaganda, under the leadership of Joseph Goebbels. It played a central role 
in Nazi Germany's propaganda efforts. Its objective was to control information, 
influence public opinion and strengthen the Nazi ideology.12

 In the modern era, propaganda warfare is driven by digital platforms, 
social media and emerging technologies that enable rapid manipulation of 
narratives and public opinion. States and non-state actors use online media, 
bots and disinformation to influence perceptions, weaken adversaries and 
justify political or military actions. This form of warfare operates below the 
threshold of armed conflict, making information a key weapon in modern 
strategic competition. According to the American Historical Association, 

“propaganda warfare is much more complex and adaptable in today's war, 
which combines political, economic, military and propaganda tactics.”13 

Harold Lasswell’s Theory of Political Propaganda 

 Harold Lasswell's theory of political propaganda helps in understanding 
propaganda warfare. This theory highlights the systematic shaping of public 
opinion by employing cultural and national symbols such as music, national 
flag, art and language. Lasswell mentioned that the task of the propagandists is 
to shape behaviours favourable to their national objectives and to counter 
hostile attitudes.14 He emphasized that managing perception in propaganda 
warfare is achieved by manipulating specific symbols.15

 Lasswell identified six essential elements of effective propaganda 
warfare. These include:16 (i) generating a sense of guilt and demoralization 
among enemy forces to weaken their will to fight; (ii) reinforcing confidence 
among soldiers and the general population by repeatedly invoking a glorious 
past and portraying victory as inevitable; (iii) clearly articulating the objectives 
and justification of war in ways that resonate with soldiers and civilians, often 
framed through appealing concepts such as freedom and democracy; (iv) 
strengthening the perception that the enemy bears sole responsibility for the 
outbreak of war; (v) strategically utilizing media platforms to disseminate false 
information about the adversary; and (vi) employing fear-inducing narratives 
that dehumanize the enemy, thereby legitimizing and encouraging violent 
actions. Collectively, these elements have formed the conceptual basis of both 
traditional propaganda practices and their contemporary manifestation.17

Propaganda Warfare Techniques 

 The US-based Institute of Propaganda Analysis (IPA) categorized seven 
propaganda warfare techniques in an article titled “We are Fooled by 

Propaganda.”18 These include: (i) Name-Calling; (ii) Glittering Generalities; 
(iii) Transfer of the Device; (iv) Testimonial; (v) Plain Folk; (vi) Card Stacking; 
and (vii) Bandwagon. 

 Propagandists employ the Name-Calling technique, where they attach 
derogatory labels to individuals or organizations to damage their reputation and 
strengthen existing negative views.19 Governments implement this strategy by 
leveraging all available media sources.20 The more frequently media outlets 
portray a group in a specific way, the more likely it is that such portrayals are 
guided or directed. For instance, labeling someone as a fascist, warmonger, 
radical or terrorist carries strong negative connotations and applying these 
labels can shape public perception and influence how others view them. States 
often equate freedom fighters with terrorists to legitimize their acts of 
suppression. Associating negative connotations with individuals or 
organizations has been a widespread tactic throughout history.

 During the inter-war period, the Nazis killed six million Jewish people 
in a systematic genocide, which is called the Holocaust.21 In the post 9/11 
period, Western countries portrayed Muslims as associated with terrorism, a 
narrative that was fueled by media portrayals, political rhetoric and 
counterterrorism policies. This conflation of Islam with extremism perpetuated 
stereotypes, fostering Islamophobia and marginalizing Muslim communities 
globally.22

 Glittering Generalities is a propaganda technique in which 
propagandists employ appealing, vague and fancy words or ideas to influence 

public opinion and advance their political objectives. This strategy relies on 
catchy slogans, broad generalizations and language associated with deeply held 
values and beliefs, while deliberately avoiding evidence or logical 
justification.23 The implication is consistently positive, even though the words 
and phrases are vague and may mean different things to different audiences. 
Because the language is ambiguous and imprecise, it remains largely 
meaningless and cannot be verified as either true or false.24 The propagandists 
may include government officials, journalists, politicians and social workers. 
For instance, India launched attack on Pakistan subsequent to Pahalgam false 
flag operation under the code name of Operation Sindoor, seeking to mobilize 
public support by invoking the narrative that the “Sindoor” (symbol of marital 
honor) would be restored.

 Propagandists use the technique of Transfer of Device in which they 
employ numerous culturally accepted symbols to encourage people to form 
associations and connections.25 They often employ symbols such as waving the 
flag to stir the public’s emotions and win their support. This technique is 
employed across multiple platforms including electronic, print and social 
media to amplify the agenda. Through this approach, propagandists highlight 
selected positive or negative traits of an individual, culture, religion or 
institution to make their narrative more persuasive and acceptable to the public.

 In the Testimonial propaganda technique, propagandists often rely on 
endorsements or statements from well-known personalities to build credibility 
and gain public support. Propagandists utilize testimonies of religious clerics, 
journalists, political thinkers and scholars for their own political objectives.26 In 
2024, Elon Musk endorsed Donald Trump’s presidential campaign, employing 
his influence, resources and platforms to bolster Trump’s candidacy. As a major 
donor, Musk contributed USD 277 million to Trump’s election campaign. He 

also utilized his social media platform X to endorse Trump publicly, especially 
after an assassination attempt on him during an election rally.27  

 Propagandists apply the Plain Folk technique to convince the public 
that a leader is loyal and came from a middle-class background. Propagandists 
use common language to persuade the audience to agree with their opinion.28 
For example, Indian Prime Minister Narendra Modi frequently mentions his 
past as a tea seller (Chaiwala) to connect with the common people.29 Similarly, 
US President Barack Obama often referred to his upbringing by a single mother 
and grandparents to relate to middle-class Americans. 

 Another technique is Card Stacking, in which propagandists selectively 
present facts that favour their viewpoint and attempt to convince the audience 
of their validity.30 Since it does not provide the audience with the complete 
information to make an informed choice, card stacking is the most intricate 
technique to identify. The audience is unable to identify the gaps in 
information. For example, Narendra Modi has frequently highlighted India’s 
GDP growth and large-scale infrastructure development under his leadership, 
while simultaneously downplaying persistent challenges such as rising 
unemployment and the adverse economic consequences of demonetization. 

 Bandwagon propaganda is a strategy that persuades individuals to 
conform by suggesting that a belief or action is widely accepted and followed 
by others. It appeals to the human desire to fit in or belong to the majority.31 
Donald Trump used the slogan “Make America Great Again” during rallies 
filled with enthusiastic supporters, to create an impression that majority of 
Americans were aligned with his vision. Barack Obama’s campaign slogan 

“Yes We Can” implied collective action, encouraging voters to join the 
widespread movement for change.32

Propaganda Warfare Techniques during World Wars I and II

 According to Kingsbury, World War I marked the beginning of 20th 
century propaganda warfare, characterized by the systematic use of public 
relations and marketing techniques to mobilize public support and justify 
participation in the war.33 Posters disseminating the adversary's false image 
were extensively used as a propaganda technique at that time. According to the 
Library of Congress, both the Central and Allied powers circulated posters to 
mobilize support and strengthen public morale. During World Wars I and II, 
postcards were a highly effective propaganda tool, used to garner public 
sympathy and boost the morale of soldiers.34 Edward Bernays pointed out that 
during World Wars I and II, Germany and Britain conducted propaganda 
campaigns aimed at boosting the morale of their military officers. To achieve 
this, both countries utilized radio broadcasts, films, posters, cultural products 
and literature to spread a distorted and false image of the enemy.35

 Germany and France carried out organized campaigns encouraging the 
public to enlist in the army, undergo training and fight in the war, often using 
postcards as a medium. In 1916, the UK employed posters to recruit a large 
number of soldiers. Although women were not formally enlisted, they were 
strongly encouraged to support the war effort through various roles. 
Organizations such as the Young Women's Christian Association (YWCA) and 
the Red Cross played active roles in promoting and facilitating this 
involvement. Various organizations, including the Young Women's Christian 
Association (YWCA) and the Red Cross, played an active role in supporting 
the war effort. Additionally, Britain established the Women’s Land Army, 
which worked on farms to produce agricultural goods, especially during 

periods when many male farmers were away serving in the military.36

George Creel, a pioneer of modern propaganda and author of How We Advertise 
America, endorsed the involvement of women in agriculture as a vital measure 
to safeguard the country against food insecurity during the war.37 He was tasked 
by the US President Woodrow Wilson to establish a committee on public 
information to disseminate propaganda intended to shift the American public’s 
mindset toward becoming a patriotic and war-hungry nation.38 According to 
Noam Chomsky, the campaign succeeded as, within just six months, it turned 
the Pacific population into a hysterical and war-driven group eager to destroy 
anything connected to the Germans.39

Propaganda Warfare Techniques during the Cold War

 Propaganda warfare became more important in the Cold War era 
(1945-1991). States applied twofold techniques of propaganda during the Cold 
War which included: (i) use of soft power including culture, literature, art and 
films, to present their positive image and preserve their ideological beliefs; and 
(ii) use of proxy wars as a new strategy to expand propaganda in developing 
states. 

1. Soft Propaganda Warfare Techniques during the Cold War

 Soft propaganda warfare techniques employ soft power to shape 
perceptions, aiming to influence large audiences and achieve objectives 
through art, culture, film, literature and other forms of cultural expression.40 In 
1948, the extension department of Harding College (now Harding University) 
produced a short film called “Make Mine Freedom,” which highlighted the 
benefits of living in a capitalist society as opposed to a communist one.

 George Orwell’s novel Animal Farm, an allegory of the Soviet 
government, was adapted into an animated film in the 1950s as part of the 
CIA’s propaganda efforts. During the Cold War, espionage themes were also 
explored in popular media like the James Bond films and television series such 
as I Spy and The Man from UNCLE.41 George Orwell’s novel 1984, published 
in 1949, portrays a dystopian world controlled through propaganda and the 
constant fear of endless war, serves as a powerful metaphor for the Cold War 
era’s use of literature as a propaganda tool. Espionage novels also played a key 
role in Cold War literature, such as The Spy Who Loved Me, where an American 
collaborates with the Soviet counter-espionage agency SMERSH.42

 A former British intelligence officer with MI5, David Cornwell 
authored several novels under the pen name John le Carré, including The Spy 
Who Came in from the Cold. This novel portrays the enemy as ruthless while 
showcasing the expertise of spies.43 It is important to note that the CIA utilized 
a variety of academic and non-academic platforms to shape public perception. 
The agency published more than 20 magazines, hosted art exhibitions, 
organized prominent international conferences, operated a news and feature 
service, released numerous books, and sponsored public performances by 
anti-Russian musicians and artists to capture public attention.44

2. Hard Propaganda Warfare Techniques during the Cold War

 The US attracted developing countries by projecting itself as an 
advanced economic and military power and having a strong political and 
cultural influence. The US considered propaganda as an important tool to attain 
foreign policy objectives. US President Harry Truman called for a more 
vigorous propaganda campaign known as the Campaign of Truth. The start of 
the Korean War, a few weeks after Truman's speech, contributed to a rapid 
increase in the State Department's budget for information, from USD 20 
million in 1948 to USD 115 million in 1952. To organize American 

psychological warfare efforts, Truman established the Psychological Strategy 
Board in April 1951.45 The Board was assigned to conduct covert operations 
against the Soviet Union and its allies. 

 The objective of these psychological strategies was to expand US 
influence. It is important to highlight that, unlike the interwar period’s 
psychological operations, which were tied to military actions, Cold War 
psychological covert operations were conducted through non-military means. 
Trade and economic aid, diplomacy, threat of force and cultural and 
educational exchange programs were employed as new methods of propaganda 
warfare. Notably, George F. Kennan, then head of the State Department's 
Policy Planning Staff, developed a range of anti-communist propaganda tactics 
in 1948, which included subversion, black propaganda, economic warfare, 
psychological warfare, paramilitary operations, and support for underground 
resistance groups.46

 The CIA carried out numerous military operations employing hard 
propaganda techniques to fulfill its goals. They backed various revolutions and 
counter-revolutions that impacted electoral processes in third-world countries, 
overthrew multiple democratic and autocratic regimes, and promoted the US 
vision of the global order.47 To influence political developments globally, the 
CIA conducted both overt and covert military operations, especially in 
countries such as Italy, the Philippines, Iran, Guatemala, Indonesia, Cuba, 
Vietnam, Thailand, Chile, Iraq, and Angola.48

21st Century Propaganda Warfare: Rising Disinformation in the Age of 
Information

 The 21st century propaganda warfare merges traditional and modern 
methods, utilizing a wide range of communication tools such as the Internet 

and social media alongside older techniques like postcards. Many scholars have 
anticipated that disinformation would become a key tactic in future conflicts. In 
1970, Canadian theorist Marshall McLuhan predicted that World War III would 
be fought as a guerrilla information war, blurring the lines between military 
personnel and civilians.”49 In their 2001 book Networks and Netwars: The 
Future of Terror, Crime, and Militancy, John Arquilla and David Rosenfeld 
highlighted that the nature and results of conflicts are becoming increasingly 
reliant on information and communication technologies.50

1. Digital and Social Media Platforms

 The emergence of digital and social media platforms has revolutionized 
communication, breaking down barriers of geography and time. However, this 
democratization of information has also enabled the proliferation of 
propaganda warfare, allowing both state and non-state actors to exploit these 
platforms to manipulate, influence and manage the perceptions of the masses. 
Social media platforms like X, Instagram and Facebook have turned into a 
battleground for the dissemination of information. Fake accounts, bots and 
algorithms amplify specific narratives, giving the impression of broad support 
or opposition.

 Joseph Goebbels, Nazi minister of propaganda, famously said, “If you 
repeat and tell a lie long enough, it becomes the truth.”51 According to Castells, 
the rise in Internet usage and political agendas has created an international 
media ecology characterized by self-publication and easy access. As a result, 
the media employ propaganda to emphasize certain information while 
overlooking other details.52 The Russia-Ukraine conflict showcases the rising 
role of social media in modern warfare. Both sides have used social media 
platforms like Telegram, X and TikTok to spread their narratives. Russia 
employed bots and trolls to justify its actions, whereas Ukraine, on the other 
hand, leveraged social media to gain international sympathy and mobilize 
support. 

 According to Secretary General of Amnesty International Agnès 
Callamard, “In 2017, the Rohingya were killed, tortured, raped and displaced in 
the thousands as part of the Myanmar security forces’ campaign of ethnic 
cleansing. In the months and years leading up to the atrocities, Facebook’s 
algorithms intensified hatred against the Rohingya, which contributed to 
real-world violence.”53

 Countries are systematically enhancing their capacity to disseminate 
propaganda online and disinformation worldwide.54 India extensively utilizes 
social media platforms to promote anti-Pakistan narratives and provoke the 
Pakistani population. A notable example exposing India’s disinformation 
campaign against Pakistan is the EU DisinfoLab reports published in 2019 and 
2020.55 It exposed India’s fake news outlets operating across social and 
mainstream media, which actively lobbied international organizations and civil 
society against Pakistan.56 Leading this deceptive propaganda effort were 
India’s wire service company “Asian News International (ANI)” and the 
Delhi-based “Shrivastava Group,” which played a key role in managing 256 
anti-Pakistan websites disseminating false information across 65 countries 
since 2005.

 Deception through fake news, propaganda and disinformation was 
widely practiced by the Indian media in the aftermath of Pahalgam false flag 
operation leading up to the four-day war in May 2025, initiated by 
nuclear-armed India against nuclear-armed Pakistan. According to the 
UK-based The Economist magazine, “Indian TV news long ago relinquished 
membership of the reality-based community.”57 During Operation Sindoor, 
India falsely claimed that it had shot down Pakistan’s JF-17 Thunder and F-16 
aircraft,58 Indian navy had attacked Karachi port and Indian military had 

crossed the Line of Control (LoC). These claims turned out to be false and were 
part of India's state-sponsored propaganda campaign against Pakistan.

 To keep Indian people in the dark, the Indian government issued 
executive orders to X, ordering the platform to block more than 8,000 accounts 
in the country.59 According to the platform’s statement, the orders also 
demanded blocking access to accounts belonging to international news 
organizations and prominent X users in India. Accounts of Chinese state-run 
media outlets such as Xinhua News Agency and Global Times, as well as 
Türkiye’s TRT World, were among those restricted on X.60 These actions were 
part of India's broader efforts to control the official narrative and limit external 
influence during the heightened tensions following Pahalgam false flag 
operation. India’s fake news campaign also included a radiation leak in 
Pakistan, which was denied by the International Atomic Energy Agency.61

2. Deepfakes and AI-Generated Content

 The evolution of Artificial Intelligence (AI) has brought numerous 
advancements, but it has also ushered in powerful tools for deception. Among 
the most concerning developments is the rise of deepfakes and AI-generated 
content, which have become potent instruments in modern propaganda warfare. 
By blurring the lines between reality and fabrication, these tools can 
manipulate public opinion, undermine trust, and destabilize societies. 
Deepfakes are synthetic media, often videos or audio files, created using AI 
technologies like deep learning. AI-generated content extends beyond 
deepfakes to include text, images, and audio created by AI algorithms to 
simulate authentic communication or events. 

 Recent advancements have increased public access to deepfake 
technology, producing results that are alarmingly convincing. From videos 
showing politicians making inflammatory remarks to fabricated recordings of 

public figures in compromising situations, the potential for harm is enormous. 
According to the “Deepfake Statistics 2025: The Hidden Cyber Threat” 
deepfake files reached 8 million in 2025, up sharply from about 500,000 in 
2023, while deepfakes now account for around 40 % of all biometric fraud 
attempts and humans can accurately identify high-quality deepfake videos only 
about 24.5 % of the time highlighting how quickly synthetic media are 
proliferating and complicating fraud prevention and digital trust in 2025.62

 In the age of social media, misinformation spreads faster than ever. In 
2025, the University of California, in its DeepTrust Project, noted that 
deepfakes are now among the most potent tools for political manipulation, 
particularly in election campaigns.63

 A notable example of this manipulation came from the Philippines in 
2019, when a deepfake video featuring a key opposition leader, Maria Ressa, 
appeared to show her endorsing violence against political rivals. Despite being 
debunked, the video remained in circulation, sowing doubt and further 
polarizing the political landscape. The same report from the Atlantic Council 
noted that deepfakes were being used to influence elections in several 
countries, including India, where political deepfakes were deployed to attack 
key figures during campaigns.64

 In 2018, deepfakes of Barack Obama surfaced, showing him delivering 
a speech he never delivered.65 While it was created as a demonstration of the 
technology's dangers, it highlighted the potential to damage reputation and sow 
distrust in leadership. Political campaigns are prime targets for deepfakes 
propaganda. During the 2020 US presidential elections, concerns arose about 
deepfake videos being used to spread false narratives about candidates. Even 
the threat of such technologies being used caused public skepticism, 
highlighting their psychological impact on electoral processes. In 2022, amid 
the Russia-Ukraine conflict, a deepfake video surfaced showing Ukrainian 

President Volodymyr Zelensky falsely urging Ukrainian troops to surrender. 
Although the video was swiftly debunked, it highlighted the powerful potential 
of deepfakes to undermine morale in conflict zones.66 These examples suggest 
that deepfakes are widespread and readily accessible, with the potential to serve 
as a powerful weapon against both ordinary citizens and high-profile 
politicians.

Conclusion

 Propaganda warfare is the most widely used technique by states to 
manipulate and influence public opinion. During World Wars I and II, states 
used postcards for: (i) persuading people to join the army; (ii) raising morale; 
and (iii) raising funds for military. However, during the Cold War, propaganda 
warfare techniques underwent significant evolution, with a strategic integration 
of both hard and soft propaganda methods utilized as instruments to shape and 
influence public opinion.

 In the 21st century, propaganda warfare has become more sophisticated 
and pervasive, largely driven by digitalization and the rapid spread of 
information technologies. The rapid growth of social media platforms and 
advanced communication technologies has amplified the speed and scale at 
which disinformation spreads, eroding public trust and manipulating opinions. 
Tools like deepfake technology and AI-generated content have further blurred 
the lines between reality and fiction, making it challenging to distinguish 
credible information from fake narratives. These technological advancements 
have helped in weaponizing information to influence societies and destabilize 
adversaries to gain political outcomes.
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Introduction

 Propaganda is defined as “the planned use of any form of mass 
communication designed to influence the minds and emotions of a particular 
group for military, economic, or political purposes.”2 It has consistently served 
as a pivotal instrument from the 1st generation to the 5th generation of warfare. 
Propaganda warfare is employed not only during war but also in peacetime to 
shape perceptions, attitudes and behaviour. Dennis M. Murphy and James F. 
White have mentioned that shaping public perception in peacetime is just as 
important as having soldiers on the battlefield.3 

 Propaganda warfare techniques have long been employed to shape 
public perceptions, manipulate narratives and advance strategic political 
objectives. Martina Sprague, in her book titled The Propaganda of War: 
Personal Transformation and Search for Adventure,4 explains that propaganda 
manipulates public opinions and reshapes beliefs to achieve national 
objectives. Edward Bernays noted that during World Wars I and II, Western 
countries conducted propaganda campaigns among their military officers to 
boost their morale during war.5 These countries also used available media tools, 
including radio broadcasts, posters, films and cultural products to disseminate 
propaganda against the adversary. 

 During the Cold War, propaganda techniques were also used to promote 
capitalism and the communist school of thought by the US and USSR, 
respectively, thereby deepening the ideological division between the East and 
the West.6 To expand their sphere of influence, both countries provided 
financial, military and technical assistance to developing countries by signing 
bilateral and multilateral military pacts and alliances. 

 Propaganda warfare in the 21st century has undergone significant 
evolution, leveraging new technologies and strategies to shape public opinion. 

Social media platforms, such as Facebook, X and YouTube have begun to be 
used as powerful tools for disseminating propaganda. They enable rapid 
dissemination of information, often bypassing traditional electronic and print 
media outlets. Moreover, the advances in Artificial Intelligence (AI) have made 
it possible to generate highly realistic but fabricated videos and audio 
recordings, commonly referred to as deepfakes. These are being employed to 
disseminate false information or to discredit individuals or organizations. 
AI-powered bots and algorithms are also being used to amplify propaganda 
messages and manipulate online conversations. Foreign actors have been 
increasingly using propaganda techniques to interfere in elections around the 
world. This involves spreading disinformation about candidates or political 
parties, manipulating social media trends and hacking into computer systems to 
steal sensitive information. These developments provide impetus to study both 
historical and modern propaganda techniques of warfare, to understand the 
phenomenon and respond more effectively.

 The study focuses on: (i) examining the evolution of propaganda 
warfare in terms of objectives, narratives and dissemination strategies during 
World War I, World War II, and the Cold War; and (ii) analyzing the 
weaponization of propaganda in the contemporary digital information age 
through advanced technologies, particularly AI and deepfake technologies.

The Evolution of Propaganda Warfare

 According to the Collins Dictionary of International Relations, 
“Propaganda is information, frequently false information, that a political 
organisation disseminates or broadcasts to sway public opinion.”7 According to 
Britannica, propaganda is the dissemination of information, including facts, 
rumors, arguments, half-truths, and lies aimed at shaping public opinion.8 
These definitions underscore that propaganda is the selective and strategic use 
of information to manipulate attitudes, beliefs and behaviour in pursuit of 
political objectives.

 The word "Propaganda" was first used by Pope Gregory XV in 1622, 
when he established the Sacra Congregatio de Propaganda Fide (Sacred 

Congregation for Propagating the Faith) to spread Catholicism.9 At that time, 
missionaries used propaganda to disseminate religious beliefs among the 
public, but after World War I, states began to employ propaganda techniques 
for their own political interest, primarily in wartime. According to Bill 
Lambrecht, “In war, truth is a relative commodity and propaganda a staple of 
battle.”10 Various emperors have strategically employed propaganda tactics 
against their adversaries to gain a decisive edge in warfare. For instance, Philip 
II of Macedon, Xerxes I and Cyrus the Great effectively employed propaganda 
techniques for shaping public perceptions and securing victory in conflicts.11 

 The advent of radio, television and print and social media significantly 
amplified the reach and effectiveness of propaganda globally, enabling states to 
mobilize public support for getting entry into wars and to legitimize specific 
actions during wartime. The propaganda also helped to manage public opinion 
to deter adversary forces and to incite rebellion against the enemy. The role of 
Germany’s propaganda machinery, especially under the Nazi regime, serves as 
a historical benchmark for understanding the concept and connotation of 
propaganda warfare. In 1933, the Nazi government in Germany established the 
Ministry of Public Enlightenment and Propaganda, also known as the Ministry 
of Propaganda, under the leadership of Joseph Goebbels. It played a central role 
in Nazi Germany's propaganda efforts. Its objective was to control information, 
influence public opinion and strengthen the Nazi ideology.12

 In the modern era, propaganda warfare is driven by digital platforms, 
social media and emerging technologies that enable rapid manipulation of 
narratives and public opinion. States and non-state actors use online media, 
bots and disinformation to influence perceptions, weaken adversaries and 
justify political or military actions. This form of warfare operates below the 
threshold of armed conflict, making information a key weapon in modern 
strategic competition. According to the American Historical Association, 

“propaganda warfare is much more complex and adaptable in today's war, 
which combines political, economic, military and propaganda tactics.”13 

Harold Lasswell’s Theory of Political Propaganda 

 Harold Lasswell's theory of political propaganda helps in understanding 
propaganda warfare. This theory highlights the systematic shaping of public 
opinion by employing cultural and national symbols such as music, national 
flag, art and language. Lasswell mentioned that the task of the propagandists is 
to shape behaviours favourable to their national objectives and to counter 
hostile attitudes.14 He emphasized that managing perception in propaganda 
warfare is achieved by manipulating specific symbols.15

 Lasswell identified six essential elements of effective propaganda 
warfare. These include:16 (i) generating a sense of guilt and demoralization 
among enemy forces to weaken their will to fight; (ii) reinforcing confidence 
among soldiers and the general population by repeatedly invoking a glorious 
past and portraying victory as inevitable; (iii) clearly articulating the objectives 
and justification of war in ways that resonate with soldiers and civilians, often 
framed through appealing concepts such as freedom and democracy; (iv) 
strengthening the perception that the enemy bears sole responsibility for the 
outbreak of war; (v) strategically utilizing media platforms to disseminate false 
information about the adversary; and (vi) employing fear-inducing narratives 
that dehumanize the enemy, thereby legitimizing and encouraging violent 
actions. Collectively, these elements have formed the conceptual basis of both 
traditional propaganda practices and their contemporary manifestation.17

Propaganda Warfare Techniques 

 The US-based Institute of Propaganda Analysis (IPA) categorized seven 
propaganda warfare techniques in an article titled “We are Fooled by 

Propaganda.”18 These include: (i) Name-Calling; (ii) Glittering Generalities; 
(iii) Transfer of the Device; (iv) Testimonial; (v) Plain Folk; (vi) Card Stacking; 
and (vii) Bandwagon. 

 Propagandists employ the Name-Calling technique, where they attach 
derogatory labels to individuals or organizations to damage their reputation and 
strengthen existing negative views.19 Governments implement this strategy by 
leveraging all available media sources.20 The more frequently media outlets 
portray a group in a specific way, the more likely it is that such portrayals are 
guided or directed. For instance, labeling someone as a fascist, warmonger, 
radical or terrorist carries strong negative connotations and applying these 
labels can shape public perception and influence how others view them. States 
often equate freedom fighters with terrorists to legitimize their acts of 
suppression. Associating negative connotations with individuals or 
organizations has been a widespread tactic throughout history.

 During the inter-war period, the Nazis killed six million Jewish people 
in a systematic genocide, which is called the Holocaust.21 In the post 9/11 
period, Western countries portrayed Muslims as associated with terrorism, a 
narrative that was fueled by media portrayals, political rhetoric and 
counterterrorism policies. This conflation of Islam with extremism perpetuated 
stereotypes, fostering Islamophobia and marginalizing Muslim communities 
globally.22

 Glittering Generalities is a propaganda technique in which 
propagandists employ appealing, vague and fancy words or ideas to influence 

public opinion and advance their political objectives. This strategy relies on 
catchy slogans, broad generalizations and language associated with deeply held 
values and beliefs, while deliberately avoiding evidence or logical 
justification.23 The implication is consistently positive, even though the words 
and phrases are vague and may mean different things to different audiences. 
Because the language is ambiguous and imprecise, it remains largely 
meaningless and cannot be verified as either true or false.24 The propagandists 
may include government officials, journalists, politicians and social workers. 
For instance, India launched attack on Pakistan subsequent to Pahalgam false 
flag operation under the code name of Operation Sindoor, seeking to mobilize 
public support by invoking the narrative that the “Sindoor” (symbol of marital 
honor) would be restored.

 Propagandists use the technique of Transfer of Device in which they 
employ numerous culturally accepted symbols to encourage people to form 
associations and connections.25 They often employ symbols such as waving the 
flag to stir the public’s emotions and win their support. This technique is 
employed across multiple platforms including electronic, print and social 
media to amplify the agenda. Through this approach, propagandists highlight 
selected positive or negative traits of an individual, culture, religion or 
institution to make their narrative more persuasive and acceptable to the public.

 In the Testimonial propaganda technique, propagandists often rely on 
endorsements or statements from well-known personalities to build credibility 
and gain public support. Propagandists utilize testimonies of religious clerics, 
journalists, political thinkers and scholars for their own political objectives.26 In 
2024, Elon Musk endorsed Donald Trump’s presidential campaign, employing 
his influence, resources and platforms to bolster Trump’s candidacy. As a major 
donor, Musk contributed USD 277 million to Trump’s election campaign. He 

also utilized his social media platform X to endorse Trump publicly, especially 
after an assassination attempt on him during an election rally.27  

 Propagandists apply the Plain Folk technique to convince the public 
that a leader is loyal and came from a middle-class background. Propagandists 
use common language to persuade the audience to agree with their opinion.28 
For example, Indian Prime Minister Narendra Modi frequently mentions his 
past as a tea seller (Chaiwala) to connect with the common people.29 Similarly, 
US President Barack Obama often referred to his upbringing by a single mother 
and grandparents to relate to middle-class Americans. 

 Another technique is Card Stacking, in which propagandists selectively 
present facts that favour their viewpoint and attempt to convince the audience 
of their validity.30 Since it does not provide the audience with the complete 
information to make an informed choice, card stacking is the most intricate 
technique to identify. The audience is unable to identify the gaps in 
information. For example, Narendra Modi has frequently highlighted India’s 
GDP growth and large-scale infrastructure development under his leadership, 
while simultaneously downplaying persistent challenges such as rising 
unemployment and the adverse economic consequences of demonetization. 

 Bandwagon propaganda is a strategy that persuades individuals to 
conform by suggesting that a belief or action is widely accepted and followed 
by others. It appeals to the human desire to fit in or belong to the majority.31 
Donald Trump used the slogan “Make America Great Again” during rallies 
filled with enthusiastic supporters, to create an impression that majority of 
Americans were aligned with his vision. Barack Obama’s campaign slogan 

“Yes We Can” implied collective action, encouraging voters to join the 
widespread movement for change.32

Propaganda Warfare Techniques during World Wars I and II

 According to Kingsbury, World War I marked the beginning of 20th 
century propaganda warfare, characterized by the systematic use of public 
relations and marketing techniques to mobilize public support and justify 
participation in the war.33 Posters disseminating the adversary's false image 
were extensively used as a propaganda technique at that time. According to the 
Library of Congress, both the Central and Allied powers circulated posters to 
mobilize support and strengthen public morale. During World Wars I and II, 
postcards were a highly effective propaganda tool, used to garner public 
sympathy and boost the morale of soldiers.34 Edward Bernays pointed out that 
during World Wars I and II, Germany and Britain conducted propaganda 
campaigns aimed at boosting the morale of their military officers. To achieve 
this, both countries utilized radio broadcasts, films, posters, cultural products 
and literature to spread a distorted and false image of the enemy.35

 Germany and France carried out organized campaigns encouraging the 
public to enlist in the army, undergo training and fight in the war, often using 
postcards as a medium. In 1916, the UK employed posters to recruit a large 
number of soldiers. Although women were not formally enlisted, they were 
strongly encouraged to support the war effort through various roles. 
Organizations such as the Young Women's Christian Association (YWCA) and 
the Red Cross played active roles in promoting and facilitating this 
involvement. Various organizations, including the Young Women's Christian 
Association (YWCA) and the Red Cross, played an active role in supporting 
the war effort. Additionally, Britain established the Women’s Land Army, 
which worked on farms to produce agricultural goods, especially during 

periods when many male farmers were away serving in the military.36

George Creel, a pioneer of modern propaganda and author of How We Advertise 
America, endorsed the involvement of women in agriculture as a vital measure 
to safeguard the country against food insecurity during the war.37 He was tasked 
by the US President Woodrow Wilson to establish a committee on public 
information to disseminate propaganda intended to shift the American public’s 
mindset toward becoming a patriotic and war-hungry nation.38 According to 
Noam Chomsky, the campaign succeeded as, within just six months, it turned 
the Pacific population into a hysterical and war-driven group eager to destroy 
anything connected to the Germans.39

Propaganda Warfare Techniques during the Cold War

 Propaganda warfare became more important in the Cold War era 
(1945-1991). States applied twofold techniques of propaganda during the Cold 
War which included: (i) use of soft power including culture, literature, art and 
films, to present their positive image and preserve their ideological beliefs; and 
(ii) use of proxy wars as a new strategy to expand propaganda in developing 
states. 

1. Soft Propaganda Warfare Techniques during the Cold War

 Soft propaganda warfare techniques employ soft power to shape 
perceptions, aiming to influence large audiences and achieve objectives 
through art, culture, film, literature and other forms of cultural expression.40 In 
1948, the extension department of Harding College (now Harding University) 
produced a short film called “Make Mine Freedom,” which highlighted the 
benefits of living in a capitalist society as opposed to a communist one.

 George Orwell’s novel Animal Farm, an allegory of the Soviet 
government, was adapted into an animated film in the 1950s as part of the 
CIA’s propaganda efforts. During the Cold War, espionage themes were also 
explored in popular media like the James Bond films and television series such 
as I Spy and The Man from UNCLE.41 George Orwell’s novel 1984, published 
in 1949, portrays a dystopian world controlled through propaganda and the 
constant fear of endless war, serves as a powerful metaphor for the Cold War 
era’s use of literature as a propaganda tool. Espionage novels also played a key 
role in Cold War literature, such as The Spy Who Loved Me, where an American 
collaborates with the Soviet counter-espionage agency SMERSH.42

 A former British intelligence officer with MI5, David Cornwell 
authored several novels under the pen name John le Carré, including The Spy 
Who Came in from the Cold. This novel portrays the enemy as ruthless while 
showcasing the expertise of spies.43 It is important to note that the CIA utilized 
a variety of academic and non-academic platforms to shape public perception. 
The agency published more than 20 magazines, hosted art exhibitions, 
organized prominent international conferences, operated a news and feature 
service, released numerous books, and sponsored public performances by 
anti-Russian musicians and artists to capture public attention.44

2. Hard Propaganda Warfare Techniques during the Cold War

 The US attracted developing countries by projecting itself as an 
advanced economic and military power and having a strong political and 
cultural influence. The US considered propaganda as an important tool to attain 
foreign policy objectives. US President Harry Truman called for a more 
vigorous propaganda campaign known as the Campaign of Truth. The start of 
the Korean War, a few weeks after Truman's speech, contributed to a rapid 
increase in the State Department's budget for information, from USD 20 
million in 1948 to USD 115 million in 1952. To organize American 

psychological warfare efforts, Truman established the Psychological Strategy 
Board in April 1951.45 The Board was assigned to conduct covert operations 
against the Soviet Union and its allies. 

 The objective of these psychological strategies was to expand US 
influence. It is important to highlight that, unlike the interwar period’s 
psychological operations, which were tied to military actions, Cold War 
psychological covert operations were conducted through non-military means. 
Trade and economic aid, diplomacy, threat of force and cultural and 
educational exchange programs were employed as new methods of propaganda 
warfare. Notably, George F. Kennan, then head of the State Department's 
Policy Planning Staff, developed a range of anti-communist propaganda tactics 
in 1948, which included subversion, black propaganda, economic warfare, 
psychological warfare, paramilitary operations, and support for underground 
resistance groups.46

 The CIA carried out numerous military operations employing hard 
propaganda techniques to fulfill its goals. They backed various revolutions and 
counter-revolutions that impacted electoral processes in third-world countries, 
overthrew multiple democratic and autocratic regimes, and promoted the US 
vision of the global order.47 To influence political developments globally, the 
CIA conducted both overt and covert military operations, especially in 
countries such as Italy, the Philippines, Iran, Guatemala, Indonesia, Cuba, 
Vietnam, Thailand, Chile, Iraq, and Angola.48

21st Century Propaganda Warfare: Rising Disinformation in the Age of 
Information

 The 21st century propaganda warfare merges traditional and modern 
methods, utilizing a wide range of communication tools such as the Internet 

and social media alongside older techniques like postcards. Many scholars have 
anticipated that disinformation would become a key tactic in future conflicts. In 
1970, Canadian theorist Marshall McLuhan predicted that World War III would 
be fought as a guerrilla information war, blurring the lines between military 
personnel and civilians.”49 In their 2001 book Networks and Netwars: The 
Future of Terror, Crime, and Militancy, John Arquilla and David Rosenfeld 
highlighted that the nature and results of conflicts are becoming increasingly 
reliant on information and communication technologies.50

1. Digital and Social Media Platforms

 The emergence of digital and social media platforms has revolutionized 
communication, breaking down barriers of geography and time. However, this 
democratization of information has also enabled the proliferation of 
propaganda warfare, allowing both state and non-state actors to exploit these 
platforms to manipulate, influence and manage the perceptions of the masses. 
Social media platforms like X, Instagram and Facebook have turned into a 
battleground for the dissemination of information. Fake accounts, bots and 
algorithms amplify specific narratives, giving the impression of broad support 
or opposition.

 Joseph Goebbels, Nazi minister of propaganda, famously said, “If you 
repeat and tell a lie long enough, it becomes the truth.”51 According to Castells, 
the rise in Internet usage and political agendas has created an international 
media ecology characterized by self-publication and easy access. As a result, 
the media employ propaganda to emphasize certain information while 
overlooking other details.52 The Russia-Ukraine conflict showcases the rising 
role of social media in modern warfare. Both sides have used social media 
platforms like Telegram, X and TikTok to spread their narratives. Russia 
employed bots and trolls to justify its actions, whereas Ukraine, on the other 
hand, leveraged social media to gain international sympathy and mobilize 
support. 

 According to Secretary General of Amnesty International Agnès 
Callamard, “In 2017, the Rohingya were killed, tortured, raped and displaced in 
the thousands as part of the Myanmar security forces’ campaign of ethnic 
cleansing. In the months and years leading up to the atrocities, Facebook’s 
algorithms intensified hatred against the Rohingya, which contributed to 
real-world violence.”53

 Countries are systematically enhancing their capacity to disseminate 
propaganda online and disinformation worldwide.54 India extensively utilizes 
social media platforms to promote anti-Pakistan narratives and provoke the 
Pakistani population. A notable example exposing India’s disinformation 
campaign against Pakistan is the EU DisinfoLab reports published in 2019 and 
2020.55 It exposed India’s fake news outlets operating across social and 
mainstream media, which actively lobbied international organizations and civil 
society against Pakistan.56 Leading this deceptive propaganda effort were 
India’s wire service company “Asian News International (ANI)” and the 
Delhi-based “Shrivastava Group,” which played a key role in managing 256 
anti-Pakistan websites disseminating false information across 65 countries 
since 2005.

 Deception through fake news, propaganda and disinformation was 
widely practiced by the Indian media in the aftermath of Pahalgam false flag 
operation leading up to the four-day war in May 2025, initiated by 
nuclear-armed India against nuclear-armed Pakistan. According to the 
UK-based The Economist magazine, “Indian TV news long ago relinquished 
membership of the reality-based community.”57 During Operation Sindoor, 
India falsely claimed that it had shot down Pakistan’s JF-17 Thunder and F-16 
aircraft,58 Indian navy had attacked Karachi port and Indian military had 

crossed the Line of Control (LoC). These claims turned out to be false and were 
part of India's state-sponsored propaganda campaign against Pakistan.

 To keep Indian people in the dark, the Indian government issued 
executive orders to X, ordering the platform to block more than 8,000 accounts 
in the country.59 According to the platform’s statement, the orders also 
demanded blocking access to accounts belonging to international news 
organizations and prominent X users in India. Accounts of Chinese state-run 
media outlets such as Xinhua News Agency and Global Times, as well as 
Türkiye’s TRT World, were among those restricted on X.60 These actions were 
part of India's broader efforts to control the official narrative and limit external 
influence during the heightened tensions following Pahalgam false flag 
operation. India’s fake news campaign also included a radiation leak in 
Pakistan, which was denied by the International Atomic Energy Agency.61

2. Deepfakes and AI-Generated Content

 The evolution of Artificial Intelligence (AI) has brought numerous 
advancements, but it has also ushered in powerful tools for deception. Among 
the most concerning developments is the rise of deepfakes and AI-generated 
content, which have become potent instruments in modern propaganda warfare. 
By blurring the lines between reality and fabrication, these tools can 
manipulate public opinion, undermine trust, and destabilize societies. 
Deepfakes are synthetic media, often videos or audio files, created using AI 
technologies like deep learning. AI-generated content extends beyond 
deepfakes to include text, images, and audio created by AI algorithms to 
simulate authentic communication or events. 

 Recent advancements have increased public access to deepfake 
technology, producing results that are alarmingly convincing. From videos 
showing politicians making inflammatory remarks to fabricated recordings of 

public figures in compromising situations, the potential for harm is enormous. 
According to the “Deepfake Statistics 2025: The Hidden Cyber Threat” 
deepfake files reached 8 million in 2025, up sharply from about 500,000 in 
2023, while deepfakes now account for around 40 % of all biometric fraud 
attempts and humans can accurately identify high-quality deepfake videos only 
about 24.5 % of the time highlighting how quickly synthetic media are 
proliferating and complicating fraud prevention and digital trust in 2025.62

 In the age of social media, misinformation spreads faster than ever. In 
2025, the University of California, in its DeepTrust Project, noted that 
deepfakes are now among the most potent tools for political manipulation, 
particularly in election campaigns.63

 A notable example of this manipulation came from the Philippines in 
2019, when a deepfake video featuring a key opposition leader, Maria Ressa, 
appeared to show her endorsing violence against political rivals. Despite being 
debunked, the video remained in circulation, sowing doubt and further 
polarizing the political landscape. The same report from the Atlantic Council 
noted that deepfakes were being used to influence elections in several 
countries, including India, where political deepfakes were deployed to attack 
key figures during campaigns.64

 In 2018, deepfakes of Barack Obama surfaced, showing him delivering 
a speech he never delivered.65 While it was created as a demonstration of the 
technology's dangers, it highlighted the potential to damage reputation and sow 
distrust in leadership. Political campaigns are prime targets for deepfakes 
propaganda. During the 2020 US presidential elections, concerns arose about 
deepfake videos being used to spread false narratives about candidates. Even 
the threat of such technologies being used caused public skepticism, 
highlighting their psychological impact on electoral processes. In 2022, amid 
the Russia-Ukraine conflict, a deepfake video surfaced showing Ukrainian 

President Volodymyr Zelensky falsely urging Ukrainian troops to surrender. 
Although the video was swiftly debunked, it highlighted the powerful potential 
of deepfakes to undermine morale in conflict zones.66 These examples suggest 
that deepfakes are widespread and readily accessible, with the potential to serve 
as a powerful weapon against both ordinary citizens and high-profile 
politicians.

Conclusion

 Propaganda warfare is the most widely used technique by states to 
manipulate and influence public opinion. During World Wars I and II, states 
used postcards for: (i) persuading people to join the army; (ii) raising morale; 
and (iii) raising funds for military. However, during the Cold War, propaganda 
warfare techniques underwent significant evolution, with a strategic integration 
of both hard and soft propaganda methods utilized as instruments to shape and 
influence public opinion.

 In the 21st century, propaganda warfare has become more sophisticated 
and pervasive, largely driven by digitalization and the rapid spread of 
information technologies. The rapid growth of social media platforms and 
advanced communication technologies has amplified the speed and scale at 
which disinformation spreads, eroding public trust and manipulating opinions. 
Tools like deepfake technology and AI-generated content have further blurred 
the lines between reality and fiction, making it challenging to distinguish 
credible information from fake narratives. These technological advancements 
have helped in weaponizing information to influence societies and destabilize 
adversaries to gain political outcomes.
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Introduction

 Propaganda is defined as “the planned use of any form of mass 
communication designed to influence the minds and emotions of a particular 
group for military, economic, or political purposes.”2 It has consistently served 
as a pivotal instrument from the 1st generation to the 5th generation of warfare. 
Propaganda warfare is employed not only during war but also in peacetime to 
shape perceptions, attitudes and behaviour. Dennis M. Murphy and James F. 
White have mentioned that shaping public perception in peacetime is just as 
important as having soldiers on the battlefield.3 

 Propaganda warfare techniques have long been employed to shape 
public perceptions, manipulate narratives and advance strategic political 
objectives. Martina Sprague, in her book titled The Propaganda of War: 
Personal Transformation and Search for Adventure,4 explains that propaganda 
manipulates public opinions and reshapes beliefs to achieve national 
objectives. Edward Bernays noted that during World Wars I and II, Western 
countries conducted propaganda campaigns among their military officers to 
boost their morale during war.5 These countries also used available media tools, 
including radio broadcasts, posters, films and cultural products to disseminate 
propaganda against the adversary. 

 During the Cold War, propaganda techniques were also used to promote 
capitalism and the communist school of thought by the US and USSR, 
respectively, thereby deepening the ideological division between the East and 
the West.6 To expand their sphere of influence, both countries provided 
financial, military and technical assistance to developing countries by signing 
bilateral and multilateral military pacts and alliances. 

 Propaganda warfare in the 21st century has undergone significant 
evolution, leveraging new technologies and strategies to shape public opinion. 

Social media platforms, such as Facebook, X and YouTube have begun to be 
used as powerful tools for disseminating propaganda. They enable rapid 
dissemination of information, often bypassing traditional electronic and print 
media outlets. Moreover, the advances in Artificial Intelligence (AI) have made 
it possible to generate highly realistic but fabricated videos and audio 
recordings, commonly referred to as deepfakes. These are being employed to 
disseminate false information or to discredit individuals or organizations. 
AI-powered bots and algorithms are also being used to amplify propaganda 
messages and manipulate online conversations. Foreign actors have been 
increasingly using propaganda techniques to interfere in elections around the 
world. This involves spreading disinformation about candidates or political 
parties, manipulating social media trends and hacking into computer systems to 
steal sensitive information. These developments provide impetus to study both 
historical and modern propaganda techniques of warfare, to understand the 
phenomenon and respond more effectively.

 The study focuses on: (i) examining the evolution of propaganda 
warfare in terms of objectives, narratives and dissemination strategies during 
World War I, World War II, and the Cold War; and (ii) analyzing the 
weaponization of propaganda in the contemporary digital information age 
through advanced technologies, particularly AI and deepfake technologies.

The Evolution of Propaganda Warfare

 According to the Collins Dictionary of International Relations, 
“Propaganda is information, frequently false information, that a political 
organisation disseminates or broadcasts to sway public opinion.”7 According to 
Britannica, propaganda is the dissemination of information, including facts, 
rumors, arguments, half-truths, and lies aimed at shaping public opinion.8 
These definitions underscore that propaganda is the selective and strategic use 
of information to manipulate attitudes, beliefs and behaviour in pursuit of 
political objectives.

 The word "Propaganda" was first used by Pope Gregory XV in 1622, 
when he established the Sacra Congregatio de Propaganda Fide (Sacred 

Congregation for Propagating the Faith) to spread Catholicism.9 At that time, 
missionaries used propaganda to disseminate religious beliefs among the 
public, but after World War I, states began to employ propaganda techniques 
for their own political interest, primarily in wartime. According to Bill 
Lambrecht, “In war, truth is a relative commodity and propaganda a staple of 
battle.”10 Various emperors have strategically employed propaganda tactics 
against their adversaries to gain a decisive edge in warfare. For instance, Philip 
II of Macedon, Xerxes I and Cyrus the Great effectively employed propaganda 
techniques for shaping public perceptions and securing victory in conflicts.11 

 The advent of radio, television and print and social media significantly 
amplified the reach and effectiveness of propaganda globally, enabling states to 
mobilize public support for getting entry into wars and to legitimize specific 
actions during wartime. The propaganda also helped to manage public opinion 
to deter adversary forces and to incite rebellion against the enemy. The role of 
Germany’s propaganda machinery, especially under the Nazi regime, serves as 
a historical benchmark for understanding the concept and connotation of 
propaganda warfare. In 1933, the Nazi government in Germany established the 
Ministry of Public Enlightenment and Propaganda, also known as the Ministry 
of Propaganda, under the leadership of Joseph Goebbels. It played a central role 
in Nazi Germany's propaganda efforts. Its objective was to control information, 
influence public opinion and strengthen the Nazi ideology.12

 In the modern era, propaganda warfare is driven by digital platforms, 
social media and emerging technologies that enable rapid manipulation of 
narratives and public opinion. States and non-state actors use online media, 
bots and disinformation to influence perceptions, weaken adversaries and 
justify political or military actions. This form of warfare operates below the 
threshold of armed conflict, making information a key weapon in modern 
strategic competition. According to the American Historical Association, 

“propaganda warfare is much more complex and adaptable in today's war, 
which combines political, economic, military and propaganda tactics.”13 

Harold Lasswell’s Theory of Political Propaganda 

 Harold Lasswell's theory of political propaganda helps in understanding 
propaganda warfare. This theory highlights the systematic shaping of public 
opinion by employing cultural and national symbols such as music, national 
flag, art and language. Lasswell mentioned that the task of the propagandists is 
to shape behaviours favourable to their national objectives and to counter 
hostile attitudes.14 He emphasized that managing perception in propaganda 
warfare is achieved by manipulating specific symbols.15

 Lasswell identified six essential elements of effective propaganda 
warfare. These include:16 (i) generating a sense of guilt and demoralization 
among enemy forces to weaken their will to fight; (ii) reinforcing confidence 
among soldiers and the general population by repeatedly invoking a glorious 
past and portraying victory as inevitable; (iii) clearly articulating the objectives 
and justification of war in ways that resonate with soldiers and civilians, often 
framed through appealing concepts such as freedom and democracy; (iv) 
strengthening the perception that the enemy bears sole responsibility for the 
outbreak of war; (v) strategically utilizing media platforms to disseminate false 
information about the adversary; and (vi) employing fear-inducing narratives 
that dehumanize the enemy, thereby legitimizing and encouraging violent 
actions. Collectively, these elements have formed the conceptual basis of both 
traditional propaganda practices and their contemporary manifestation.17

Propaganda Warfare Techniques 

 The US-based Institute of Propaganda Analysis (IPA) categorized seven 
propaganda warfare techniques in an article titled “We are Fooled by 

Propaganda.”18 These include: (i) Name-Calling; (ii) Glittering Generalities; 
(iii) Transfer of the Device; (iv) Testimonial; (v) Plain Folk; (vi) Card Stacking; 
and (vii) Bandwagon. 

 Propagandists employ the Name-Calling technique, where they attach 
derogatory labels to individuals or organizations to damage their reputation and 
strengthen existing negative views.19 Governments implement this strategy by 
leveraging all available media sources.20 The more frequently media outlets 
portray a group in a specific way, the more likely it is that such portrayals are 
guided or directed. For instance, labeling someone as a fascist, warmonger, 
radical or terrorist carries strong negative connotations and applying these 
labels can shape public perception and influence how others view them. States 
often equate freedom fighters with terrorists to legitimize their acts of 
suppression. Associating negative connotations with individuals or 
organizations has been a widespread tactic throughout history.

 During the inter-war period, the Nazis killed six million Jewish people 
in a systematic genocide, which is called the Holocaust.21 In the post 9/11 
period, Western countries portrayed Muslims as associated with terrorism, a 
narrative that was fueled by media portrayals, political rhetoric and 
counterterrorism policies. This conflation of Islam with extremism perpetuated 
stereotypes, fostering Islamophobia and marginalizing Muslim communities 
globally.22

 Glittering Generalities is a propaganda technique in which 
propagandists employ appealing, vague and fancy words or ideas to influence 

public opinion and advance their political objectives. This strategy relies on 
catchy slogans, broad generalizations and language associated with deeply held 
values and beliefs, while deliberately avoiding evidence or logical 
justification.23 The implication is consistently positive, even though the words 
and phrases are vague and may mean different things to different audiences. 
Because the language is ambiguous and imprecise, it remains largely 
meaningless and cannot be verified as either true or false.24 The propagandists 
may include government officials, journalists, politicians and social workers. 
For instance, India launched attack on Pakistan subsequent to Pahalgam false 
flag operation under the code name of Operation Sindoor, seeking to mobilize 
public support by invoking the narrative that the “Sindoor” (symbol of marital 
honor) would be restored.

 Propagandists use the technique of Transfer of Device in which they 
employ numerous culturally accepted symbols to encourage people to form 
associations and connections.25 They often employ symbols such as waving the 
flag to stir the public’s emotions and win their support. This technique is 
employed across multiple platforms including electronic, print and social 
media to amplify the agenda. Through this approach, propagandists highlight 
selected positive or negative traits of an individual, culture, religion or 
institution to make their narrative more persuasive and acceptable to the public.

 In the Testimonial propaganda technique, propagandists often rely on 
endorsements or statements from well-known personalities to build credibility 
and gain public support. Propagandists utilize testimonies of religious clerics, 
journalists, political thinkers and scholars for their own political objectives.26 In 
2024, Elon Musk endorsed Donald Trump’s presidential campaign, employing 
his influence, resources and platforms to bolster Trump’s candidacy. As a major 
donor, Musk contributed USD 277 million to Trump’s election campaign. He 

also utilized his social media platform X to endorse Trump publicly, especially 
after an assassination attempt on him during an election rally.27  

 Propagandists apply the Plain Folk technique to convince the public 
that a leader is loyal and came from a middle-class background. Propagandists 
use common language to persuade the audience to agree with their opinion.28 
For example, Indian Prime Minister Narendra Modi frequently mentions his 
past as a tea seller (Chaiwala) to connect with the common people.29 Similarly, 
US President Barack Obama often referred to his upbringing by a single mother 
and grandparents to relate to middle-class Americans. 

 Another technique is Card Stacking, in which propagandists selectively 
present facts that favour their viewpoint and attempt to convince the audience 
of their validity.30 Since it does not provide the audience with the complete 
information to make an informed choice, card stacking is the most intricate 
technique to identify. The audience is unable to identify the gaps in 
information. For example, Narendra Modi has frequently highlighted India’s 
GDP growth and large-scale infrastructure development under his leadership, 
while simultaneously downplaying persistent challenges such as rising 
unemployment and the adverse economic consequences of demonetization. 

 Bandwagon propaganda is a strategy that persuades individuals to 
conform by suggesting that a belief or action is widely accepted and followed 
by others. It appeals to the human desire to fit in or belong to the majority.31 
Donald Trump used the slogan “Make America Great Again” during rallies 
filled with enthusiastic supporters, to create an impression that majority of 
Americans were aligned with his vision. Barack Obama’s campaign slogan 

“Yes We Can” implied collective action, encouraging voters to join the 
widespread movement for change.32

Propaganda Warfare Techniques during World Wars I and II

 According to Kingsbury, World War I marked the beginning of 20th 
century propaganda warfare, characterized by the systematic use of public 
relations and marketing techniques to mobilize public support and justify 
participation in the war.33 Posters disseminating the adversary's false image 
were extensively used as a propaganda technique at that time. According to the 
Library of Congress, both the Central and Allied powers circulated posters to 
mobilize support and strengthen public morale. During World Wars I and II, 
postcards were a highly effective propaganda tool, used to garner public 
sympathy and boost the morale of soldiers.34 Edward Bernays pointed out that 
during World Wars I and II, Germany and Britain conducted propaganda 
campaigns aimed at boosting the morale of their military officers. To achieve 
this, both countries utilized radio broadcasts, films, posters, cultural products 
and literature to spread a distorted and false image of the enemy.35

 Germany and France carried out organized campaigns encouraging the 
public to enlist in the army, undergo training and fight in the war, often using 
postcards as a medium. In 1916, the UK employed posters to recruit a large 
number of soldiers. Although women were not formally enlisted, they were 
strongly encouraged to support the war effort through various roles. 
Organizations such as the Young Women's Christian Association (YWCA) and 
the Red Cross played active roles in promoting and facilitating this 
involvement. Various organizations, including the Young Women's Christian 
Association (YWCA) and the Red Cross, played an active role in supporting 
the war effort. Additionally, Britain established the Women’s Land Army, 
which worked on farms to produce agricultural goods, especially during 

periods when many male farmers were away serving in the military.36

George Creel, a pioneer of modern propaganda and author of How We Advertise 
America, endorsed the involvement of women in agriculture as a vital measure 
to safeguard the country against food insecurity during the war.37 He was tasked 
by the US President Woodrow Wilson to establish a committee on public 
information to disseminate propaganda intended to shift the American public’s 
mindset toward becoming a patriotic and war-hungry nation.38 According to 
Noam Chomsky, the campaign succeeded as, within just six months, it turned 
the Pacific population into a hysterical and war-driven group eager to destroy 
anything connected to the Germans.39

Propaganda Warfare Techniques during the Cold War

 Propaganda warfare became more important in the Cold War era 
(1945-1991). States applied twofold techniques of propaganda during the Cold 
War which included: (i) use of soft power including culture, literature, art and 
films, to present their positive image and preserve their ideological beliefs; and 
(ii) use of proxy wars as a new strategy to expand propaganda in developing 
states. 

1. Soft Propaganda Warfare Techniques during the Cold War

 Soft propaganda warfare techniques employ soft power to shape 
perceptions, aiming to influence large audiences and achieve objectives 
through art, culture, film, literature and other forms of cultural expression.40 In 
1948, the extension department of Harding College (now Harding University) 
produced a short film called “Make Mine Freedom,” which highlighted the 
benefits of living in a capitalist society as opposed to a communist one.

 George Orwell’s novel Animal Farm, an allegory of the Soviet 
government, was adapted into an animated film in the 1950s as part of the 
CIA’s propaganda efforts. During the Cold War, espionage themes were also 
explored in popular media like the James Bond films and television series such 
as I Spy and The Man from UNCLE.41 George Orwell’s novel 1984, published 
in 1949, portrays a dystopian world controlled through propaganda and the 
constant fear of endless war, serves as a powerful metaphor for the Cold War 
era’s use of literature as a propaganda tool. Espionage novels also played a key 
role in Cold War literature, such as The Spy Who Loved Me, where an American 
collaborates with the Soviet counter-espionage agency SMERSH.42

 A former British intelligence officer with MI5, David Cornwell 
authored several novels under the pen name John le Carré, including The Spy 
Who Came in from the Cold. This novel portrays the enemy as ruthless while 
showcasing the expertise of spies.43 It is important to note that the CIA utilized 
a variety of academic and non-academic platforms to shape public perception. 
The agency published more than 20 magazines, hosted art exhibitions, 
organized prominent international conferences, operated a news and feature 
service, released numerous books, and sponsored public performances by 
anti-Russian musicians and artists to capture public attention.44

2. Hard Propaganda Warfare Techniques during the Cold War

 The US attracted developing countries by projecting itself as an 
advanced economic and military power and having a strong political and 
cultural influence. The US considered propaganda as an important tool to attain 
foreign policy objectives. US President Harry Truman called for a more 
vigorous propaganda campaign known as the Campaign of Truth. The start of 
the Korean War, a few weeks after Truman's speech, contributed to a rapid 
increase in the State Department's budget for information, from USD 20 
million in 1948 to USD 115 million in 1952. To organize American 

psychological warfare efforts, Truman established the Psychological Strategy 
Board in April 1951.45 The Board was assigned to conduct covert operations 
against the Soviet Union and its allies. 

 The objective of these psychological strategies was to expand US 
influence. It is important to highlight that, unlike the interwar period’s 
psychological operations, which were tied to military actions, Cold War 
psychological covert operations were conducted through non-military means. 
Trade and economic aid, diplomacy, threat of force and cultural and 
educational exchange programs were employed as new methods of propaganda 
warfare. Notably, George F. Kennan, then head of the State Department's 
Policy Planning Staff, developed a range of anti-communist propaganda tactics 
in 1948, which included subversion, black propaganda, economic warfare, 
psychological warfare, paramilitary operations, and support for underground 
resistance groups.46

 The CIA carried out numerous military operations employing hard 
propaganda techniques to fulfill its goals. They backed various revolutions and 
counter-revolutions that impacted electoral processes in third-world countries, 
overthrew multiple democratic and autocratic regimes, and promoted the US 
vision of the global order.47 To influence political developments globally, the 
CIA conducted both overt and covert military operations, especially in 
countries such as Italy, the Philippines, Iran, Guatemala, Indonesia, Cuba, 
Vietnam, Thailand, Chile, Iraq, and Angola.48

21st Century Propaganda Warfare: Rising Disinformation in the Age of 
Information

 The 21st century propaganda warfare merges traditional and modern 
methods, utilizing a wide range of communication tools such as the Internet 

and social media alongside older techniques like postcards. Many scholars have 
anticipated that disinformation would become a key tactic in future conflicts. In 
1970, Canadian theorist Marshall McLuhan predicted that World War III would 
be fought as a guerrilla information war, blurring the lines between military 
personnel and civilians.”49 In their 2001 book Networks and Netwars: The 
Future of Terror, Crime, and Militancy, John Arquilla and David Rosenfeld 
highlighted that the nature and results of conflicts are becoming increasingly 
reliant on information and communication technologies.50

1. Digital and Social Media Platforms

 The emergence of digital and social media platforms has revolutionized 
communication, breaking down barriers of geography and time. However, this 
democratization of information has also enabled the proliferation of 
propaganda warfare, allowing both state and non-state actors to exploit these 
platforms to manipulate, influence and manage the perceptions of the masses. 
Social media platforms like X, Instagram and Facebook have turned into a 
battleground for the dissemination of information. Fake accounts, bots and 
algorithms amplify specific narratives, giving the impression of broad support 
or opposition.

 Joseph Goebbels, Nazi minister of propaganda, famously said, “If you 
repeat and tell a lie long enough, it becomes the truth.”51 According to Castells, 
the rise in Internet usage and political agendas has created an international 
media ecology characterized by self-publication and easy access. As a result, 
the media employ propaganda to emphasize certain information while 
overlooking other details.52 The Russia-Ukraine conflict showcases the rising 
role of social media in modern warfare. Both sides have used social media 
platforms like Telegram, X and TikTok to spread their narratives. Russia 
employed bots and trolls to justify its actions, whereas Ukraine, on the other 
hand, leveraged social media to gain international sympathy and mobilize 
support. 

 According to Secretary General of Amnesty International Agnès 
Callamard, “In 2017, the Rohingya were killed, tortured, raped and displaced in 
the thousands as part of the Myanmar security forces’ campaign of ethnic 
cleansing. In the months and years leading up to the atrocities, Facebook’s 
algorithms intensified hatred against the Rohingya, which contributed to 
real-world violence.”53

 Countries are systematically enhancing their capacity to disseminate 
propaganda online and disinformation worldwide.54 India extensively utilizes 
social media platforms to promote anti-Pakistan narratives and provoke the 
Pakistani population. A notable example exposing India’s disinformation 
campaign against Pakistan is the EU DisinfoLab reports published in 2019 and 
2020.55 It exposed India’s fake news outlets operating across social and 
mainstream media, which actively lobbied international organizations and civil 
society against Pakistan.56 Leading this deceptive propaganda effort were 
India’s wire service company “Asian News International (ANI)” and the 
Delhi-based “Shrivastava Group,” which played a key role in managing 256 
anti-Pakistan websites disseminating false information across 65 countries 
since 2005.

 Deception through fake news, propaganda and disinformation was 
widely practiced by the Indian media in the aftermath of Pahalgam false flag 
operation leading up to the four-day war in May 2025, initiated by 
nuclear-armed India against nuclear-armed Pakistan. According to the 
UK-based The Economist magazine, “Indian TV news long ago relinquished 
membership of the reality-based community.”57 During Operation Sindoor, 
India falsely claimed that it had shot down Pakistan’s JF-17 Thunder and F-16 
aircraft,58 Indian navy had attacked Karachi port and Indian military had 

crossed the Line of Control (LoC). These claims turned out to be false and were 
part of India's state-sponsored propaganda campaign against Pakistan.

 To keep Indian people in the dark, the Indian government issued 
executive orders to X, ordering the platform to block more than 8,000 accounts 
in the country.59 According to the platform’s statement, the orders also 
demanded blocking access to accounts belonging to international news 
organizations and prominent X users in India. Accounts of Chinese state-run 
media outlets such as Xinhua News Agency and Global Times, as well as 
Türkiye’s TRT World, were among those restricted on X.60 These actions were 
part of India's broader efforts to control the official narrative and limit external 
influence during the heightened tensions following Pahalgam false flag 
operation. India’s fake news campaign also included a radiation leak in 
Pakistan, which was denied by the International Atomic Energy Agency.61

2. Deepfakes and AI-Generated Content

 The evolution of Artificial Intelligence (AI) has brought numerous 
advancements, but it has also ushered in powerful tools for deception. Among 
the most concerning developments is the rise of deepfakes and AI-generated 
content, which have become potent instruments in modern propaganda warfare. 
By blurring the lines between reality and fabrication, these tools can 
manipulate public opinion, undermine trust, and destabilize societies. 
Deepfakes are synthetic media, often videos or audio files, created using AI 
technologies like deep learning. AI-generated content extends beyond 
deepfakes to include text, images, and audio created by AI algorithms to 
simulate authentic communication or events. 

 Recent advancements have increased public access to deepfake 
technology, producing results that are alarmingly convincing. From videos 
showing politicians making inflammatory remarks to fabricated recordings of 

public figures in compromising situations, the potential for harm is enormous. 
According to the “Deepfake Statistics 2025: The Hidden Cyber Threat” 
deepfake files reached 8 million in 2025, up sharply from about 500,000 in 
2023, while deepfakes now account for around 40 % of all biometric fraud 
attempts and humans can accurately identify high-quality deepfake videos only 
about 24.5 % of the time highlighting how quickly synthetic media are 
proliferating and complicating fraud prevention and digital trust in 2025.62

 In the age of social media, misinformation spreads faster than ever. In 
2025, the University of California, in its DeepTrust Project, noted that 
deepfakes are now among the most potent tools for political manipulation, 
particularly in election campaigns.63

 A notable example of this manipulation came from the Philippines in 
2019, when a deepfake video featuring a key opposition leader, Maria Ressa, 
appeared to show her endorsing violence against political rivals. Despite being 
debunked, the video remained in circulation, sowing doubt and further 
polarizing the political landscape. The same report from the Atlantic Council 
noted that deepfakes were being used to influence elections in several 
countries, including India, where political deepfakes were deployed to attack 
key figures during campaigns.64

 In 2018, deepfakes of Barack Obama surfaced, showing him delivering 
a speech he never delivered.65 While it was created as a demonstration of the 
technology's dangers, it highlighted the potential to damage reputation and sow 
distrust in leadership. Political campaigns are prime targets for deepfakes 
propaganda. During the 2020 US presidential elections, concerns arose about 
deepfake videos being used to spread false narratives about candidates. Even 
the threat of such technologies being used caused public skepticism, 
highlighting their psychological impact on electoral processes. In 2022, amid 
the Russia-Ukraine conflict, a deepfake video surfaced showing Ukrainian 

President Volodymyr Zelensky falsely urging Ukrainian troops to surrender. 
Although the video was swiftly debunked, it highlighted the powerful potential 
of deepfakes to undermine morale in conflict zones.66 These examples suggest 
that deepfakes are widespread and readily accessible, with the potential to serve 
as a powerful weapon against both ordinary citizens and high-profile 
politicians.

Conclusion

 Propaganda warfare is the most widely used technique by states to 
manipulate and influence public opinion. During World Wars I and II, states 
used postcards for: (i) persuading people to join the army; (ii) raising morale; 
and (iii) raising funds for military. However, during the Cold War, propaganda 
warfare techniques underwent significant evolution, with a strategic integration 
of both hard and soft propaganda methods utilized as instruments to shape and 
influence public opinion.

 In the 21st century, propaganda warfare has become more sophisticated 
and pervasive, largely driven by digitalization and the rapid spread of 
information technologies. The rapid growth of social media platforms and 
advanced communication technologies has amplified the speed and scale at 
which disinformation spreads, eroding public trust and manipulating opinions. 
Tools like deepfake technology and AI-generated content have further blurred 
the lines between reality and fiction, making it challenging to distinguish 
credible information from fake narratives. These technological advancements 
have helped in weaponizing information to influence societies and destabilize 
adversaries to gain political outcomes.
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Introduction

 Propaganda is defined as “the planned use of any form of mass 
communication designed to influence the minds and emotions of a particular 
group for military, economic, or political purposes.”2 It has consistently served 
as a pivotal instrument from the 1st generation to the 5th generation of warfare. 
Propaganda warfare is employed not only during war but also in peacetime to 
shape perceptions, attitudes and behaviour. Dennis M. Murphy and James F. 
White have mentioned that shaping public perception in peacetime is just as 
important as having soldiers on the battlefield.3 

 Propaganda warfare techniques have long been employed to shape 
public perceptions, manipulate narratives and advance strategic political 
objectives. Martina Sprague, in her book titled The Propaganda of War: 
Personal Transformation and Search for Adventure,4 explains that propaganda 
manipulates public opinions and reshapes beliefs to achieve national 
objectives. Edward Bernays noted that during World Wars I and II, Western 
countries conducted propaganda campaigns among their military officers to 
boost their morale during war.5 These countries also used available media tools, 
including radio broadcasts, posters, films and cultural products to disseminate 
propaganda against the adversary. 

 During the Cold War, propaganda techniques were also used to promote 
capitalism and the communist school of thought by the US and USSR, 
respectively, thereby deepening the ideological division between the East and 
the West.6 To expand their sphere of influence, both countries provided 
financial, military and technical assistance to developing countries by signing 
bilateral and multilateral military pacts and alliances. 

 Propaganda warfare in the 21st century has undergone significant 
evolution, leveraging new technologies and strategies to shape public opinion. 

Social media platforms, such as Facebook, X and YouTube have begun to be 
used as powerful tools for disseminating propaganda. They enable rapid 
dissemination of information, often bypassing traditional electronic and print 
media outlets. Moreover, the advances in Artificial Intelligence (AI) have made 
it possible to generate highly realistic but fabricated videos and audio 
recordings, commonly referred to as deepfakes. These are being employed to 
disseminate false information or to discredit individuals or organizations. 
AI-powered bots and algorithms are also being used to amplify propaganda 
messages and manipulate online conversations. Foreign actors have been 
increasingly using propaganda techniques to interfere in elections around the 
world. This involves spreading disinformation about candidates or political 
parties, manipulating social media trends and hacking into computer systems to 
steal sensitive information. These developments provide impetus to study both 
historical and modern propaganda techniques of warfare, to understand the 
phenomenon and respond more effectively.

 The study focuses on: (i) examining the evolution of propaganda 
warfare in terms of objectives, narratives and dissemination strategies during 
World War I, World War II, and the Cold War; and (ii) analyzing the 
weaponization of propaganda in the contemporary digital information age 
through advanced technologies, particularly AI and deepfake technologies.

The Evolution of Propaganda Warfare

 According to the Collins Dictionary of International Relations, 
“Propaganda is information, frequently false information, that a political 
organisation disseminates or broadcasts to sway public opinion.”7 According to 
Britannica, propaganda is the dissemination of information, including facts, 
rumors, arguments, half-truths, and lies aimed at shaping public opinion.8 
These definitions underscore that propaganda is the selective and strategic use 
of information to manipulate attitudes, beliefs and behaviour in pursuit of 
political objectives.

 The word "Propaganda" was first used by Pope Gregory XV in 1622, 
when he established the Sacra Congregatio de Propaganda Fide (Sacred 

Congregation for Propagating the Faith) to spread Catholicism.9 At that time, 
missionaries used propaganda to disseminate religious beliefs among the 
public, but after World War I, states began to employ propaganda techniques 
for their own political interest, primarily in wartime. According to Bill 
Lambrecht, “In war, truth is a relative commodity and propaganda a staple of 
battle.”10 Various emperors have strategically employed propaganda tactics 
against their adversaries to gain a decisive edge in warfare. For instance, Philip 
II of Macedon, Xerxes I and Cyrus the Great effectively employed propaganda 
techniques for shaping public perceptions and securing victory in conflicts.11 

 The advent of radio, television and print and social media significantly 
amplified the reach and effectiveness of propaganda globally, enabling states to 
mobilize public support for getting entry into wars and to legitimize specific 
actions during wartime. The propaganda also helped to manage public opinion 
to deter adversary forces and to incite rebellion against the enemy. The role of 
Germany’s propaganda machinery, especially under the Nazi regime, serves as 
a historical benchmark for understanding the concept and connotation of 
propaganda warfare. In 1933, the Nazi government in Germany established the 
Ministry of Public Enlightenment and Propaganda, also known as the Ministry 
of Propaganda, under the leadership of Joseph Goebbels. It played a central role 
in Nazi Germany's propaganda efforts. Its objective was to control information, 
influence public opinion and strengthen the Nazi ideology.12

 In the modern era, propaganda warfare is driven by digital platforms, 
social media and emerging technologies that enable rapid manipulation of 
narratives and public opinion. States and non-state actors use online media, 
bots and disinformation to influence perceptions, weaken adversaries and 
justify political or military actions. This form of warfare operates below the 
threshold of armed conflict, making information a key weapon in modern 
strategic competition. According to the American Historical Association, 

“propaganda warfare is much more complex and adaptable in today's war, 
which combines political, economic, military and propaganda tactics.”13 

Harold Lasswell’s Theory of Political Propaganda 

 Harold Lasswell's theory of political propaganda helps in understanding 
propaganda warfare. This theory highlights the systematic shaping of public 
opinion by employing cultural and national symbols such as music, national 
flag, art and language. Lasswell mentioned that the task of the propagandists is 
to shape behaviours favourable to their national objectives and to counter 
hostile attitudes.14 He emphasized that managing perception in propaganda 
warfare is achieved by manipulating specific symbols.15

 Lasswell identified six essential elements of effective propaganda 
warfare. These include:16 (i) generating a sense of guilt and demoralization 
among enemy forces to weaken their will to fight; (ii) reinforcing confidence 
among soldiers and the general population by repeatedly invoking a glorious 
past and portraying victory as inevitable; (iii) clearly articulating the objectives 
and justification of war in ways that resonate with soldiers and civilians, often 
framed through appealing concepts such as freedom and democracy; (iv) 
strengthening the perception that the enemy bears sole responsibility for the 
outbreak of war; (v) strategically utilizing media platforms to disseminate false 
information about the adversary; and (vi) employing fear-inducing narratives 
that dehumanize the enemy, thereby legitimizing and encouraging violent 
actions. Collectively, these elements have formed the conceptual basis of both 
traditional propaganda practices and their contemporary manifestation.17

Propaganda Warfare Techniques 

 The US-based Institute of Propaganda Analysis (IPA) categorized seven 
propaganda warfare techniques in an article titled “We are Fooled by 

Propaganda.”18 These include: (i) Name-Calling; (ii) Glittering Generalities; 
(iii) Transfer of the Device; (iv) Testimonial; (v) Plain Folk; (vi) Card Stacking; 
and (vii) Bandwagon. 

 Propagandists employ the Name-Calling technique, where they attach 
derogatory labels to individuals or organizations to damage their reputation and 
strengthen existing negative views.19 Governments implement this strategy by 
leveraging all available media sources.20 The more frequently media outlets 
portray a group in a specific way, the more likely it is that such portrayals are 
guided or directed. For instance, labeling someone as a fascist, warmonger, 
radical or terrorist carries strong negative connotations and applying these 
labels can shape public perception and influence how others view them. States 
often equate freedom fighters with terrorists to legitimize their acts of 
suppression. Associating negative connotations with individuals or 
organizations has been a widespread tactic throughout history.

 During the inter-war period, the Nazis killed six million Jewish people 
in a systematic genocide, which is called the Holocaust.21 In the post 9/11 
period, Western countries portrayed Muslims as associated with terrorism, a 
narrative that was fueled by media portrayals, political rhetoric and 
counterterrorism policies. This conflation of Islam with extremism perpetuated 
stereotypes, fostering Islamophobia and marginalizing Muslim communities 
globally.22

 Glittering Generalities is a propaganda technique in which 
propagandists employ appealing, vague and fancy words or ideas to influence 

public opinion and advance their political objectives. This strategy relies on 
catchy slogans, broad generalizations and language associated with deeply held 
values and beliefs, while deliberately avoiding evidence or logical 
justification.23 The implication is consistently positive, even though the words 
and phrases are vague and may mean different things to different audiences. 
Because the language is ambiguous and imprecise, it remains largely 
meaningless and cannot be verified as either true or false.24 The propagandists 
may include government officials, journalists, politicians and social workers. 
For instance, India launched attack on Pakistan subsequent to Pahalgam false 
flag operation under the code name of Operation Sindoor, seeking to mobilize 
public support by invoking the narrative that the “Sindoor” (symbol of marital 
honor) would be restored.

 Propagandists use the technique of Transfer of Device in which they 
employ numerous culturally accepted symbols to encourage people to form 
associations and connections.25 They often employ symbols such as waving the 
flag to stir the public’s emotions and win their support. This technique is 
employed across multiple platforms including electronic, print and social 
media to amplify the agenda. Through this approach, propagandists highlight 
selected positive or negative traits of an individual, culture, religion or 
institution to make their narrative more persuasive and acceptable to the public.

 In the Testimonial propaganda technique, propagandists often rely on 
endorsements or statements from well-known personalities to build credibility 
and gain public support. Propagandists utilize testimonies of religious clerics, 
journalists, political thinkers and scholars for their own political objectives.26 In 
2024, Elon Musk endorsed Donald Trump’s presidential campaign, employing 
his influence, resources and platforms to bolster Trump’s candidacy. As a major 
donor, Musk contributed USD 277 million to Trump’s election campaign. He 

also utilized his social media platform X to endorse Trump publicly, especially 
after an assassination attempt on him during an election rally.27  

 Propagandists apply the Plain Folk technique to convince the public 
that a leader is loyal and came from a middle-class background. Propagandists 
use common language to persuade the audience to agree with their opinion.28 
For example, Indian Prime Minister Narendra Modi frequently mentions his 
past as a tea seller (Chaiwala) to connect with the common people.29 Similarly, 
US President Barack Obama often referred to his upbringing by a single mother 
and grandparents to relate to middle-class Americans. 

 Another technique is Card Stacking, in which propagandists selectively 
present facts that favour their viewpoint and attempt to convince the audience 
of their validity.30 Since it does not provide the audience with the complete 
information to make an informed choice, card stacking is the most intricate 
technique to identify. The audience is unable to identify the gaps in 
information. For example, Narendra Modi has frequently highlighted India’s 
GDP growth and large-scale infrastructure development under his leadership, 
while simultaneously downplaying persistent challenges such as rising 
unemployment and the adverse economic consequences of demonetization. 

 Bandwagon propaganda is a strategy that persuades individuals to 
conform by suggesting that a belief or action is widely accepted and followed 
by others. It appeals to the human desire to fit in or belong to the majority.31 
Donald Trump used the slogan “Make America Great Again” during rallies 
filled with enthusiastic supporters, to create an impression that majority of 
Americans were aligned with his vision. Barack Obama’s campaign slogan 

“Yes We Can” implied collective action, encouraging voters to join the 
widespread movement for change.32

Propaganda Warfare Techniques during World Wars I and II

 According to Kingsbury, World War I marked the beginning of 20th 
century propaganda warfare, characterized by the systematic use of public 
relations and marketing techniques to mobilize public support and justify 
participation in the war.33 Posters disseminating the adversary's false image 
were extensively used as a propaganda technique at that time. According to the 
Library of Congress, both the Central and Allied powers circulated posters to 
mobilize support and strengthen public morale. During World Wars I and II, 
postcards were a highly effective propaganda tool, used to garner public 
sympathy and boost the morale of soldiers.34 Edward Bernays pointed out that 
during World Wars I and II, Germany and Britain conducted propaganda 
campaigns aimed at boosting the morale of their military officers. To achieve 
this, both countries utilized radio broadcasts, films, posters, cultural products 
and literature to spread a distorted and false image of the enemy.35

 Germany and France carried out organized campaigns encouraging the 
public to enlist in the army, undergo training and fight in the war, often using 
postcards as a medium. In 1916, the UK employed posters to recruit a large 
number of soldiers. Although women were not formally enlisted, they were 
strongly encouraged to support the war effort through various roles. 
Organizations such as the Young Women's Christian Association (YWCA) and 
the Red Cross played active roles in promoting and facilitating this 
involvement. Various organizations, including the Young Women's Christian 
Association (YWCA) and the Red Cross, played an active role in supporting 
the war effort. Additionally, Britain established the Women’s Land Army, 
which worked on farms to produce agricultural goods, especially during 

periods when many male farmers were away serving in the military.36

George Creel, a pioneer of modern propaganda and author of How We Advertise 
America, endorsed the involvement of women in agriculture as a vital measure 
to safeguard the country against food insecurity during the war.37 He was tasked 
by the US President Woodrow Wilson to establish a committee on public 
information to disseminate propaganda intended to shift the American public’s 
mindset toward becoming a patriotic and war-hungry nation.38 According to 
Noam Chomsky, the campaign succeeded as, within just six months, it turned 
the Pacific population into a hysterical and war-driven group eager to destroy 
anything connected to the Germans.39

Propaganda Warfare Techniques during the Cold War

 Propaganda warfare became more important in the Cold War era 
(1945-1991). States applied twofold techniques of propaganda during the Cold 
War which included: (i) use of soft power including culture, literature, art and 
films, to present their positive image and preserve their ideological beliefs; and 
(ii) use of proxy wars as a new strategy to expand propaganda in developing 
states. 

1. Soft Propaganda Warfare Techniques during the Cold War

 Soft propaganda warfare techniques employ soft power to shape 
perceptions, aiming to influence large audiences and achieve objectives 
through art, culture, film, literature and other forms of cultural expression.40 In 
1948, the extension department of Harding College (now Harding University) 
produced a short film called “Make Mine Freedom,” which highlighted the 
benefits of living in a capitalist society as opposed to a communist one.

 George Orwell’s novel Animal Farm, an allegory of the Soviet 
government, was adapted into an animated film in the 1950s as part of the 
CIA’s propaganda efforts. During the Cold War, espionage themes were also 
explored in popular media like the James Bond films and television series such 
as I Spy and The Man from UNCLE.41 George Orwell’s novel 1984, published 
in 1949, portrays a dystopian world controlled through propaganda and the 
constant fear of endless war, serves as a powerful metaphor for the Cold War 
era’s use of literature as a propaganda tool. Espionage novels also played a key 
role in Cold War literature, such as The Spy Who Loved Me, where an American 
collaborates with the Soviet counter-espionage agency SMERSH.42

 A former British intelligence officer with MI5, David Cornwell 
authored several novels under the pen name John le Carré, including The Spy 
Who Came in from the Cold. This novel portrays the enemy as ruthless while 
showcasing the expertise of spies.43 It is important to note that the CIA utilized 
a variety of academic and non-academic platforms to shape public perception. 
The agency published more than 20 magazines, hosted art exhibitions, 
organized prominent international conferences, operated a news and feature 
service, released numerous books, and sponsored public performances by 
anti-Russian musicians and artists to capture public attention.44

2. Hard Propaganda Warfare Techniques during the Cold War

 The US attracted developing countries by projecting itself as an 
advanced economic and military power and having a strong political and 
cultural influence. The US considered propaganda as an important tool to attain 
foreign policy objectives. US President Harry Truman called for a more 
vigorous propaganda campaign known as the Campaign of Truth. The start of 
the Korean War, a few weeks after Truman's speech, contributed to a rapid 
increase in the State Department's budget for information, from USD 20 
million in 1948 to USD 115 million in 1952. To organize American 

psychological warfare efforts, Truman established the Psychological Strategy 
Board in April 1951.45 The Board was assigned to conduct covert operations 
against the Soviet Union and its allies. 

 The objective of these psychological strategies was to expand US 
influence. It is important to highlight that, unlike the interwar period’s 
psychological operations, which were tied to military actions, Cold War 
psychological covert operations were conducted through non-military means. 
Trade and economic aid, diplomacy, threat of force and cultural and 
educational exchange programs were employed as new methods of propaganda 
warfare. Notably, George F. Kennan, then head of the State Department's 
Policy Planning Staff, developed a range of anti-communist propaganda tactics 
in 1948, which included subversion, black propaganda, economic warfare, 
psychological warfare, paramilitary operations, and support for underground 
resistance groups.46

 The CIA carried out numerous military operations employing hard 
propaganda techniques to fulfill its goals. They backed various revolutions and 
counter-revolutions that impacted electoral processes in third-world countries, 
overthrew multiple democratic and autocratic regimes, and promoted the US 
vision of the global order.47 To influence political developments globally, the 
CIA conducted both overt and covert military operations, especially in 
countries such as Italy, the Philippines, Iran, Guatemala, Indonesia, Cuba, 
Vietnam, Thailand, Chile, Iraq, and Angola.48

21st Century Propaganda Warfare: Rising Disinformation in the Age of 
Information

 The 21st century propaganda warfare merges traditional and modern 
methods, utilizing a wide range of communication tools such as the Internet 

and social media alongside older techniques like postcards. Many scholars have 
anticipated that disinformation would become a key tactic in future conflicts. In 
1970, Canadian theorist Marshall McLuhan predicted that World War III would 
be fought as a guerrilla information war, blurring the lines between military 
personnel and civilians.”49 In their 2001 book Networks and Netwars: The 
Future of Terror, Crime, and Militancy, John Arquilla and David Rosenfeld 
highlighted that the nature and results of conflicts are becoming increasingly 
reliant on information and communication technologies.50

1. Digital and Social Media Platforms

 The emergence of digital and social media platforms has revolutionized 
communication, breaking down barriers of geography and time. However, this 
democratization of information has also enabled the proliferation of 
propaganda warfare, allowing both state and non-state actors to exploit these 
platforms to manipulate, influence and manage the perceptions of the masses. 
Social media platforms like X, Instagram and Facebook have turned into a 
battleground for the dissemination of information. Fake accounts, bots and 
algorithms amplify specific narratives, giving the impression of broad support 
or opposition.

 Joseph Goebbels, Nazi minister of propaganda, famously said, “If you 
repeat and tell a lie long enough, it becomes the truth.”51 According to Castells, 
the rise in Internet usage and political agendas has created an international 
media ecology characterized by self-publication and easy access. As a result, 
the media employ propaganda to emphasize certain information while 
overlooking other details.52 The Russia-Ukraine conflict showcases the rising 
role of social media in modern warfare. Both sides have used social media 
platforms like Telegram, X and TikTok to spread their narratives. Russia 
employed bots and trolls to justify its actions, whereas Ukraine, on the other 
hand, leveraged social media to gain international sympathy and mobilize 
support. 

 According to Secretary General of Amnesty International Agnès 
Callamard, “In 2017, the Rohingya were killed, tortured, raped and displaced in 
the thousands as part of the Myanmar security forces’ campaign of ethnic 
cleansing. In the months and years leading up to the atrocities, Facebook’s 
algorithms intensified hatred against the Rohingya, which contributed to 
real-world violence.”53

 Countries are systematically enhancing their capacity to disseminate 
propaganda online and disinformation worldwide.54 India extensively utilizes 
social media platforms to promote anti-Pakistan narratives and provoke the 
Pakistani population. A notable example exposing India’s disinformation 
campaign against Pakistan is the EU DisinfoLab reports published in 2019 and 
2020.55 It exposed India’s fake news outlets operating across social and 
mainstream media, which actively lobbied international organizations and civil 
society against Pakistan.56 Leading this deceptive propaganda effort were 
India’s wire service company “Asian News International (ANI)” and the 
Delhi-based “Shrivastava Group,” which played a key role in managing 256 
anti-Pakistan websites disseminating false information across 65 countries 
since 2005.

 Deception through fake news, propaganda and disinformation was 
widely practiced by the Indian media in the aftermath of Pahalgam false flag 
operation leading up to the four-day war in May 2025, initiated by 
nuclear-armed India against nuclear-armed Pakistan. According to the 
UK-based The Economist magazine, “Indian TV news long ago relinquished 
membership of the reality-based community.”57 During Operation Sindoor, 
India falsely claimed that it had shot down Pakistan’s JF-17 Thunder and F-16 
aircraft,58 Indian navy had attacked Karachi port and Indian military had 

crossed the Line of Control (LoC). These claims turned out to be false and were 
part of India's state-sponsored propaganda campaign against Pakistan.

 To keep Indian people in the dark, the Indian government issued 
executive orders to X, ordering the platform to block more than 8,000 accounts 
in the country.59 According to the platform’s statement, the orders also 
demanded blocking access to accounts belonging to international news 
organizations and prominent X users in India. Accounts of Chinese state-run 
media outlets such as Xinhua News Agency and Global Times, as well as 
Türkiye’s TRT World, were among those restricted on X.60 These actions were 
part of India's broader efforts to control the official narrative and limit external 
influence during the heightened tensions following Pahalgam false flag 
operation. India’s fake news campaign also included a radiation leak in 
Pakistan, which was denied by the International Atomic Energy Agency.61

2. Deepfakes and AI-Generated Content

 The evolution of Artificial Intelligence (AI) has brought numerous 
advancements, but it has also ushered in powerful tools for deception. Among 
the most concerning developments is the rise of deepfakes and AI-generated 
content, which have become potent instruments in modern propaganda warfare. 
By blurring the lines between reality and fabrication, these tools can 
manipulate public opinion, undermine trust, and destabilize societies. 
Deepfakes are synthetic media, often videos or audio files, created using AI 
technologies like deep learning. AI-generated content extends beyond 
deepfakes to include text, images, and audio created by AI algorithms to 
simulate authentic communication or events. 

 Recent advancements have increased public access to deepfake 
technology, producing results that are alarmingly convincing. From videos 
showing politicians making inflammatory remarks to fabricated recordings of 

public figures in compromising situations, the potential for harm is enormous. 
According to the “Deepfake Statistics 2025: The Hidden Cyber Threat” 
deepfake files reached 8 million in 2025, up sharply from about 500,000 in 
2023, while deepfakes now account for around 40 % of all biometric fraud 
attempts and humans can accurately identify high-quality deepfake videos only 
about 24.5 % of the time highlighting how quickly synthetic media are 
proliferating and complicating fraud prevention and digital trust in 2025.62

 In the age of social media, misinformation spreads faster than ever. In 
2025, the University of California, in its DeepTrust Project, noted that 
deepfakes are now among the most potent tools for political manipulation, 
particularly in election campaigns.63

 A notable example of this manipulation came from the Philippines in 
2019, when a deepfake video featuring a key opposition leader, Maria Ressa, 
appeared to show her endorsing violence against political rivals. Despite being 
debunked, the video remained in circulation, sowing doubt and further 
polarizing the political landscape. The same report from the Atlantic Council 
noted that deepfakes were being used to influence elections in several 
countries, including India, where political deepfakes were deployed to attack 
key figures during campaigns.64

 In 2018, deepfakes of Barack Obama surfaced, showing him delivering 
a speech he never delivered.65 While it was created as a demonstration of the 
technology's dangers, it highlighted the potential to damage reputation and sow 
distrust in leadership. Political campaigns are prime targets for deepfakes 
propaganda. During the 2020 US presidential elections, concerns arose about 
deepfake videos being used to spread false narratives about candidates. Even 
the threat of such technologies being used caused public skepticism, 
highlighting their psychological impact on electoral processes. In 2022, amid 
the Russia-Ukraine conflict, a deepfake video surfaced showing Ukrainian 

President Volodymyr Zelensky falsely urging Ukrainian troops to surrender. 
Although the video was swiftly debunked, it highlighted the powerful potential 
of deepfakes to undermine morale in conflict zones.66 These examples suggest 
that deepfakes are widespread and readily accessible, with the potential to serve 
as a powerful weapon against both ordinary citizens and high-profile 
politicians.

Conclusion

 Propaganda warfare is the most widely used technique by states to 
manipulate and influence public opinion. During World Wars I and II, states 
used postcards for: (i) persuading people to join the army; (ii) raising morale; 
and (iii) raising funds for military. However, during the Cold War, propaganda 
warfare techniques underwent significant evolution, with a strategic integration 
of both hard and soft propaganda methods utilized as instruments to shape and 
influence public opinion.

 In the 21st century, propaganda warfare has become more sophisticated 
and pervasive, largely driven by digitalization and the rapid spread of 
information technologies. The rapid growth of social media platforms and 
advanced communication technologies has amplified the speed and scale at 
which disinformation spreads, eroding public trust and manipulating opinions. 
Tools like deepfake technology and AI-generated content have further blurred 
the lines between reality and fiction, making it challenging to distinguish 
credible information from fake narratives. These technological advancements 
have helped in weaponizing information to influence societies and destabilize 
adversaries to gain political outcomes.
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Introduction

 Propaganda is defined as “the planned use of any form of mass 
communication designed to influence the minds and emotions of a particular 
group for military, economic, or political purposes.”2 It has consistently served 
as a pivotal instrument from the 1st generation to the 5th generation of warfare. 
Propaganda warfare is employed not only during war but also in peacetime to 
shape perceptions, attitudes and behaviour. Dennis M. Murphy and James F. 
White have mentioned that shaping public perception in peacetime is just as 
important as having soldiers on the battlefield.3 

 Propaganda warfare techniques have long been employed to shape 
public perceptions, manipulate narratives and advance strategic political 
objectives. Martina Sprague, in her book titled The Propaganda of War: 
Personal Transformation and Search for Adventure,4 explains that propaganda 
manipulates public opinions and reshapes beliefs to achieve national 
objectives. Edward Bernays noted that during World Wars I and II, Western 
countries conducted propaganda campaigns among their military officers to 
boost their morale during war.5 These countries also used available media tools, 
including radio broadcasts, posters, films and cultural products to disseminate 
propaganda against the adversary. 

 During the Cold War, propaganda techniques were also used to promote 
capitalism and the communist school of thought by the US and USSR, 
respectively, thereby deepening the ideological division between the East and 
the West.6 To expand their sphere of influence, both countries provided 
financial, military and technical assistance to developing countries by signing 
bilateral and multilateral military pacts and alliances. 

 Propaganda warfare in the 21st century has undergone significant 
evolution, leveraging new technologies and strategies to shape public opinion. 

Social media platforms, such as Facebook, X and YouTube have begun to be 
used as powerful tools for disseminating propaganda. They enable rapid 
dissemination of information, often bypassing traditional electronic and print 
media outlets. Moreover, the advances in Artificial Intelligence (AI) have made 
it possible to generate highly realistic but fabricated videos and audio 
recordings, commonly referred to as deepfakes. These are being employed to 
disseminate false information or to discredit individuals or organizations. 
AI-powered bots and algorithms are also being used to amplify propaganda 
messages and manipulate online conversations. Foreign actors have been 
increasingly using propaganda techniques to interfere in elections around the 
world. This involves spreading disinformation about candidates or political 
parties, manipulating social media trends and hacking into computer systems to 
steal sensitive information. These developments provide impetus to study both 
historical and modern propaganda techniques of warfare, to understand the 
phenomenon and respond more effectively.

 The study focuses on: (i) examining the evolution of propaganda 
warfare in terms of objectives, narratives and dissemination strategies during 
World War I, World War II, and the Cold War; and (ii) analyzing the 
weaponization of propaganda in the contemporary digital information age 
through advanced technologies, particularly AI and deepfake technologies.

The Evolution of Propaganda Warfare

 According to the Collins Dictionary of International Relations, 
“Propaganda is information, frequently false information, that a political 
organisation disseminates or broadcasts to sway public opinion.”7 According to 
Britannica, propaganda is the dissemination of information, including facts, 
rumors, arguments, half-truths, and lies aimed at shaping public opinion.8 
These definitions underscore that propaganda is the selective and strategic use 
of information to manipulate attitudes, beliefs and behaviour in pursuit of 
political objectives.

 The word "Propaganda" was first used by Pope Gregory XV in 1622, 
when he established the Sacra Congregatio de Propaganda Fide (Sacred 

Congregation for Propagating the Faith) to spread Catholicism.9 At that time, 
missionaries used propaganda to disseminate religious beliefs among the 
public, but after World War I, states began to employ propaganda techniques 
for their own political interest, primarily in wartime. According to Bill 
Lambrecht, “In war, truth is a relative commodity and propaganda a staple of 
battle.”10 Various emperors have strategically employed propaganda tactics 
against their adversaries to gain a decisive edge in warfare. For instance, Philip 
II of Macedon, Xerxes I and Cyrus the Great effectively employed propaganda 
techniques for shaping public perceptions and securing victory in conflicts.11 

 The advent of radio, television and print and social media significantly 
amplified the reach and effectiveness of propaganda globally, enabling states to 
mobilize public support for getting entry into wars and to legitimize specific 
actions during wartime. The propaganda also helped to manage public opinion 
to deter adversary forces and to incite rebellion against the enemy. The role of 
Germany’s propaganda machinery, especially under the Nazi regime, serves as 
a historical benchmark for understanding the concept and connotation of 
propaganda warfare. In 1933, the Nazi government in Germany established the 
Ministry of Public Enlightenment and Propaganda, also known as the Ministry 
of Propaganda, under the leadership of Joseph Goebbels. It played a central role 
in Nazi Germany's propaganda efforts. Its objective was to control information, 
influence public opinion and strengthen the Nazi ideology.12

 In the modern era, propaganda warfare is driven by digital platforms, 
social media and emerging technologies that enable rapid manipulation of 
narratives and public opinion. States and non-state actors use online media, 
bots and disinformation to influence perceptions, weaken adversaries and 
justify political or military actions. This form of warfare operates below the 
threshold of armed conflict, making information a key weapon in modern 
strategic competition. According to the American Historical Association, 

“propaganda warfare is much more complex and adaptable in today's war, 
which combines political, economic, military and propaganda tactics.”13 

Harold Lasswell’s Theory of Political Propaganda 

 Harold Lasswell's theory of political propaganda helps in understanding 
propaganda warfare. This theory highlights the systematic shaping of public 
opinion by employing cultural and national symbols such as music, national 
flag, art and language. Lasswell mentioned that the task of the propagandists is 
to shape behaviours favourable to their national objectives and to counter 
hostile attitudes.14 He emphasized that managing perception in propaganda 
warfare is achieved by manipulating specific symbols.15

 Lasswell identified six essential elements of effective propaganda 
warfare. These include:16 (i) generating a sense of guilt and demoralization 
among enemy forces to weaken their will to fight; (ii) reinforcing confidence 
among soldiers and the general population by repeatedly invoking a glorious 
past and portraying victory as inevitable; (iii) clearly articulating the objectives 
and justification of war in ways that resonate with soldiers and civilians, often 
framed through appealing concepts such as freedom and democracy; (iv) 
strengthening the perception that the enemy bears sole responsibility for the 
outbreak of war; (v) strategically utilizing media platforms to disseminate false 
information about the adversary; and (vi) employing fear-inducing narratives 
that dehumanize the enemy, thereby legitimizing and encouraging violent 
actions. Collectively, these elements have formed the conceptual basis of both 
traditional propaganda practices and their contemporary manifestation.17

Propaganda Warfare Techniques 

 The US-based Institute of Propaganda Analysis (IPA) categorized seven 
propaganda warfare techniques in an article titled “We are Fooled by 

Propaganda.”18 These include: (i) Name-Calling; (ii) Glittering Generalities; 
(iii) Transfer of the Device; (iv) Testimonial; (v) Plain Folk; (vi) Card Stacking; 
and (vii) Bandwagon. 

 Propagandists employ the Name-Calling technique, where they attach 
derogatory labels to individuals or organizations to damage their reputation and 
strengthen existing negative views.19 Governments implement this strategy by 
leveraging all available media sources.20 The more frequently media outlets 
portray a group in a specific way, the more likely it is that such portrayals are 
guided or directed. For instance, labeling someone as a fascist, warmonger, 
radical or terrorist carries strong negative connotations and applying these 
labels can shape public perception and influence how others view them. States 
often equate freedom fighters with terrorists to legitimize their acts of 
suppression. Associating negative connotations with individuals or 
organizations has been a widespread tactic throughout history.

 During the inter-war period, the Nazis killed six million Jewish people 
in a systematic genocide, which is called the Holocaust.21 In the post 9/11 
period, Western countries portrayed Muslims as associated with terrorism, a 
narrative that was fueled by media portrayals, political rhetoric and 
counterterrorism policies. This conflation of Islam with extremism perpetuated 
stereotypes, fostering Islamophobia and marginalizing Muslim communities 
globally.22

 Glittering Generalities is a propaganda technique in which 
propagandists employ appealing, vague and fancy words or ideas to influence 

public opinion and advance their political objectives. This strategy relies on 
catchy slogans, broad generalizations and language associated with deeply held 
values and beliefs, while deliberately avoiding evidence or logical 
justification.23 The implication is consistently positive, even though the words 
and phrases are vague and may mean different things to different audiences. 
Because the language is ambiguous and imprecise, it remains largely 
meaningless and cannot be verified as either true or false.24 The propagandists 
may include government officials, journalists, politicians and social workers. 
For instance, India launched attack on Pakistan subsequent to Pahalgam false 
flag operation under the code name of Operation Sindoor, seeking to mobilize 
public support by invoking the narrative that the “Sindoor” (symbol of marital 
honor) would be restored.

 Propagandists use the technique of Transfer of Device in which they 
employ numerous culturally accepted symbols to encourage people to form 
associations and connections.25 They often employ symbols such as waving the 
flag to stir the public’s emotions and win their support. This technique is 
employed across multiple platforms including electronic, print and social 
media to amplify the agenda. Through this approach, propagandists highlight 
selected positive or negative traits of an individual, culture, religion or 
institution to make their narrative more persuasive and acceptable to the public.

 In the Testimonial propaganda technique, propagandists often rely on 
endorsements or statements from well-known personalities to build credibility 
and gain public support. Propagandists utilize testimonies of religious clerics, 
journalists, political thinkers and scholars for their own political objectives.26 In 
2024, Elon Musk endorsed Donald Trump’s presidential campaign, employing 
his influence, resources and platforms to bolster Trump’s candidacy. As a major 
donor, Musk contributed USD 277 million to Trump’s election campaign. He 

also utilized his social media platform X to endorse Trump publicly, especially 
after an assassination attempt on him during an election rally.27  

 Propagandists apply the Plain Folk technique to convince the public 
that a leader is loyal and came from a middle-class background. Propagandists 
use common language to persuade the audience to agree with their opinion.28 
For example, Indian Prime Minister Narendra Modi frequently mentions his 
past as a tea seller (Chaiwala) to connect with the common people.29 Similarly, 
US President Barack Obama often referred to his upbringing by a single mother 
and grandparents to relate to middle-class Americans. 

 Another technique is Card Stacking, in which propagandists selectively 
present facts that favour their viewpoint and attempt to convince the audience 
of their validity.30 Since it does not provide the audience with the complete 
information to make an informed choice, card stacking is the most intricate 
technique to identify. The audience is unable to identify the gaps in 
information. For example, Narendra Modi has frequently highlighted India’s 
GDP growth and large-scale infrastructure development under his leadership, 
while simultaneously downplaying persistent challenges such as rising 
unemployment and the adverse economic consequences of demonetization. 

 Bandwagon propaganda is a strategy that persuades individuals to 
conform by suggesting that a belief or action is widely accepted and followed 
by others. It appeals to the human desire to fit in or belong to the majority.31 
Donald Trump used the slogan “Make America Great Again” during rallies 
filled with enthusiastic supporters, to create an impression that majority of 
Americans were aligned with his vision. Barack Obama’s campaign slogan 

“Yes We Can” implied collective action, encouraging voters to join the 
widespread movement for change.32

Propaganda Warfare Techniques during World Wars I and II

 According to Kingsbury, World War I marked the beginning of 20th 
century propaganda warfare, characterized by the systematic use of public 
relations and marketing techniques to mobilize public support and justify 
participation in the war.33 Posters disseminating the adversary's false image 
were extensively used as a propaganda technique at that time. According to the 
Library of Congress, both the Central and Allied powers circulated posters to 
mobilize support and strengthen public morale. During World Wars I and II, 
postcards were a highly effective propaganda tool, used to garner public 
sympathy and boost the morale of soldiers.34 Edward Bernays pointed out that 
during World Wars I and II, Germany and Britain conducted propaganda 
campaigns aimed at boosting the morale of their military officers. To achieve 
this, both countries utilized radio broadcasts, films, posters, cultural products 
and literature to spread a distorted and false image of the enemy.35

 Germany and France carried out organized campaigns encouraging the 
public to enlist in the army, undergo training and fight in the war, often using 
postcards as a medium. In 1916, the UK employed posters to recruit a large 
number of soldiers. Although women were not formally enlisted, they were 
strongly encouraged to support the war effort through various roles. 
Organizations such as the Young Women's Christian Association (YWCA) and 
the Red Cross played active roles in promoting and facilitating this 
involvement. Various organizations, including the Young Women's Christian 
Association (YWCA) and the Red Cross, played an active role in supporting 
the war effort. Additionally, Britain established the Women’s Land Army, 
which worked on farms to produce agricultural goods, especially during 

periods when many male farmers were away serving in the military.36

George Creel, a pioneer of modern propaganda and author of How We Advertise 
America, endorsed the involvement of women in agriculture as a vital measure 
to safeguard the country against food insecurity during the war.37 He was tasked 
by the US President Woodrow Wilson to establish a committee on public 
information to disseminate propaganda intended to shift the American public’s 
mindset toward becoming a patriotic and war-hungry nation.38 According to 
Noam Chomsky, the campaign succeeded as, within just six months, it turned 
the Pacific population into a hysterical and war-driven group eager to destroy 
anything connected to the Germans.39

Propaganda Warfare Techniques during the Cold War

 Propaganda warfare became more important in the Cold War era 
(1945-1991). States applied twofold techniques of propaganda during the Cold 
War which included: (i) use of soft power including culture, literature, art and 
films, to present their positive image and preserve their ideological beliefs; and 
(ii) use of proxy wars as a new strategy to expand propaganda in developing 
states. 

1. Soft Propaganda Warfare Techniques during the Cold War

 Soft propaganda warfare techniques employ soft power to shape 
perceptions, aiming to influence large audiences and achieve objectives 
through art, culture, film, literature and other forms of cultural expression.40 In 
1948, the extension department of Harding College (now Harding University) 
produced a short film called “Make Mine Freedom,” which highlighted the 
benefits of living in a capitalist society as opposed to a communist one.

 George Orwell’s novel Animal Farm, an allegory of the Soviet 
government, was adapted into an animated film in the 1950s as part of the 
CIA’s propaganda efforts. During the Cold War, espionage themes were also 
explored in popular media like the James Bond films and television series such 
as I Spy and The Man from UNCLE.41 George Orwell’s novel 1984, published 
in 1949, portrays a dystopian world controlled through propaganda and the 
constant fear of endless war, serves as a powerful metaphor for the Cold War 
era’s use of literature as a propaganda tool. Espionage novels also played a key 
role in Cold War literature, such as The Spy Who Loved Me, where an American 
collaborates with the Soviet counter-espionage agency SMERSH.42

 A former British intelligence officer with MI5, David Cornwell 
authored several novels under the pen name John le Carré, including The Spy 
Who Came in from the Cold. This novel portrays the enemy as ruthless while 
showcasing the expertise of spies.43 It is important to note that the CIA utilized 
a variety of academic and non-academic platforms to shape public perception. 
The agency published more than 20 magazines, hosted art exhibitions, 
organized prominent international conferences, operated a news and feature 
service, released numerous books, and sponsored public performances by 
anti-Russian musicians and artists to capture public attention.44

2. Hard Propaganda Warfare Techniques during the Cold War

 The US attracted developing countries by projecting itself as an 
advanced economic and military power and having a strong political and 
cultural influence. The US considered propaganda as an important tool to attain 
foreign policy objectives. US President Harry Truman called for a more 
vigorous propaganda campaign known as the Campaign of Truth. The start of 
the Korean War, a few weeks after Truman's speech, contributed to a rapid 
increase in the State Department's budget for information, from USD 20 
million in 1948 to USD 115 million in 1952. To organize American 

psychological warfare efforts, Truman established the Psychological Strategy 
Board in April 1951.45 The Board was assigned to conduct covert operations 
against the Soviet Union and its allies. 

 The objective of these psychological strategies was to expand US 
influence. It is important to highlight that, unlike the interwar period’s 
psychological operations, which were tied to military actions, Cold War 
psychological covert operations were conducted through non-military means. 
Trade and economic aid, diplomacy, threat of force and cultural and 
educational exchange programs were employed as new methods of propaganda 
warfare. Notably, George F. Kennan, then head of the State Department's 
Policy Planning Staff, developed a range of anti-communist propaganda tactics 
in 1948, which included subversion, black propaganda, economic warfare, 
psychological warfare, paramilitary operations, and support for underground 
resistance groups.46

 The CIA carried out numerous military operations employing hard 
propaganda techniques to fulfill its goals. They backed various revolutions and 
counter-revolutions that impacted electoral processes in third-world countries, 
overthrew multiple democratic and autocratic regimes, and promoted the US 
vision of the global order.47 To influence political developments globally, the 
CIA conducted both overt and covert military operations, especially in 
countries such as Italy, the Philippines, Iran, Guatemala, Indonesia, Cuba, 
Vietnam, Thailand, Chile, Iraq, and Angola.48

21st Century Propaganda Warfare: Rising Disinformation in the Age of 
Information

 The 21st century propaganda warfare merges traditional and modern 
methods, utilizing a wide range of communication tools such as the Internet 

and social media alongside older techniques like postcards. Many scholars have 
anticipated that disinformation would become a key tactic in future conflicts. In 
1970, Canadian theorist Marshall McLuhan predicted that World War III would 
be fought as a guerrilla information war, blurring the lines between military 
personnel and civilians.”49 In their 2001 book Networks and Netwars: The 
Future of Terror, Crime, and Militancy, John Arquilla and David Rosenfeld 
highlighted that the nature and results of conflicts are becoming increasingly 
reliant on information and communication technologies.50

1. Digital and Social Media Platforms

 The emergence of digital and social media platforms has revolutionized 
communication, breaking down barriers of geography and time. However, this 
democratization of information has also enabled the proliferation of 
propaganda warfare, allowing both state and non-state actors to exploit these 
platforms to manipulate, influence and manage the perceptions of the masses. 
Social media platforms like X, Instagram and Facebook have turned into a 
battleground for the dissemination of information. Fake accounts, bots and 
algorithms amplify specific narratives, giving the impression of broad support 
or opposition.

 Joseph Goebbels, Nazi minister of propaganda, famously said, “If you 
repeat and tell a lie long enough, it becomes the truth.”51 According to Castells, 
the rise in Internet usage and political agendas has created an international 
media ecology characterized by self-publication and easy access. As a result, 
the media employ propaganda to emphasize certain information while 
overlooking other details.52 The Russia-Ukraine conflict showcases the rising 
role of social media in modern warfare. Both sides have used social media 
platforms like Telegram, X and TikTok to spread their narratives. Russia 
employed bots and trolls to justify its actions, whereas Ukraine, on the other 
hand, leveraged social media to gain international sympathy and mobilize 
support. 

 According to Secretary General of Amnesty International Agnès 
Callamard, “In 2017, the Rohingya were killed, tortured, raped and displaced in 
the thousands as part of the Myanmar security forces’ campaign of ethnic 
cleansing. In the months and years leading up to the atrocities, Facebook’s 
algorithms intensified hatred against the Rohingya, which contributed to 
real-world violence.”53

 Countries are systematically enhancing their capacity to disseminate 
propaganda online and disinformation worldwide.54 India extensively utilizes 
social media platforms to promote anti-Pakistan narratives and provoke the 
Pakistani population. A notable example exposing India’s disinformation 
campaign against Pakistan is the EU DisinfoLab reports published in 2019 and 
2020.55 It exposed India’s fake news outlets operating across social and 
mainstream media, which actively lobbied international organizations and civil 
society against Pakistan.56 Leading this deceptive propaganda effort were 
India’s wire service company “Asian News International (ANI)” and the 
Delhi-based “Shrivastava Group,” which played a key role in managing 256 
anti-Pakistan websites disseminating false information across 65 countries 
since 2005.

 Deception through fake news, propaganda and disinformation was 
widely practiced by the Indian media in the aftermath of Pahalgam false flag 
operation leading up to the four-day war in May 2025, initiated by 
nuclear-armed India against nuclear-armed Pakistan. According to the 
UK-based The Economist magazine, “Indian TV news long ago relinquished 
membership of the reality-based community.”57 During Operation Sindoor, 
India falsely claimed that it had shot down Pakistan’s JF-17 Thunder and F-16 
aircraft,58 Indian navy had attacked Karachi port and Indian military had 

crossed the Line of Control (LoC). These claims turned out to be false and were 
part of India's state-sponsored propaganda campaign against Pakistan.

 To keep Indian people in the dark, the Indian government issued 
executive orders to X, ordering the platform to block more than 8,000 accounts 
in the country.59 According to the platform’s statement, the orders also 
demanded blocking access to accounts belonging to international news 
organizations and prominent X users in India. Accounts of Chinese state-run 
media outlets such as Xinhua News Agency and Global Times, as well as 
Türkiye’s TRT World, were among those restricted on X.60 These actions were 
part of India's broader efforts to control the official narrative and limit external 
influence during the heightened tensions following Pahalgam false flag 
operation. India’s fake news campaign also included a radiation leak in 
Pakistan, which was denied by the International Atomic Energy Agency.61

2. Deepfakes and AI-Generated Content

 The evolution of Artificial Intelligence (AI) has brought numerous 
advancements, but it has also ushered in powerful tools for deception. Among 
the most concerning developments is the rise of deepfakes and AI-generated 
content, which have become potent instruments in modern propaganda warfare. 
By blurring the lines between reality and fabrication, these tools can 
manipulate public opinion, undermine trust, and destabilize societies. 
Deepfakes are synthetic media, often videos or audio files, created using AI 
technologies like deep learning. AI-generated content extends beyond 
deepfakes to include text, images, and audio created by AI algorithms to 
simulate authentic communication or events. 

 Recent advancements have increased public access to deepfake 
technology, producing results that are alarmingly convincing. From videos 
showing politicians making inflammatory remarks to fabricated recordings of 

public figures in compromising situations, the potential for harm is enormous. 
According to the “Deepfake Statistics 2025: The Hidden Cyber Threat” 
deepfake files reached 8 million in 2025, up sharply from about 500,000 in 
2023, while deepfakes now account for around 40 % of all biometric fraud 
attempts and humans can accurately identify high-quality deepfake videos only 
about 24.5 % of the time highlighting how quickly synthetic media are 
proliferating and complicating fraud prevention and digital trust in 2025.62

 In the age of social media, misinformation spreads faster than ever. In 
2025, the University of California, in its DeepTrust Project, noted that 
deepfakes are now among the most potent tools for political manipulation, 
particularly in election campaigns.63

 A notable example of this manipulation came from the Philippines in 
2019, when a deepfake video featuring a key opposition leader, Maria Ressa, 
appeared to show her endorsing violence against political rivals. Despite being 
debunked, the video remained in circulation, sowing doubt and further 
polarizing the political landscape. The same report from the Atlantic Council 
noted that deepfakes were being used to influence elections in several 
countries, including India, where political deepfakes were deployed to attack 
key figures during campaigns.64

 In 2018, deepfakes of Barack Obama surfaced, showing him delivering 
a speech he never delivered.65 While it was created as a demonstration of the 
technology's dangers, it highlighted the potential to damage reputation and sow 
distrust in leadership. Political campaigns are prime targets for deepfakes 
propaganda. During the 2020 US presidential elections, concerns arose about 
deepfake videos being used to spread false narratives about candidates. Even 
the threat of such technologies being used caused public skepticism, 
highlighting their psychological impact on electoral processes. In 2022, amid 
the Russia-Ukraine conflict, a deepfake video surfaced showing Ukrainian 

President Volodymyr Zelensky falsely urging Ukrainian troops to surrender. 
Although the video was swiftly debunked, it highlighted the powerful potential 
of deepfakes to undermine morale in conflict zones.66 These examples suggest 
that deepfakes are widespread and readily accessible, with the potential to serve 
as a powerful weapon against both ordinary citizens and high-profile 
politicians.

Conclusion

 Propaganda warfare is the most widely used technique by states to 
manipulate and influence public opinion. During World Wars I and II, states 
used postcards for: (i) persuading people to join the army; (ii) raising morale; 
and (iii) raising funds for military. However, during the Cold War, propaganda 
warfare techniques underwent significant evolution, with a strategic integration 
of both hard and soft propaganda methods utilized as instruments to shape and 
influence public opinion.

 In the 21st century, propaganda warfare has become more sophisticated 
and pervasive, largely driven by digitalization and the rapid spread of 
information technologies. The rapid growth of social media platforms and 
advanced communication technologies has amplified the speed and scale at 
which disinformation spreads, eroding public trust and manipulating opinions. 
Tools like deepfake technology and AI-generated content have further blurred 
the lines between reality and fiction, making it challenging to distinguish 
credible information from fake narratives. These technological advancements 
have helped in weaponizing information to influence societies and destabilize 
adversaries to gain political outcomes.
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Introduction

The integration of Artificial Intelligence (AI) into military information systems 
is reshaping how nuclear-armed states collect, filter, and interpret operational 
data that can be relevant to nuclear command and control (NC2).2 This effect is 
most pronounced in the maritime domain. Sea-based nuclear platforms are 
designed to operate under concealment, physical separation from national 
leadership, and constrained connectivity. These conditions create persistent 
uncertainty about what is occurring at sea and about how quickly that 
information can be verified and translated into command-relevant judgments.3 
In South Asia, where crises can evolve quickly and political signaling is often 
imperfect, AI does not need to automate nuclear use to carry strategic 
consequence. Its significance lies in how it changes the informational 
environment in which human decision-makers seek to preserve control, prevent 
miscalculation, and manage escalation.4

 India’s sea-based nuclear deterrent, centered on the Arihant-class 
SSBNs5 and supported by K-series submarine-launched ballistic missiles,6 
represents a major evolution in the region’s nuclear force posture. Sea-based 
deterrence is intended to strengthen assured retaliation by placing nuclear 
forces on platforms that are difficult to locate and neutralise. Yet survivability 
at sea produces a distinctive NC2 problem. Submerged submarines cannot 
maintain continuous, high-bandwidth communication with national leadership 
without compromising operational security. Communication links are 
constrained by physics, bandwidth, and the need to avoid exposure. Sea-based 
NC2 therefore relies on intermittent connectivity, strict authentication, and 
procedures designed to sustain positive control under degradation while 
preventing unauthorised use. These structural constraints increase the premium 

placed on accurate threat interpretation, disciplined signaling, and resilient 
communications in crisis conditions.7

 Open sources do not substantiate any role for AI in India’s nuclear 
launch authorisation or automated nuclear decision-making. This paper 
therefore treats AI as an enabling variable within sea-based NC2 rather than as 
a substitute for political control. The analytical focus is on NC2-relevant 
enabling functions that India is expanding in the maritime domain, including 
AI-assisted acoustic processing and undersea surveillance analytics, 
information filtering and prioritisation, communications support under 
bandwidth constraints, and cyber defence for naval networks. In practice, these 
applications operate as “information compression” tools. They reduce large 
volumes of noisy maritime data into prioritised assessments and alerts that can 
shape how operators and commanders perceive threat, manage force 
protection, and adjust posture around SSBN survivability in a verification-poor 
environment.

 The paper evaluates how these enabling functions can influence 
stability through three linked mechanisms i.e., detection, decision time, and 
ambiguity. First, improved AI-enabled undersea awareness can reduce 
uncertainty about submarine activity, potentially narrowing the concealment 
and ambiguity that sea-based postures depend upon.8 Second, AI-driven 
compression and prioritisation can reduce decision latency for 
command-relevant judgments, especially during episodes of heightened 
anti-submarine warfare activity or ambiguous undersea encounters. Faster 
assessment can support survivability, but it can also increase the likelihood that 
precautionary NC2 measures are taken quickly and interpreted by an adversary 
as escalatory intent.9 Third, over time, persistent improvements in classification 
and pattern recognition may erode strategic ambiguity in a domain where 

dual-capable platforms and overlapping conventional operations already 
complicate interpretation.10

 For Pakistan, the principal concern is the possibility that India’s 
AI-shaped maritime information environment could intensify crisis instability 
and gradually reshape deterrence stability. During crises, AI-assisted 
classification under uncertainty can compress decision windows and amplify 
automation bias, increasing the risk that ambiguous indicators are treated as 
more definitive than they are. As SSBN-related force protection measures may 
be observable indirectly through changes in naval activity, communications 
posture, or inferred operational behaviour, action-reaction dynamics can 
accelerate even when neither side intends escalation.11 Over the longer term, 
India’s improving undersea awareness may generate perceived pressures on the 
survivability and ambiguity that underpin Pakistan’s sea-based second-strike 
posture, which relies on nuclear-capable Submarine-Launched Cruise Missiles 
(SLCMs) deployed from conventional submarines rather than an SSBN-based 
posture. Even when doctrinal positions remain unchanged, shifting perceptions 
of concealment and control can alter incentives and risk tolerance.12

 A further source of instability arises from cyber vulnerabilities inherent 
in AI-enabled, data-dependent systems. AI-assisted NC2-relevant functions 
rely on the integrity of sensor inputs, software, training data, and 
communications networks. In the maritime domain, verification is difficult and 
attribution is contested. This expands exposure to cyber intrusion, spoofing, 
and adversarial data manipulation across sensor-to-decision pipelines. 
Compromised data can generate spurious alerts, suppress genuine indicators, or 
distort confidence levels in assessments relevant to SSBN survivability and 
command connectivity. These risks are not limited to bilateral dynamics. The 
maritime theatre involves multiple actors and overlapping operations, 
increasing pathways for third-party interference that could shape perceptions 

without clear attribution. The danger is not automated nuclear authorisation, 
but human decisions taken under uncertainty on the basis of manipulated or 
degraded information.13

 Against this backdrop, this paper examines how India’s AI-enabled 
maritime capabilities interact with the specific constraints of sea-based NC2 
and assesses the implications for crisis stability, deterrence stability, and 
command robustness in South Asia. The argument is not that AI integration is 
inherently destabilising or that it implies a shift toward automated nuclear 
employment. Rather, the argument is that AI-enabled improvements in sensing, 
filtering, and cyber defence can narrow margins for restraint by accelerating 
operational tempo, heightening sensitivity to misperception, and altering 
perceived survivability conditions at sea. The paper concludes by identifying 
practical risk-reduction priorities centered on human oversight and layered 
verification for AI-assisted NC2 functions, maritime crisis communication and 
incident-management mechanisms, and restraint-oriented norms discouraging 
destabilising AI applications in NC2.

NC2 of Sea-Based Nuclear Deterrent

 NC2 refers to the institutional, technical, and procedural mechanisms 
through which a state exercises authority over its nuclear forces, ensures 
positive control, prevents unauthorised use, and manages escalation during 
crises. At its core, NC2 is designed to balance two competing imperatives; 
maintaining tight political control over nuclear use and ensuring the 
survivability and responsiveness of nuclear forces under conditions of 
uncertainty and attack. This balance becomes especially difficult to manage in 
the maritime domain, where sea-based nuclear forces operate in physically 
isolated, communication-constrained, and high-risk environments.14

 Sea-based nuclear deterrent differs fundamentally from land-and 
air-based forces in how they are commanded and controlled. Submerged 

nuclear-capable submarines rely on stealth and endurance to guarantee 
survivability, but these same attributes restrict continuous communication with 
national leadership.15 Very Low Frequency (VLF) and Extremely Low 
Frequency (ELF) systems allow limited one-way communication, often 
transmitting brief, preformatted messages rather than real-time situational 
updates. As a result, sea-based NC2 systems necessarily involve higher degrees 
of autonomy, redundancy, and procedural pre-planning than other legs of the 
nuclear triad.16

 This distinction is central to Pakistan’s security calculations. The 
credibility of a sea-based deterrent does not rest on rapid reaction or 
launch-on-warning postures, but on assured retaliation under conditions of 
degraded command connectivity. This creates structural pressures toward 
pre-delegation arrangements, rigid authentication protocols, and simplified 
decision trees. While such arrangements enhance survivability, they also 
increase sensitivity to misinterpretation, especially during crises at sea where 
conventional and nuclear operations may overlap.

AI as an Enabling Variable in NC2

 This study treats AI not as an autonomous decision-maker but as an 
enabling variable within NC2 systems. AI is increasingly integrated into 
supporting functions that shape how information is collected, processed, 
prioritised, and presented to human decision-makers. In the maritime nuclear 
context, these functions include undersea surveillance and acoustic analysis, 
maritime domain awareness, communications management, cybersecurity, and 
decision-support modelling.17

 Conceptually, AI alters NC2 by accelerating information flows and 
influencing perception rather than by transferring launch authority to machines. 
AI-assisted data fusion allows large volumes of sensor data to be filtered and 
interpreted more quickly than traditional methods. Decision-support tools can 

model escalation pathways, assess threat indicators, and recommend response 
options. In communication-constrained environments, AI can prioritise critical 
messages and assist in authentication under bandwidth limitations.18

 For Pakistan, the key concern is that AI is restructuring the 
human-machine relationship in ways that can compress decision time and 
amplify uncertainty. When operators or commanders are presented with 
AI-generated assessments under stress, the risk of automation bias increases, 
particularly if alternative sources of verification are unavailable.

 The conceptual framework of this paper links AI-enabled NC2 to crisis 
stability through three mechanisms - detection, decision time, and ambiguity. 
First, improvements in AI-assisted detection and tracking may undermine the 
survivability of sea-based deterrent by reducing uncertainty about submarine 
presence, movement, or mission type.19 Second, faster processing and alert 
generation can shorten decision windows, increasing the likelihood of 
precautionary or risk-acceptant behaviour during crises.20 Third, AI-driven 
transparency can erode strategic ambiguity, a key stabilising factor in 
Pakistan-India deterrence, particularly at sea where dual-capable platforms 
operate.21

 These mechanisms are especially destabilising when combined with 
asymmetries in technological capability. If one side believes its maritime 
deterrent is increasingly vulnerable, it may adopt compensatory measures that 
lower thresholds, increase readiness, or rely more heavily on pre-delegated 

authority. Such adaptations may be rational individually but destabilising 
collectively.22

India’s Sea-Based Nuclear Posture

 India is transitioning from a fledgling sea-based deterrent toward a 
more established force. Its SSBN program under the Advanced Technology 
Vessel (ATV) project, initiated in the 1980s, has begun to mature over the past 
decade.23 The Arihant-class24 forms the backbone of India’s nascent sea-based 
nuclear forces and signals a gradual improvement in second-strike potential at 
sea.

 INS Arihant (SSBN-80), the lead boat (about 6,000 tons), was quietly 
commissioned in August 2016. Its 83 MW pressurised-water reactor went 
critical in 2013 and the submarine entered sea trials in 2014. By late 2018, 
Arihant reportedly completed India’s first deterrent patrol, effectively 
operationalising the naval leg of the triad. With four vertical launch tubes, 
Arihant can carry up to 12 K-15 “Sagarika” SLBMs (three per tube) or up to 4 
K-4 SLBMs (one per tube).25

 INS Arighat (SSBN-81), the second Arihant-class boat (originally 
codenamed “Aridhaman”), was launched in 2017 and commissioned on 29 
August 2024. It is described as an improved Arihant-class submarine but 
retains broadly similar dimensions and has the same four-tube missile capacity. 
At the time of commissioning, it was reported that Arighat would initially be 
armed with K-15 SLBMs (about 750 km range) under the Strategic Forces 
Command. With Arighat’s induction, India operates two SSBNs, with Indian 
leadership portraying this as strengthening “strategic balance.” Two boats also 
move India closer to a rudimentary form of continuous at-sea deterrence, with 
at least one SSBN on patrol while the other refits or prepares.26

 India has at least two more Arihant-class SSBNs in advanced stages, S4 
and S4* (“S4 Star”). These are reported to be slightly larger variants (around 
7,000 tons) with extended hulls to accommodate 8 missile tubes, doubling the 

capacity of Arihant/Arighat. S4 was launched in 2021 and is undergoing sea 
trials, with commissioning expected by 2026. S4* was launched in October 
2024 and was also in trials as of early 2026. Beyond these, India is designing a 
new S5-class SSBN expected to displace around 13,500 tons and carry 12 
long-range SLBMs. The S5, intended for the 2030s, would be a major step 
toward a larger SSBN comparable in size to other established nuclear powers’ 
ballistic missile submarines. All Arihant-class submarines and their successors 
are being built under the ₹900 billion ATV program, involving a consortium of 
Indian agencies (DRDO, BARC, Indian Navy) and industry, including Larsen 
& Toubro Limited (L&T).27

 In parallel, India has developed a family of K-series SLBMs through 
DRDO, varying in range and sophistication. The force spans an operational 
short-range missile, a medium-range missile in late induction, and longer-range 
systems in development.

 K-15 “Sagarika” (B-05) is a short-range SLBM with an approximate 
range of ~750 km (some accounts cite 1,000–1,500 km for an extended 
version). It is nuclear-capable, generally assessed to carry a single warhead 
(potentially low kiloton to tens of kilotons yield). It is a two-stage, solid-fuelled 
missile about ~10 meters long. K-15 was successfully test-fired multiple times 
between 2005 and 2013, and entered service aboard INS Arihant between 2016 
and 2018. Each Arihant-class submarine can carry up to 12 K-15s (three per 
tube). Its current status is operational. Both Arihant and Arighat are currently 
equipped with K-15 as their primary armament. With a 700–750 km range, 
K-15 can threaten major Pakistani cities from Indian coastal waters, but it 
cannot hold deep inland targets in China at risk. India’s early sea-based nuclear 
reach was therefore constrained; an SSBN would need to patrol closer to 
adversary coastlines (for example, deeper into the Arabian Sea) to target key 
sites, increasing exposure in wartime. This constraint drove India’s emphasis 
on longer-range SLBMs.28

 K-4 is a medium-range SLBM with an estimated range of ~3,500 km. It 
is a two-stage, solid-fuelled missile capable of carrying a nuclear warhead of 
over a ton. Owing to its size, only one K-4 fits per launch tube (replacing three 
K-15s). K-4 is pivotal as its 3,500 km range enables Indian SSBNs to strike 
targets across all of Pakistan and much of China from safer patrol areas in the 

Indian Ocean. It was first test-fired from a submerged pontoon in 2010, with 
subsequent tests in 2016 and January 2020. In December 2023, India reportedly 
conducted two successful underwater launches within six days, with officials 
highlighting the missile’s emergence from underwater and stable ballistic 
flight, supporting reliability claims. After these tests, sources described K-4 as 
ready for serial production. The Navy planned deployment beginning 2025, 
and by mid-2025 a former DRDO scientist indicated that K-4 had been 
inducted into service aboard Arihant-class submarines. Its current status is 
near-operational, in late-stage induction. Each of the first two SSBNs can carry 
up to 4 K-4s at maximum load, while S4/S4* with 8 tubes could carry up to 8 
K-4s each. For Pakistan, K-4 is particularly consequential because it covers the 
entirety of Pakistani territory even if launched from India’s own waters or Bay 
of Bengal bastions, complicating deterrence planning and raising the 
survivability of India’s retaliatory option.29

 K-5 is a new-generation SLBM intended to provide true long-range 
sea-based reach. It is envisioned as a three-stage, solid-fuelled missile with an 
estimated range of 5,000–6,000 km, broadly comparable to India’s land-based 
Agni-V. It is designed for a 2-ton payload, configurable as a large single 
warhead or Multiple Independently Targetable Re-entry Vehicles (MIRVs). 
Indian sources report K-5 may be MIRV-capable, potentially delivering 2–3 
warheads to separate targets, which would mark India’s first MIRV-capable 
SLBM (with India also having tested Agni-5 with multiple-warhead/MIRV). 
K-5’s development is largely complete. Initiated around 2015, DRDO 
reportedly shifted focus to K-5 after finishing K-4 development by 2020. By 
mid-2025, Indian officials stated that development was completed and 
preparatory tests (such as rocket motor work) had occurred. Reports suggested 
an initial submerged pontoon launch was expected earlier. K-5 is planned for 
integration on later Arihant-class boats (S4/S4*) and eventually S5-class 
SSBNs, which could carry more missiles with 8 or 12 tubes. It is still under 
development, not yet deployed.30

 K-6 is a more ambitious proposed SLBM reportedly under design at 
DRDO’s Advanced Naval Systems lab. It is described as a three-stage, 
solid-fuel missile with a range exceeding 6,000–8,000 km, expected to carry a 
2–3 tonne MIRV payload (possibly 4+ warheads), and sometimes associated 
with higher-speed or “hypersonic” claims (Mach 7+). It is envisioned for the 

future S5-class SSBNs, which would carry 12 long-range SLBMs.31 It will pose 
a grave threat to international peace, security and strategic stability. 

• India’s Integration of AI in NC2 of its Sea-Based Deterrent

 India has not integrated artificial intelligence into nuclear launch 
authority or decision-making. However, AI-enabled systems increasingly 
shape the conditions under which command and control of sea-based nuclear 
forces is exercised. By influencing threat detection, information filtering, 
communication reliability, and cyber resilience, AI affects the timeliness, 
confidence, and stability of human command and control, even though formal 
authority remains centralised and human-controlled.32

 A core challenge in sea-based NC2 is information overload under 
uncertainty. SSBN survivability depends on accurately distinguishing benign 
signals from hostile activity while operating in a cluttered acoustic 
environment.33 Indian developers, including DRDO and defence startups, have 
applied AI and machine-learning techniques to acoustic signal classification 
and passive sonar processing, enabling faster discrimination between ambient 
noise, marine life, and genuine threats such as adversary submarines or 
Anti-Submarine Warfare (ASW) platforms.34 Indo-French collaboration on 
AI-driven acoustic intelligence, supported by a New Delhi research facility and 
French Naval Group expertise, reinforces this trajectory.35

 For NC2, these systems act as information compression mechanisms. 
They reduce raw sensor data into prioritised threat assessments before 
information reaches operators or higher command. This improves situational 

awareness but also shapes threat interpretation, potentially influencing how 
rapidly alerts propagate through the command chain.36

 India’s deployment of AI-enabled autonomous underwater systems 
further affects escalation dynamics.37 In late 2025, DRDO unveiled 
man-portable AUVs equipped with deep-learning algorithms for mine 
detection and classification. These platforms autonomously identify mine-like 
objects using sonar and optical sensors and can operate cooperatively as 
swarms. Successful trials and movement toward production mark a confirmed 
enhancement in underwater mine countermeasures.38 In NC2 terms, such 
systems contribute to escalation control by reducing the likelihood that routine 
environmental hazards or legacy mines are misinterpreted as hostile action 
against SSBNs. By stabilising the operating environment of sea-based nuclear 
platforms, AI-enabled autonomy lowers the risk of inadvertent escalation 
triggered by ambiguous undersea events. However, they come with their own 
set of risks as AI-enabled AUVs can lead to misclassification or automation 
bias which can generate false “hostile” undersea cues, prompting precautionary 
SSBN force-protection moves that an adversary may misread as escalation. 

 Planned initiatives such as the National Underwater Domain Awareness 
(NUDA) framework39 extend this logic. Although still developmental, NUDA 
aims to integrate AI-assisted sonar analytics and unmanned platforms into a 
networked maritime sensor grid.40 If realised, this would further compress and 
standardise undersea information flows, allowing SSBNs to operate within a 
shared threat picture. However, AI-driven route optimisation and real-time 
manoeuvre guidance remain conceptual, with no confirmed operational 
deployment.

 Sea-based NC2 is uniquely constrained by low-bandwidth, one-way 
communications with submerged submarines. India relies on Very Low 
Frequency (VLF) broadcasts for SSBN connectivity and is constructing a 
second VLF station at Vikarabad to ensure continuous encrypted coverage.41 
While this improves reach and redundancy, it does not resolve bandwidth 
limitations. Within this constraint, AI’s relevance lies in reducing decision 
latency. Indian innovators, such as startup Airbotix, are developing advanced 
submarine communication systems.42 Although technical details are 
undisclosed, such systems likely employ AI-assisted data compression, 
prioritisation, and signal optimisation to ensure that critical commands and 
alerts are transmitted first. In NC2 terms, this does not accelerate launch 
authority but shortens the time between information generation and human 
comprehension, particularly under crisis conditions.

 Authentication and message integrity further intersect with NC2 
stability. AI-based anomaly detection and pattern recognition can support 
authentication under severe bandwidth limits, reducing the risk of spoofed or 
corrupted orders.43 While India has not publicly described its naval Nuclear 
Command, Control and Communications (NC3) procedures, the parallel 
integration of AI in naval cyber defence suggests functional overlap in 
protecting communication integrity.

 India’s Strategic Forces Command44 remains firmly human-controlled. 
There is no evidence of AI exercising autonomous nuclear decision-making. 
However, India’s demonstrated use of AI-supported simulations, intelligence 
fusion, and scenario modelling in conventional operations illustrates how AI 
can compress analytical timelines and assist planners in evaluating escalation 

pathways.45 Applied to the sea-based leg, similar tools would influence how 
quickly and confidently human authorities assess deterrence stability, without 
altering formal command authority.

 Taken together, India’s integration of AI does not automate sea-based 
nuclear command. Instead, it restructures the informational environment of 
NC2 by compressing sensor data, stabilising undersea operations, reducing 
communication latency, and hardening cyber defences. These developments 
affect how escalation is perceived and managed, not who authorises nuclear 
use. 

Crisis Stability Implications of AI-Shaped Sea-Based NC2

 Crisis stability in the nuclear domain depends on the ability of 
adversaries to manage confrontation without being driven toward rapid 
escalation or premature nuclear use.46 In the context of India’s sea-based 
deterrent, crisis stability is shaped not by automated nuclear decision-making, 
which India does not employ, but by how AI alters the information environment 
in which human command and control decisions are exercised over SSBN 
operations.47

 A central challenge for sea-based NC2 is managing ambiguity under 
time pressure. SSBNs operate in acoustically cluttered environments where 
benign contacts, environmental noise, and hostile activity can be difficult to 
distinguish.48 India’s adoption of AI-assisted acoustic classification and passive 
sonar processing is intended to compress raw undersea sensor data into 
prioritised threat assessments. This improves SSBN survivability by enabling 
faster recognition of potential threats and more timely evasive or protective 
actions.49 However, this same compression can accelerate the pace at which 

command-relevant judgments are formed and transmitted.

 For Indian commanders, AI-driven information compression not only 
reduces uncertainty but also shortens the interval between detection and 
response. In a maritime crisis involving heightened ASW activity or ambiguous 
undersea encounters, faster classification of contacts as potentially hostile 
could prompt rapid adjustments in SSBN alert levels, communications posture, 
or patrol behaviour. These adjustments are not nuclear launch decisions, but 
they are NC2 actions that signal perceived threat levels. Because such changes 
may be detected indirectly through adversary intelligence or inferred from 
shifts in naval activity, they can provoke reciprocal countermeasures. The risk 
lies in a feedback loop in which AI-compressed threat assessments drive faster 
command responses, narrowing the space for political de-escalation or 
clarification.50

 False alarms and misclassification represent a second crisis stability 
concern. AI systems, while improving pattern recognition, remain probabilistic 
and context-dependent. Errors in acoustic classification or network anomaly 
detection can elevate benign activity into perceived hostile intent. In a crisis 
environment, automation bias, the tendency of operators to place excessive 
confidence in machine-generated assessments, can amplify the impact of such 
errors.51 If Indian command authorities interpret an AI-generated threat 
assessment as evidence that an SSBN is being trailed or targeted, they may 
increase readiness or alter command protocols. Pakistan, observing heightened 
Indian naval alertness without insight into the underlying cause, could interpret 
these moves as preparatory escalation rather than precaution, leading to 
mirrored responses. The risk to crisis stability arises from the speed at which AI 
shapes command perceptions and responses surrounding the survivability and 
control of sea-based nuclear forces.

Deterrence Stability and the Asymmetry Introduced by Sea-Based NC2 
Evolution

 Deterrence stability rests on the mutual confidence that each side can 
retaliate following a nuclear attack and that neither side has incentives to seek 
advantage through preemption.52 India’s SSBN program fundamentally 
strengthens its second-strike capability by placing nuclear weapons on 
platforms that are difficult to locate and neutralise.53 However, the interaction 
between India’s sea-based deterrent and AI-shaped NC2 introduces asymmetric 
effects. As India’s confidence in the survivability and controllability of its 
SSBN force increases, regional deterrence and strategic stability could come 
under pressure. The induction of longer-range SLBMs, particularly the K-4 and 
prospective K-5, enables Indian SSBNs to hold Pakistani targets at risk from 
distant patrol areas. This reduces India’s dependence on vulnerable land-based 
systems and enhances its confidence that retaliation is assured even under 
severe stress.54

 AI-enabled NC2 reinforces this confidence by stabilising command 
over SSBNs through improved threat discrimination, information filtering, 
communication prioritisation, and cyber resilience. For India, these capabilities 
strengthen negative control (preventing unauthorised use) while preserving 
positive control (ensuring responsiveness when ordered).55 For Pakistan, 
however, the same developments may be interpreted as India gaining greater 
flexibility and assurance in managing escalation from a position of safety.

 The asymmetry can affect deterrence stability by altering perceptions of 
risk. If Pakistan perceives India’s sea-based forces as survivable and tightly 
controlled under AI-enhanced NC2, it may infer that India could absorb 

escalation while retaining credible retaliatory options. Even without evidence 
of doctrinal change, such perceptions could compel Pakistan to take 
countermeasures by dispersing forces, increasing readiness, or relying more 
heavily on non-sea-based deterrent elements.56 These responses are defensive 
in intent but can cumulatively strain deterrence stability by increasing the 
number of actors, systems, and decision points involved in NC2.

 AI does not change the formal authority structure of India’s nuclear 
deterrent, but it influences confidence asymmetry. This could lead to security 
dilemma in the nuclearised South Asia.

 In addition, robust command and control is essential to nuclear stability. 
It requires preventing unauthorised or accidental use while ensuring the ability 
to execute authorised orders under extreme conditions. Sea-based deterrence 
complicates this task because SSBNs operate at great distance from national 
leadership, under communication constraints, and in environments where 
situational ambiguity is high.57

 India’s naval NC2 architecture remains firmly human-controlled, with 
no evidence of delegated or automated nuclear launch authority, and current AI 
integration does not alter this foundational command structure. Instead, AI is 
applied at the level of supporting and enabling functions that shape how 
command decisions are informed, transmitted, and protected. AI-assisted threat 
assessment, information filtering, communication prioritisation, and cyber 
monitoring can enhance NC2 robustness by reducing cognitive burden on 
operators and improving system resilience under stress.58 In this sense, AI 
strengthens both positive control, by supporting the reliable execution of 
authorised decisions, and negative control, by helping prevent unauthorised or 
accidental actions.

 At the same time, the growing reliance on AI introduces new control 
and stability challenges rooted in system complexity and data dependence. 
AI-enabled NC2 functions rely on the integrity of software, training data, 

sensor inputs, and secure digital networks. While India has invested in 
AI-based naval cyber defence platforms to monitor anomalies and protect 
maritime networks, the introduction of sophisticated algorithms creates 
additional layers that must be continuously validated, audited, and secured. 
Vulnerabilities in any part of the data pipeline, whether through corrupted 
sensor inputs, compromised training datasets, software flaws, or network 
intrusions, can distort threat assessments or command-relevant information 
without immediately obvious indicators of failure.59

 Cyber risks are particularly salient in the maritime domain, where 
independent verification is limited and attribution is difficult. AI systems can 
be susceptible to spoofing, data poisoning, and adversarial manipulation, in 
which false or misleading inputs are deliberately introduced to shape system 
outputs. In a naval NC2 context, such interference could generate spurious 
alerts, suppress genuine warnings, or alter confidence levels in assessments 
related to SSBN survivability or command connectivity. Even if human 
authority remains intact, decisions taken on the basis of compromised 
AI-mediated information can inadvertently escalate a crisis or degrade control 
over strategic forces.60

 These risks are compounded by the possibility of third-party 
interference. In a complex maritime environment involving multiple actors and 
overlapping naval operations, a third party could seek to exploit cyber or data 
vulnerabilities to influence perceptions and behaviour between India and 
Pakistan without clear attribution. The danger is that manipulated or ambiguous 
information could prompt precautionary actions, changes in readiness, or shifts 
in communications posture that are misinterpreted by the other side. Any 
uncertainty about the reliability or intent behind such actions raises the risk of 
inadvertent escalation or loss of confidence in centralised control.61

 Delegation is another sensitive issue. SSBN operations inherently 
require a degree of operational autonomy for submarine commanders, even if 
political authority remains centralised. AI does not increase delegation of 

launch authority, but it can influence how much discretion commanders 
exercise in managing readiness, communications, and evasive actions. Clear 
procedural boundaries and robust authentication mechanisms are therefore 
critical. The risk arises not from India strengthening control, but from 
misalignment of perceptions.62 If Pakistan doubts the reliability or intent of 
India’s sea-based NC2, it may assume worst-case scenarios in a crisis, 
regardless of India’s actual procedures.

 For Pakistan, the principal risks lie in speed, perception and asymmetry. 
Faster information processing could compress decision timelines, improved 
Indian confidence could erode reciprocal reassurance and increased complexity 
could introduce new failure modes, even as it strengthens control.

 The challenge for crisis and deterrence stability is therefore not 
technological per se, but relational. As India’s sea-based NC2 becomes more 
resilient and AI-assisted, stability will depend on whether both sides can 
maintain confidence that escalation will remain deliberate, controlled, and 
reversible. Without that confidence, even stabilising technologies can 
contribute to destabilising perceptions.

The Way Forward

 India’s integration of AI into the NC2 systems supporting its sea-based 
deterrent is a structural trend that Pakistan must treat as enduring, not episodic, 
and take appropriate countermeasures in line with its policy of maintaining 
Credible Minimum Deterrence in order to preserve deterrence credibility and 
crisis stability. India’s growing use of AI for undersea surveillance, data fusion, 
communications management, and decision-support increases the risk that 
machine-generated assessments could compress decision time and shape crisis 
behaviour. Layered verification is therefore important for Pakistan. 
Strengthening NC2 resilience under degraded conditions, including 
redundancy in communications with submerged platforms and robust cyber 
defences against data manipulation, reduces the likelihood that warning 
information or operational cues are treated as decisive when they may be 
uncertain, noisy, or compromised.

 Because the destabilising effects of India’s AI-enabled maritime NC2 
are most acute during crises, Pakistan should emphasise practical 
crisis-management tools in the naval domain. The Indian Ocean environment is 
already characterised by limited transparency and weak incident-management 
arrangements, and AI-enabled monitoring can intensify action-reaction cycles 
when alerts are generated quickly and interpreted conservatively. Pakistan’s 
interest lies in slowing escalation and improving signalling clarity during naval 
encounters, not in disclosing sensitive operational details. This can be pursued 
through narrowly scoped risk-reduction measures such as agreed procedures 
for handling close encounters at sea, communication channels between naval 
commands during incidents, and predictable practices around major naval 
exercises. Even modest mechanisms that allow rapid clarification of intent can 
reduce the probability that AI-influenced warnings or threat classifications 
translate into escalatory postures before political leaders have time to assess 
and intervene.

 Pakistan also has to maintain balance between a survivable sea-based 
deterrent and avoiding steps that lower thresholds in an AI-mediated 
environment. As India’s AI-enabled maritime domain awareness improves, 
Pakistan may perceive greater pressure on the survivability and opacity of its 
sea-based second-strike option, particularly because it relies on 
nuclear-capable SLCMs deployed from conventional submarines rather than 
SSBNs. The stabilising response is not to move toward hair-trigger readiness or 
expansive pre-delegation, both of which increase escalation risks under 
uncertainty, but to preserve deterrence through survivability practices, selective 
deployment, and ambiguity that complicates adversary targeting and 
interpretation. In practical terms, this means keeping political control central, 
maintaining disciplined release procedures, and investing in reliability and 
concealment measures that support assured retaliation without incentivising 
rapid use decisions.

 A further concern for Pakistan is that AI-enabled NC2 systems, 
especially those dependent on complex data pipelines and software 
ecosystems, expand exposure to cyber intrusion, data poisoning, and spoofing. 
These risks are not limited to India-Pakistan interaction. Third-party 
manipulation of sensor inputs, training data, or communications pathways 
could generate false indicators that shape India’s threat perception and crisis 
posture, creating escalation without clear attribution. Pakistan should therefore 

strengthen its own cyber resilience for NC2-adjacent systems while also 
supporting restraint norms against interference with nuclear command 
infrastructure and against AI-enabled spoofing of early warning or maritime 
surveillance data. This is a stability interest, not a competitive one, because the 
most dangerous scenario is one in which either side acts on corrupted 
information in a compressed decision environment.

 Finally, Pakistan should support the development of regional and global 
norms for responsible AI use in NC2, with particular emphasis on retaining 
human control over nuclear decision-making and discouraging destabilising 
applications that erode survivability at sea. India’s increasing reliance on 
AI-enabled tools in maritime operations makes norm-building more relevant 
for South Asia, even if formal agreements remain difficult. Engagement 
through multilateral forums and technical Track-II exchanges can help promote 
principles such as human-in-the-loop decision-making, rigorous verification 
before escalation-relevant judgments, and restraint in targeting NC2-related 
digital infrastructure. Over time, crisis stability in the maritime nuclear domain 
will depend less on who integrates AI faster and more on whether both sides 
can prevent AI-enabled systems from narrowing political control, distorting 
threat perception, and accelerating escalation beyond deliberate intent.

Conclusion

 This paper assesses how India’s expanding use of AI-enabled 
capabilities in naval sensing, undersea surveillance analytics, and 
communications support is reshaping the information environment that 
conditions NC2 for its sea-based deterrent, and how this may affect crisis and 
deterrence stability in South Asia, with particular focus on Pakistan. Open 
sources do not substantiate any AI role in nuclear launch authorisation or 
automated nuclear decision-making; accordingly, the paper treats AI as an 
enabling variable whose strategic significance lies in compressing and 
prioritising maritime information, reducing latency for command-relevant 
judgments, and shaping force-protection behaviour around SSBN survivability 
under constrained connectivity and limited verification. The analysis finds that 
crisis stability risks can emerge even without doctrinal change, because 
AI-assisted classification under ambiguity may shorten decision windows, 
amplify automation bias in interpreting machine outputs, and intensify 
action-reaction dynamics when precautionary NC2 measures (readiness, 

communications posture, patrol behaviour) are misread as intent in a cluttered 
undersea environment. Over time, improvements in AI-enabled undersea 
awareness may narrow uncertainty around submarine activity, reinforcing 
India’s confidence in the survivability and controllability of its SSBN force 
while increasing Pakistan’s perceptions of pressure on the concealment and 
ambiguity that underpin its sea-based second-strike posture, which relies on 
nuclear-capable SLCMs deployed from conventional submarines rather than 
SSBNs. The paper also highlights NC2-adjacent vulnerabilities that expand 
with data-dependent AI; cyber intrusion, spoofing, adversarial data 
manipulation and poisoning across sensor-to-decision pipelines, and the 
heightened risk of third-party interference in a maritime domain where 
attribution is difficult and independent verification is limited. These pathways 
can generate spurious alerts or distorted assessments that shape human 
decisions under stress even when political control remains centralised. The 
conclusion is that unmanaged AI integration around sea-based NC2 can narrow 
margins for restraint in South Asia by accelerating tempo and degrading 
confidence under uncertainty, and that stability is best supported through strong 
human oversight and layered verification for AI-assisted functions, hardened 
cyber and authentication practices for communications, and practical maritime 
crisis communication and incident-management mechanisms that slow 
escalation when ambiguity is high.
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Introduction

 Propaganda is defined as “the planned use of any form of mass 
communication designed to influence the minds and emotions of a particular 
group for military, economic, or political purposes.”2 It has consistently served 
as a pivotal instrument from the 1st generation to the 5th generation of warfare. 
Propaganda warfare is employed not only during war but also in peacetime to 
shape perceptions, attitudes and behaviour. Dennis M. Murphy and James F. 
White have mentioned that shaping public perception in peacetime is just as 
important as having soldiers on the battlefield.3 

 Propaganda warfare techniques have long been employed to shape 
public perceptions, manipulate narratives and advance strategic political 
objectives. Martina Sprague, in her book titled The Propaganda of War: 
Personal Transformation and Search for Adventure,4 explains that propaganda 
manipulates public opinions and reshapes beliefs to achieve national 
objectives. Edward Bernays noted that during World Wars I and II, Western 
countries conducted propaganda campaigns among their military officers to 
boost their morale during war.5 These countries also used available media tools, 
including radio broadcasts, posters, films and cultural products to disseminate 
propaganda against the adversary. 

 During the Cold War, propaganda techniques were also used to promote 
capitalism and the communist school of thought by the US and USSR, 
respectively, thereby deepening the ideological division between the East and 
the West.6 To expand their sphere of influence, both countries provided 
financial, military and technical assistance to developing countries by signing 
bilateral and multilateral military pacts and alliances. 

 Propaganda warfare in the 21st century has undergone significant 
evolution, leveraging new technologies and strategies to shape public opinion. 

Social media platforms, such as Facebook, X and YouTube have begun to be 
used as powerful tools for disseminating propaganda. They enable rapid 
dissemination of information, often bypassing traditional electronic and print 
media outlets. Moreover, the advances in Artificial Intelligence (AI) have made 
it possible to generate highly realistic but fabricated videos and audio 
recordings, commonly referred to as deepfakes. These are being employed to 
disseminate false information or to discredit individuals or organizations. 
AI-powered bots and algorithms are also being used to amplify propaganda 
messages and manipulate online conversations. Foreign actors have been 
increasingly using propaganda techniques to interfere in elections around the 
world. This involves spreading disinformation about candidates or political 
parties, manipulating social media trends and hacking into computer systems to 
steal sensitive information. These developments provide impetus to study both 
historical and modern propaganda techniques of warfare, to understand the 
phenomenon and respond more effectively.

 The study focuses on: (i) examining the evolution of propaganda 
warfare in terms of objectives, narratives and dissemination strategies during 
World War I, World War II, and the Cold War; and (ii) analyzing the 
weaponization of propaganda in the contemporary digital information age 
through advanced technologies, particularly AI and deepfake technologies.

The Evolution of Propaganda Warfare

 According to the Collins Dictionary of International Relations, 
“Propaganda is information, frequently false information, that a political 
organisation disseminates or broadcasts to sway public opinion.”7 According to 
Britannica, propaganda is the dissemination of information, including facts, 
rumors, arguments, half-truths, and lies aimed at shaping public opinion.8 
These definitions underscore that propaganda is the selective and strategic use 
of information to manipulate attitudes, beliefs and behaviour in pursuit of 
political objectives.

 The word "Propaganda" was first used by Pope Gregory XV in 1622, 
when he established the Sacra Congregatio de Propaganda Fide (Sacred 

Congregation for Propagating the Faith) to spread Catholicism.9 At that time, 
missionaries used propaganda to disseminate religious beliefs among the 
public, but after World War I, states began to employ propaganda techniques 
for their own political interest, primarily in wartime. According to Bill 
Lambrecht, “In war, truth is a relative commodity and propaganda a staple of 
battle.”10 Various emperors have strategically employed propaganda tactics 
against their adversaries to gain a decisive edge in warfare. For instance, Philip 
II of Macedon, Xerxes I and Cyrus the Great effectively employed propaganda 
techniques for shaping public perceptions and securing victory in conflicts.11 

 The advent of radio, television and print and social media significantly 
amplified the reach and effectiveness of propaganda globally, enabling states to 
mobilize public support for getting entry into wars and to legitimize specific 
actions during wartime. The propaganda also helped to manage public opinion 
to deter adversary forces and to incite rebellion against the enemy. The role of 
Germany’s propaganda machinery, especially under the Nazi regime, serves as 
a historical benchmark for understanding the concept and connotation of 
propaganda warfare. In 1933, the Nazi government in Germany established the 
Ministry of Public Enlightenment and Propaganda, also known as the Ministry 
of Propaganda, under the leadership of Joseph Goebbels. It played a central role 
in Nazi Germany's propaganda efforts. Its objective was to control information, 
influence public opinion and strengthen the Nazi ideology.12

 In the modern era, propaganda warfare is driven by digital platforms, 
social media and emerging technologies that enable rapid manipulation of 
narratives and public opinion. States and non-state actors use online media, 
bots and disinformation to influence perceptions, weaken adversaries and 
justify political or military actions. This form of warfare operates below the 
threshold of armed conflict, making information a key weapon in modern 
strategic competition. According to the American Historical Association, 

“propaganda warfare is much more complex and adaptable in today's war, 
which combines political, economic, military and propaganda tactics.”13 

Harold Lasswell’s Theory of Political Propaganda 

 Harold Lasswell's theory of political propaganda helps in understanding 
propaganda warfare. This theory highlights the systematic shaping of public 
opinion by employing cultural and national symbols such as music, national 
flag, art and language. Lasswell mentioned that the task of the propagandists is 
to shape behaviours favourable to their national objectives and to counter 
hostile attitudes.14 He emphasized that managing perception in propaganda 
warfare is achieved by manipulating specific symbols.15

 Lasswell identified six essential elements of effective propaganda 
warfare. These include:16 (i) generating a sense of guilt and demoralization 
among enemy forces to weaken their will to fight; (ii) reinforcing confidence 
among soldiers and the general population by repeatedly invoking a glorious 
past and portraying victory as inevitable; (iii) clearly articulating the objectives 
and justification of war in ways that resonate with soldiers and civilians, often 
framed through appealing concepts such as freedom and democracy; (iv) 
strengthening the perception that the enemy bears sole responsibility for the 
outbreak of war; (v) strategically utilizing media platforms to disseminate false 
information about the adversary; and (vi) employing fear-inducing narratives 
that dehumanize the enemy, thereby legitimizing and encouraging violent 
actions. Collectively, these elements have formed the conceptual basis of both 
traditional propaganda practices and their contemporary manifestation.17

Propaganda Warfare Techniques 

 The US-based Institute of Propaganda Analysis (IPA) categorized seven 
propaganda warfare techniques in an article titled “We are Fooled by 

Propaganda.”18 These include: (i) Name-Calling; (ii) Glittering Generalities; 
(iii) Transfer of the Device; (iv) Testimonial; (v) Plain Folk; (vi) Card Stacking; 
and (vii) Bandwagon. 

 Propagandists employ the Name-Calling technique, where they attach 
derogatory labels to individuals or organizations to damage their reputation and 
strengthen existing negative views.19 Governments implement this strategy by 
leveraging all available media sources.20 The more frequently media outlets 
portray a group in a specific way, the more likely it is that such portrayals are 
guided or directed. For instance, labeling someone as a fascist, warmonger, 
radical or terrorist carries strong negative connotations and applying these 
labels can shape public perception and influence how others view them. States 
often equate freedom fighters with terrorists to legitimize their acts of 
suppression. Associating negative connotations with individuals or 
organizations has been a widespread tactic throughout history.

 During the inter-war period, the Nazis killed six million Jewish people 
in a systematic genocide, which is called the Holocaust.21 In the post 9/11 
period, Western countries portrayed Muslims as associated with terrorism, a 
narrative that was fueled by media portrayals, political rhetoric and 
counterterrorism policies. This conflation of Islam with extremism perpetuated 
stereotypes, fostering Islamophobia and marginalizing Muslim communities 
globally.22

 Glittering Generalities is a propaganda technique in which 
propagandists employ appealing, vague and fancy words or ideas to influence 

public opinion and advance their political objectives. This strategy relies on 
catchy slogans, broad generalizations and language associated with deeply held 
values and beliefs, while deliberately avoiding evidence or logical 
justification.23 The implication is consistently positive, even though the words 
and phrases are vague and may mean different things to different audiences. 
Because the language is ambiguous and imprecise, it remains largely 
meaningless and cannot be verified as either true or false.24 The propagandists 
may include government officials, journalists, politicians and social workers. 
For instance, India launched attack on Pakistan subsequent to Pahalgam false 
flag operation under the code name of Operation Sindoor, seeking to mobilize 
public support by invoking the narrative that the “Sindoor” (symbol of marital 
honor) would be restored.

 Propagandists use the technique of Transfer of Device in which they 
employ numerous culturally accepted symbols to encourage people to form 
associations and connections.25 They often employ symbols such as waving the 
flag to stir the public’s emotions and win their support. This technique is 
employed across multiple platforms including electronic, print and social 
media to amplify the agenda. Through this approach, propagandists highlight 
selected positive or negative traits of an individual, culture, religion or 
institution to make their narrative more persuasive and acceptable to the public.

 In the Testimonial propaganda technique, propagandists often rely on 
endorsements or statements from well-known personalities to build credibility 
and gain public support. Propagandists utilize testimonies of religious clerics, 
journalists, political thinkers and scholars for their own political objectives.26 In 
2024, Elon Musk endorsed Donald Trump’s presidential campaign, employing 
his influence, resources and platforms to bolster Trump’s candidacy. As a major 
donor, Musk contributed USD 277 million to Trump’s election campaign. He 

also utilized his social media platform X to endorse Trump publicly, especially 
after an assassination attempt on him during an election rally.27  

 Propagandists apply the Plain Folk technique to convince the public 
that a leader is loyal and came from a middle-class background. Propagandists 
use common language to persuade the audience to agree with their opinion.28 
For example, Indian Prime Minister Narendra Modi frequently mentions his 
past as a tea seller (Chaiwala) to connect with the common people.29 Similarly, 
US President Barack Obama often referred to his upbringing by a single mother 
and grandparents to relate to middle-class Americans. 

 Another technique is Card Stacking, in which propagandists selectively 
present facts that favour their viewpoint and attempt to convince the audience 
of their validity.30 Since it does not provide the audience with the complete 
information to make an informed choice, card stacking is the most intricate 
technique to identify. The audience is unable to identify the gaps in 
information. For example, Narendra Modi has frequently highlighted India’s 
GDP growth and large-scale infrastructure development under his leadership, 
while simultaneously downplaying persistent challenges such as rising 
unemployment and the adverse economic consequences of demonetization. 

 Bandwagon propaganda is a strategy that persuades individuals to 
conform by suggesting that a belief or action is widely accepted and followed 
by others. It appeals to the human desire to fit in or belong to the majority.31 
Donald Trump used the slogan “Make America Great Again” during rallies 
filled with enthusiastic supporters, to create an impression that majority of 
Americans were aligned with his vision. Barack Obama’s campaign slogan 

“Yes We Can” implied collective action, encouraging voters to join the 
widespread movement for change.32

Propaganda Warfare Techniques during World Wars I and II

 According to Kingsbury, World War I marked the beginning of 20th 
century propaganda warfare, characterized by the systematic use of public 
relations and marketing techniques to mobilize public support and justify 
participation in the war.33 Posters disseminating the adversary's false image 
were extensively used as a propaganda technique at that time. According to the 
Library of Congress, both the Central and Allied powers circulated posters to 
mobilize support and strengthen public morale. During World Wars I and II, 
postcards were a highly effective propaganda tool, used to garner public 
sympathy and boost the morale of soldiers.34 Edward Bernays pointed out that 
during World Wars I and II, Germany and Britain conducted propaganda 
campaigns aimed at boosting the morale of their military officers. To achieve 
this, both countries utilized radio broadcasts, films, posters, cultural products 
and literature to spread a distorted and false image of the enemy.35

 Germany and France carried out organized campaigns encouraging the 
public to enlist in the army, undergo training and fight in the war, often using 
postcards as a medium. In 1916, the UK employed posters to recruit a large 
number of soldiers. Although women were not formally enlisted, they were 
strongly encouraged to support the war effort through various roles. 
Organizations such as the Young Women's Christian Association (YWCA) and 
the Red Cross played active roles in promoting and facilitating this 
involvement. Various organizations, including the Young Women's Christian 
Association (YWCA) and the Red Cross, played an active role in supporting 
the war effort. Additionally, Britain established the Women’s Land Army, 
which worked on farms to produce agricultural goods, especially during 

periods when many male farmers were away serving in the military.36

George Creel, a pioneer of modern propaganda and author of How We Advertise 
America, endorsed the involvement of women in agriculture as a vital measure 
to safeguard the country against food insecurity during the war.37 He was tasked 
by the US President Woodrow Wilson to establish a committee on public 
information to disseminate propaganda intended to shift the American public’s 
mindset toward becoming a patriotic and war-hungry nation.38 According to 
Noam Chomsky, the campaign succeeded as, within just six months, it turned 
the Pacific population into a hysterical and war-driven group eager to destroy 
anything connected to the Germans.39

Propaganda Warfare Techniques during the Cold War

 Propaganda warfare became more important in the Cold War era 
(1945-1991). States applied twofold techniques of propaganda during the Cold 
War which included: (i) use of soft power including culture, literature, art and 
films, to present their positive image and preserve their ideological beliefs; and 
(ii) use of proxy wars as a new strategy to expand propaganda in developing 
states. 

1. Soft Propaganda Warfare Techniques during the Cold War

 Soft propaganda warfare techniques employ soft power to shape 
perceptions, aiming to influence large audiences and achieve objectives 
through art, culture, film, literature and other forms of cultural expression.40 In 
1948, the extension department of Harding College (now Harding University) 
produced a short film called “Make Mine Freedom,” which highlighted the 
benefits of living in a capitalist society as opposed to a communist one.

 George Orwell’s novel Animal Farm, an allegory of the Soviet 
government, was adapted into an animated film in the 1950s as part of the 
CIA’s propaganda efforts. During the Cold War, espionage themes were also 
explored in popular media like the James Bond films and television series such 
as I Spy and The Man from UNCLE.41 George Orwell’s novel 1984, published 
in 1949, portrays a dystopian world controlled through propaganda and the 
constant fear of endless war, serves as a powerful metaphor for the Cold War 
era’s use of literature as a propaganda tool. Espionage novels also played a key 
role in Cold War literature, such as The Spy Who Loved Me, where an American 
collaborates with the Soviet counter-espionage agency SMERSH.42

 A former British intelligence officer with MI5, David Cornwell 
authored several novels under the pen name John le Carré, including The Spy 
Who Came in from the Cold. This novel portrays the enemy as ruthless while 
showcasing the expertise of spies.43 It is important to note that the CIA utilized 
a variety of academic and non-academic platforms to shape public perception. 
The agency published more than 20 magazines, hosted art exhibitions, 
organized prominent international conferences, operated a news and feature 
service, released numerous books, and sponsored public performances by 
anti-Russian musicians and artists to capture public attention.44

2. Hard Propaganda Warfare Techniques during the Cold War

 The US attracted developing countries by projecting itself as an 
advanced economic and military power and having a strong political and 
cultural influence. The US considered propaganda as an important tool to attain 
foreign policy objectives. US President Harry Truman called for a more 
vigorous propaganda campaign known as the Campaign of Truth. The start of 
the Korean War, a few weeks after Truman's speech, contributed to a rapid 
increase in the State Department's budget for information, from USD 20 
million in 1948 to USD 115 million in 1952. To organize American 

psychological warfare efforts, Truman established the Psychological Strategy 
Board in April 1951.45 The Board was assigned to conduct covert operations 
against the Soviet Union and its allies. 

 The objective of these psychological strategies was to expand US 
influence. It is important to highlight that, unlike the interwar period’s 
psychological operations, which were tied to military actions, Cold War 
psychological covert operations were conducted through non-military means. 
Trade and economic aid, diplomacy, threat of force and cultural and 
educational exchange programs were employed as new methods of propaganda 
warfare. Notably, George F. Kennan, then head of the State Department's 
Policy Planning Staff, developed a range of anti-communist propaganda tactics 
in 1948, which included subversion, black propaganda, economic warfare, 
psychological warfare, paramilitary operations, and support for underground 
resistance groups.46

 The CIA carried out numerous military operations employing hard 
propaganda techniques to fulfill its goals. They backed various revolutions and 
counter-revolutions that impacted electoral processes in third-world countries, 
overthrew multiple democratic and autocratic regimes, and promoted the US 
vision of the global order.47 To influence political developments globally, the 
CIA conducted both overt and covert military operations, especially in 
countries such as Italy, the Philippines, Iran, Guatemala, Indonesia, Cuba, 
Vietnam, Thailand, Chile, Iraq, and Angola.48

21st Century Propaganda Warfare: Rising Disinformation in the Age of 
Information

 The 21st century propaganda warfare merges traditional and modern 
methods, utilizing a wide range of communication tools such as the Internet 

and social media alongside older techniques like postcards. Many scholars have 
anticipated that disinformation would become a key tactic in future conflicts. In 
1970, Canadian theorist Marshall McLuhan predicted that World War III would 
be fought as a guerrilla information war, blurring the lines between military 
personnel and civilians.”49 In their 2001 book Networks and Netwars: The 
Future of Terror, Crime, and Militancy, John Arquilla and David Rosenfeld 
highlighted that the nature and results of conflicts are becoming increasingly 
reliant on information and communication technologies.50

1. Digital and Social Media Platforms

 The emergence of digital and social media platforms has revolutionized 
communication, breaking down barriers of geography and time. However, this 
democratization of information has also enabled the proliferation of 
propaganda warfare, allowing both state and non-state actors to exploit these 
platforms to manipulate, influence and manage the perceptions of the masses. 
Social media platforms like X, Instagram and Facebook have turned into a 
battleground for the dissemination of information. Fake accounts, bots and 
algorithms amplify specific narratives, giving the impression of broad support 
or opposition.

 Joseph Goebbels, Nazi minister of propaganda, famously said, “If you 
repeat and tell a lie long enough, it becomes the truth.”51 According to Castells, 
the rise in Internet usage and political agendas has created an international 
media ecology characterized by self-publication and easy access. As a result, 
the media employ propaganda to emphasize certain information while 
overlooking other details.52 The Russia-Ukraine conflict showcases the rising 
role of social media in modern warfare. Both sides have used social media 
platforms like Telegram, X and TikTok to spread their narratives. Russia 
employed bots and trolls to justify its actions, whereas Ukraine, on the other 
hand, leveraged social media to gain international sympathy and mobilize 
support. 

 According to Secretary General of Amnesty International Agnès 
Callamard, “In 2017, the Rohingya were killed, tortured, raped and displaced in 
the thousands as part of the Myanmar security forces’ campaign of ethnic 
cleansing. In the months and years leading up to the atrocities, Facebook’s 
algorithms intensified hatred against the Rohingya, which contributed to 
real-world violence.”53

 Countries are systematically enhancing their capacity to disseminate 
propaganda online and disinformation worldwide.54 India extensively utilizes 
social media platforms to promote anti-Pakistan narratives and provoke the 
Pakistani population. A notable example exposing India’s disinformation 
campaign against Pakistan is the EU DisinfoLab reports published in 2019 and 
2020.55 It exposed India’s fake news outlets operating across social and 
mainstream media, which actively lobbied international organizations and civil 
society against Pakistan.56 Leading this deceptive propaganda effort were 
India’s wire service company “Asian News International (ANI)” and the 
Delhi-based “Shrivastava Group,” which played a key role in managing 256 
anti-Pakistan websites disseminating false information across 65 countries 
since 2005.

 Deception through fake news, propaganda and disinformation was 
widely practiced by the Indian media in the aftermath of Pahalgam false flag 
operation leading up to the four-day war in May 2025, initiated by 
nuclear-armed India against nuclear-armed Pakistan. According to the 
UK-based The Economist magazine, “Indian TV news long ago relinquished 
membership of the reality-based community.”57 During Operation Sindoor, 
India falsely claimed that it had shot down Pakistan’s JF-17 Thunder and F-16 
aircraft,58 Indian navy had attacked Karachi port and Indian military had 

crossed the Line of Control (LoC). These claims turned out to be false and were 
part of India's state-sponsored propaganda campaign against Pakistan.

 To keep Indian people in the dark, the Indian government issued 
executive orders to X, ordering the platform to block more than 8,000 accounts 
in the country.59 According to the platform’s statement, the orders also 
demanded blocking access to accounts belonging to international news 
organizations and prominent X users in India. Accounts of Chinese state-run 
media outlets such as Xinhua News Agency and Global Times, as well as 
Türkiye’s TRT World, were among those restricted on X.60 These actions were 
part of India's broader efforts to control the official narrative and limit external 
influence during the heightened tensions following Pahalgam false flag 
operation. India’s fake news campaign also included a radiation leak in 
Pakistan, which was denied by the International Atomic Energy Agency.61

2. Deepfakes and AI-Generated Content

 The evolution of Artificial Intelligence (AI) has brought numerous 
advancements, but it has also ushered in powerful tools for deception. Among 
the most concerning developments is the rise of deepfakes and AI-generated 
content, which have become potent instruments in modern propaganda warfare. 
By blurring the lines between reality and fabrication, these tools can 
manipulate public opinion, undermine trust, and destabilize societies. 
Deepfakes are synthetic media, often videos or audio files, created using AI 
technologies like deep learning. AI-generated content extends beyond 
deepfakes to include text, images, and audio created by AI algorithms to 
simulate authentic communication or events. 

 Recent advancements have increased public access to deepfake 
technology, producing results that are alarmingly convincing. From videos 
showing politicians making inflammatory remarks to fabricated recordings of 

public figures in compromising situations, the potential for harm is enormous. 
According to the “Deepfake Statistics 2025: The Hidden Cyber Threat” 
deepfake files reached 8 million in 2025, up sharply from about 500,000 in 
2023, while deepfakes now account for around 40 % of all biometric fraud 
attempts and humans can accurately identify high-quality deepfake videos only 
about 24.5 % of the time highlighting how quickly synthetic media are 
proliferating and complicating fraud prevention and digital trust in 2025.62

 In the age of social media, misinformation spreads faster than ever. In 
2025, the University of California, in its DeepTrust Project, noted that 
deepfakes are now among the most potent tools for political manipulation, 
particularly in election campaigns.63

 A notable example of this manipulation came from the Philippines in 
2019, when a deepfake video featuring a key opposition leader, Maria Ressa, 
appeared to show her endorsing violence against political rivals. Despite being 
debunked, the video remained in circulation, sowing doubt and further 
polarizing the political landscape. The same report from the Atlantic Council 
noted that deepfakes were being used to influence elections in several 
countries, including India, where political deepfakes were deployed to attack 
key figures during campaigns.64

 In 2018, deepfakes of Barack Obama surfaced, showing him delivering 
a speech he never delivered.65 While it was created as a demonstration of the 
technology's dangers, it highlighted the potential to damage reputation and sow 
distrust in leadership. Political campaigns are prime targets for deepfakes 
propaganda. During the 2020 US presidential elections, concerns arose about 
deepfake videos being used to spread false narratives about candidates. Even 
the threat of such technologies being used caused public skepticism, 
highlighting their psychological impact on electoral processes. In 2022, amid 
the Russia-Ukraine conflict, a deepfake video surfaced showing Ukrainian 

President Volodymyr Zelensky falsely urging Ukrainian troops to surrender. 
Although the video was swiftly debunked, it highlighted the powerful potential 
of deepfakes to undermine morale in conflict zones.66 These examples suggest 
that deepfakes are widespread and readily accessible, with the potential to serve 
as a powerful weapon against both ordinary citizens and high-profile 
politicians.

Conclusion

 Propaganda warfare is the most widely used technique by states to 
manipulate and influence public opinion. During World Wars I and II, states 
used postcards for: (i) persuading people to join the army; (ii) raising morale; 
and (iii) raising funds for military. However, during the Cold War, propaganda 
warfare techniques underwent significant evolution, with a strategic integration 
of both hard and soft propaganda methods utilized as instruments to shape and 
influence public opinion.

 In the 21st century, propaganda warfare has become more sophisticated 
and pervasive, largely driven by digitalization and the rapid spread of 
information technologies. The rapid growth of social media platforms and 
advanced communication technologies has amplified the speed and scale at 
which disinformation spreads, eroding public trust and manipulating opinions. 
Tools like deepfake technology and AI-generated content have further blurred 
the lines between reality and fiction, making it challenging to distinguish 
credible information from fake narratives. These technological advancements 
have helped in weaponizing information to influence societies and destabilize 
adversaries to gain political outcomes.
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Introduction

The integration of Artificial Intelligence (AI) into military information systems 
is reshaping how nuclear-armed states collect, filter, and interpret operational 
data that can be relevant to nuclear command and control (NC2).2 This effect is 
most pronounced in the maritime domain. Sea-based nuclear platforms are 
designed to operate under concealment, physical separation from national 
leadership, and constrained connectivity. These conditions create persistent 
uncertainty about what is occurring at sea and about how quickly that 
information can be verified and translated into command-relevant judgments.3 
In South Asia, where crises can evolve quickly and political signaling is often 
imperfect, AI does not need to automate nuclear use to carry strategic 
consequence. Its significance lies in how it changes the informational 
environment in which human decision-makers seek to preserve control, prevent 
miscalculation, and manage escalation.4

 India’s sea-based nuclear deterrent, centered on the Arihant-class 
SSBNs5 and supported by K-series submarine-launched ballistic missiles,6 
represents a major evolution in the region’s nuclear force posture. Sea-based 
deterrence is intended to strengthen assured retaliation by placing nuclear 
forces on platforms that are difficult to locate and neutralise. Yet survivability 
at sea produces a distinctive NC2 problem. Submerged submarines cannot 
maintain continuous, high-bandwidth communication with national leadership 
without compromising operational security. Communication links are 
constrained by physics, bandwidth, and the need to avoid exposure. Sea-based 
NC2 therefore relies on intermittent connectivity, strict authentication, and 
procedures designed to sustain positive control under degradation while 
preventing unauthorised use. These structural constraints increase the premium 

placed on accurate threat interpretation, disciplined signaling, and resilient 
communications in crisis conditions.7

 Open sources do not substantiate any role for AI in India’s nuclear 
launch authorisation or automated nuclear decision-making. This paper 
therefore treats AI as an enabling variable within sea-based NC2 rather than as 
a substitute for political control. The analytical focus is on NC2-relevant 
enabling functions that India is expanding in the maritime domain, including 
AI-assisted acoustic processing and undersea surveillance analytics, 
information filtering and prioritisation, communications support under 
bandwidth constraints, and cyber defence for naval networks. In practice, these 
applications operate as “information compression” tools. They reduce large 
volumes of noisy maritime data into prioritised assessments and alerts that can 
shape how operators and commanders perceive threat, manage force 
protection, and adjust posture around SSBN survivability in a verification-poor 
environment.

 The paper evaluates how these enabling functions can influence 
stability through three linked mechanisms i.e., detection, decision time, and 
ambiguity. First, improved AI-enabled undersea awareness can reduce 
uncertainty about submarine activity, potentially narrowing the concealment 
and ambiguity that sea-based postures depend upon.8 Second, AI-driven 
compression and prioritisation can reduce decision latency for 
command-relevant judgments, especially during episodes of heightened 
anti-submarine warfare activity or ambiguous undersea encounters. Faster 
assessment can support survivability, but it can also increase the likelihood that 
precautionary NC2 measures are taken quickly and interpreted by an adversary 
as escalatory intent.9 Third, over time, persistent improvements in classification 
and pattern recognition may erode strategic ambiguity in a domain where 

dual-capable platforms and overlapping conventional operations already 
complicate interpretation.10

 For Pakistan, the principal concern is the possibility that India’s 
AI-shaped maritime information environment could intensify crisis instability 
and gradually reshape deterrence stability. During crises, AI-assisted 
classification under uncertainty can compress decision windows and amplify 
automation bias, increasing the risk that ambiguous indicators are treated as 
more definitive than they are. As SSBN-related force protection measures may 
be observable indirectly through changes in naval activity, communications 
posture, or inferred operational behaviour, action-reaction dynamics can 
accelerate even when neither side intends escalation.11 Over the longer term, 
India’s improving undersea awareness may generate perceived pressures on the 
survivability and ambiguity that underpin Pakistan’s sea-based second-strike 
posture, which relies on nuclear-capable Submarine-Launched Cruise Missiles 
(SLCMs) deployed from conventional submarines rather than an SSBN-based 
posture. Even when doctrinal positions remain unchanged, shifting perceptions 
of concealment and control can alter incentives and risk tolerance.12

 A further source of instability arises from cyber vulnerabilities inherent 
in AI-enabled, data-dependent systems. AI-assisted NC2-relevant functions 
rely on the integrity of sensor inputs, software, training data, and 
communications networks. In the maritime domain, verification is difficult and 
attribution is contested. This expands exposure to cyber intrusion, spoofing, 
and adversarial data manipulation across sensor-to-decision pipelines. 
Compromised data can generate spurious alerts, suppress genuine indicators, or 
distort confidence levels in assessments relevant to SSBN survivability and 
command connectivity. These risks are not limited to bilateral dynamics. The 
maritime theatre involves multiple actors and overlapping operations, 
increasing pathways for third-party interference that could shape perceptions 

without clear attribution. The danger is not automated nuclear authorisation, 
but human decisions taken under uncertainty on the basis of manipulated or 
degraded information.13

 Against this backdrop, this paper examines how India’s AI-enabled 
maritime capabilities interact with the specific constraints of sea-based NC2 
and assesses the implications for crisis stability, deterrence stability, and 
command robustness in South Asia. The argument is not that AI integration is 
inherently destabilising or that it implies a shift toward automated nuclear 
employment. Rather, the argument is that AI-enabled improvements in sensing, 
filtering, and cyber defence can narrow margins for restraint by accelerating 
operational tempo, heightening sensitivity to misperception, and altering 
perceived survivability conditions at sea. The paper concludes by identifying 
practical risk-reduction priorities centered on human oversight and layered 
verification for AI-assisted NC2 functions, maritime crisis communication and 
incident-management mechanisms, and restraint-oriented norms discouraging 
destabilising AI applications in NC2.

NC2 of Sea-Based Nuclear Deterrent

 NC2 refers to the institutional, technical, and procedural mechanisms 
through which a state exercises authority over its nuclear forces, ensures 
positive control, prevents unauthorised use, and manages escalation during 
crises. At its core, NC2 is designed to balance two competing imperatives; 
maintaining tight political control over nuclear use and ensuring the 
survivability and responsiveness of nuclear forces under conditions of 
uncertainty and attack. This balance becomes especially difficult to manage in 
the maritime domain, where sea-based nuclear forces operate in physically 
isolated, communication-constrained, and high-risk environments.14

 Sea-based nuclear deterrent differs fundamentally from land-and 
air-based forces in how they are commanded and controlled. Submerged 

nuclear-capable submarines rely on stealth and endurance to guarantee 
survivability, but these same attributes restrict continuous communication with 
national leadership.15 Very Low Frequency (VLF) and Extremely Low 
Frequency (ELF) systems allow limited one-way communication, often 
transmitting brief, preformatted messages rather than real-time situational 
updates. As a result, sea-based NC2 systems necessarily involve higher degrees 
of autonomy, redundancy, and procedural pre-planning than other legs of the 
nuclear triad.16

 This distinction is central to Pakistan’s security calculations. The 
credibility of a sea-based deterrent does not rest on rapid reaction or 
launch-on-warning postures, but on assured retaliation under conditions of 
degraded command connectivity. This creates structural pressures toward 
pre-delegation arrangements, rigid authentication protocols, and simplified 
decision trees. While such arrangements enhance survivability, they also 
increase sensitivity to misinterpretation, especially during crises at sea where 
conventional and nuclear operations may overlap.

AI as an Enabling Variable in NC2

 This study treats AI not as an autonomous decision-maker but as an 
enabling variable within NC2 systems. AI is increasingly integrated into 
supporting functions that shape how information is collected, processed, 
prioritised, and presented to human decision-makers. In the maritime nuclear 
context, these functions include undersea surveillance and acoustic analysis, 
maritime domain awareness, communications management, cybersecurity, and 
decision-support modelling.17

 Conceptually, AI alters NC2 by accelerating information flows and 
influencing perception rather than by transferring launch authority to machines. 
AI-assisted data fusion allows large volumes of sensor data to be filtered and 
interpreted more quickly than traditional methods. Decision-support tools can 

model escalation pathways, assess threat indicators, and recommend response 
options. In communication-constrained environments, AI can prioritise critical 
messages and assist in authentication under bandwidth limitations.18

 For Pakistan, the key concern is that AI is restructuring the 
human-machine relationship in ways that can compress decision time and 
amplify uncertainty. When operators or commanders are presented with 
AI-generated assessments under stress, the risk of automation bias increases, 
particularly if alternative sources of verification are unavailable.

 The conceptual framework of this paper links AI-enabled NC2 to crisis 
stability through three mechanisms - detection, decision time, and ambiguity. 
First, improvements in AI-assisted detection and tracking may undermine the 
survivability of sea-based deterrent by reducing uncertainty about submarine 
presence, movement, or mission type.19 Second, faster processing and alert 
generation can shorten decision windows, increasing the likelihood of 
precautionary or risk-acceptant behaviour during crises.20 Third, AI-driven 
transparency can erode strategic ambiguity, a key stabilising factor in 
Pakistan-India deterrence, particularly at sea where dual-capable platforms 
operate.21

 These mechanisms are especially destabilising when combined with 
asymmetries in technological capability. If one side believes its maritime 
deterrent is increasingly vulnerable, it may adopt compensatory measures that 
lower thresholds, increase readiness, or rely more heavily on pre-delegated 

authority. Such adaptations may be rational individually but destabilising 
collectively.22

India’s Sea-Based Nuclear Posture

 India is transitioning from a fledgling sea-based deterrent toward a 
more established force. Its SSBN program under the Advanced Technology 
Vessel (ATV) project, initiated in the 1980s, has begun to mature over the past 
decade.23 The Arihant-class24 forms the backbone of India’s nascent sea-based 
nuclear forces and signals a gradual improvement in second-strike potential at 
sea.

 INS Arihant (SSBN-80), the lead boat (about 6,000 tons), was quietly 
commissioned in August 2016. Its 83 MW pressurised-water reactor went 
critical in 2013 and the submarine entered sea trials in 2014. By late 2018, 
Arihant reportedly completed India’s first deterrent patrol, effectively 
operationalising the naval leg of the triad. With four vertical launch tubes, 
Arihant can carry up to 12 K-15 “Sagarika” SLBMs (three per tube) or up to 4 
K-4 SLBMs (one per tube).25

 INS Arighat (SSBN-81), the second Arihant-class boat (originally 
codenamed “Aridhaman”), was launched in 2017 and commissioned on 29 
August 2024. It is described as an improved Arihant-class submarine but 
retains broadly similar dimensions and has the same four-tube missile capacity. 
At the time of commissioning, it was reported that Arighat would initially be 
armed with K-15 SLBMs (about 750 km range) under the Strategic Forces 
Command. With Arighat’s induction, India operates two SSBNs, with Indian 
leadership portraying this as strengthening “strategic balance.” Two boats also 
move India closer to a rudimentary form of continuous at-sea deterrence, with 
at least one SSBN on patrol while the other refits or prepares.26

 India has at least two more Arihant-class SSBNs in advanced stages, S4 
and S4* (“S4 Star”). These are reported to be slightly larger variants (around 
7,000 tons) with extended hulls to accommodate 8 missile tubes, doubling the 

capacity of Arihant/Arighat. S4 was launched in 2021 and is undergoing sea 
trials, with commissioning expected by 2026. S4* was launched in October 
2024 and was also in trials as of early 2026. Beyond these, India is designing a 
new S5-class SSBN expected to displace around 13,500 tons and carry 12 
long-range SLBMs. The S5, intended for the 2030s, would be a major step 
toward a larger SSBN comparable in size to other established nuclear powers’ 
ballistic missile submarines. All Arihant-class submarines and their successors 
are being built under the ₹900 billion ATV program, involving a consortium of 
Indian agencies (DRDO, BARC, Indian Navy) and industry, including Larsen 
& Toubro Limited (L&T).27

 In parallel, India has developed a family of K-series SLBMs through 
DRDO, varying in range and sophistication. The force spans an operational 
short-range missile, a medium-range missile in late induction, and longer-range 
systems in development.

 K-15 “Sagarika” (B-05) is a short-range SLBM with an approximate 
range of ~750 km (some accounts cite 1,000–1,500 km for an extended 
version). It is nuclear-capable, generally assessed to carry a single warhead 
(potentially low kiloton to tens of kilotons yield). It is a two-stage, solid-fuelled 
missile about ~10 meters long. K-15 was successfully test-fired multiple times 
between 2005 and 2013, and entered service aboard INS Arihant between 2016 
and 2018. Each Arihant-class submarine can carry up to 12 K-15s (three per 
tube). Its current status is operational. Both Arihant and Arighat are currently 
equipped with K-15 as their primary armament. With a 700–750 km range, 
K-15 can threaten major Pakistani cities from Indian coastal waters, but it 
cannot hold deep inland targets in China at risk. India’s early sea-based nuclear 
reach was therefore constrained; an SSBN would need to patrol closer to 
adversary coastlines (for example, deeper into the Arabian Sea) to target key 
sites, increasing exposure in wartime. This constraint drove India’s emphasis 
on longer-range SLBMs.28

 K-4 is a medium-range SLBM with an estimated range of ~3,500 km. It 
is a two-stage, solid-fuelled missile capable of carrying a nuclear warhead of 
over a ton. Owing to its size, only one K-4 fits per launch tube (replacing three 
K-15s). K-4 is pivotal as its 3,500 km range enables Indian SSBNs to strike 
targets across all of Pakistan and much of China from safer patrol areas in the 

Indian Ocean. It was first test-fired from a submerged pontoon in 2010, with 
subsequent tests in 2016 and January 2020. In December 2023, India reportedly 
conducted two successful underwater launches within six days, with officials 
highlighting the missile’s emergence from underwater and stable ballistic 
flight, supporting reliability claims. After these tests, sources described K-4 as 
ready for serial production. The Navy planned deployment beginning 2025, 
and by mid-2025 a former DRDO scientist indicated that K-4 had been 
inducted into service aboard Arihant-class submarines. Its current status is 
near-operational, in late-stage induction. Each of the first two SSBNs can carry 
up to 4 K-4s at maximum load, while S4/S4* with 8 tubes could carry up to 8 
K-4s each. For Pakistan, K-4 is particularly consequential because it covers the 
entirety of Pakistani territory even if launched from India’s own waters or Bay 
of Bengal bastions, complicating deterrence planning and raising the 
survivability of India’s retaliatory option.29

 K-5 is a new-generation SLBM intended to provide true long-range 
sea-based reach. It is envisioned as a three-stage, solid-fuelled missile with an 
estimated range of 5,000–6,000 km, broadly comparable to India’s land-based 
Agni-V. It is designed for a 2-ton payload, configurable as a large single 
warhead or Multiple Independently Targetable Re-entry Vehicles (MIRVs). 
Indian sources report K-5 may be MIRV-capable, potentially delivering 2–3 
warheads to separate targets, which would mark India’s first MIRV-capable 
SLBM (with India also having tested Agni-5 with multiple-warhead/MIRV). 
K-5’s development is largely complete. Initiated around 2015, DRDO 
reportedly shifted focus to K-5 after finishing K-4 development by 2020. By 
mid-2025, Indian officials stated that development was completed and 
preparatory tests (such as rocket motor work) had occurred. Reports suggested 
an initial submerged pontoon launch was expected earlier. K-5 is planned for 
integration on later Arihant-class boats (S4/S4*) and eventually S5-class 
SSBNs, which could carry more missiles with 8 or 12 tubes. It is still under 
development, not yet deployed.30

 K-6 is a more ambitious proposed SLBM reportedly under design at 
DRDO’s Advanced Naval Systems lab. It is described as a three-stage, 
solid-fuel missile with a range exceeding 6,000–8,000 km, expected to carry a 
2–3 tonne MIRV payload (possibly 4+ warheads), and sometimes associated 
with higher-speed or “hypersonic” claims (Mach 7+). It is envisioned for the 

future S5-class SSBNs, which would carry 12 long-range SLBMs.31 It will pose 
a grave threat to international peace, security and strategic stability. 

• India’s Integration of AI in NC2 of its Sea-Based Deterrent

 India has not integrated artificial intelligence into nuclear launch 
authority or decision-making. However, AI-enabled systems increasingly 
shape the conditions under which command and control of sea-based nuclear 
forces is exercised. By influencing threat detection, information filtering, 
communication reliability, and cyber resilience, AI affects the timeliness, 
confidence, and stability of human command and control, even though formal 
authority remains centralised and human-controlled.32

 A core challenge in sea-based NC2 is information overload under 
uncertainty. SSBN survivability depends on accurately distinguishing benign 
signals from hostile activity while operating in a cluttered acoustic 
environment.33 Indian developers, including DRDO and defence startups, have 
applied AI and machine-learning techniques to acoustic signal classification 
and passive sonar processing, enabling faster discrimination between ambient 
noise, marine life, and genuine threats such as adversary submarines or 
Anti-Submarine Warfare (ASW) platforms.34 Indo-French collaboration on 
AI-driven acoustic intelligence, supported by a New Delhi research facility and 
French Naval Group expertise, reinforces this trajectory.35

 For NC2, these systems act as information compression mechanisms. 
They reduce raw sensor data into prioritised threat assessments before 
information reaches operators or higher command. This improves situational 

awareness but also shapes threat interpretation, potentially influencing how 
rapidly alerts propagate through the command chain.36

 India’s deployment of AI-enabled autonomous underwater systems 
further affects escalation dynamics.37 In late 2025, DRDO unveiled 
man-portable AUVs equipped with deep-learning algorithms for mine 
detection and classification. These platforms autonomously identify mine-like 
objects using sonar and optical sensors and can operate cooperatively as 
swarms. Successful trials and movement toward production mark a confirmed 
enhancement in underwater mine countermeasures.38 In NC2 terms, such 
systems contribute to escalation control by reducing the likelihood that routine 
environmental hazards or legacy mines are misinterpreted as hostile action 
against SSBNs. By stabilising the operating environment of sea-based nuclear 
platforms, AI-enabled autonomy lowers the risk of inadvertent escalation 
triggered by ambiguous undersea events. However, they come with their own 
set of risks as AI-enabled AUVs can lead to misclassification or automation 
bias which can generate false “hostile” undersea cues, prompting precautionary 
SSBN force-protection moves that an adversary may misread as escalation. 

 Planned initiatives such as the National Underwater Domain Awareness 
(NUDA) framework39 extend this logic. Although still developmental, NUDA 
aims to integrate AI-assisted sonar analytics and unmanned platforms into a 
networked maritime sensor grid.40 If realised, this would further compress and 
standardise undersea information flows, allowing SSBNs to operate within a 
shared threat picture. However, AI-driven route optimisation and real-time 
manoeuvre guidance remain conceptual, with no confirmed operational 
deployment.

 Sea-based NC2 is uniquely constrained by low-bandwidth, one-way 
communications with submerged submarines. India relies on Very Low 
Frequency (VLF) broadcasts for SSBN connectivity and is constructing a 
second VLF station at Vikarabad to ensure continuous encrypted coverage.41 
While this improves reach and redundancy, it does not resolve bandwidth 
limitations. Within this constraint, AI’s relevance lies in reducing decision 
latency. Indian innovators, such as startup Airbotix, are developing advanced 
submarine communication systems.42 Although technical details are 
undisclosed, such systems likely employ AI-assisted data compression, 
prioritisation, and signal optimisation to ensure that critical commands and 
alerts are transmitted first. In NC2 terms, this does not accelerate launch 
authority but shortens the time between information generation and human 
comprehension, particularly under crisis conditions.

 Authentication and message integrity further intersect with NC2 
stability. AI-based anomaly detection and pattern recognition can support 
authentication under severe bandwidth limits, reducing the risk of spoofed or 
corrupted orders.43 While India has not publicly described its naval Nuclear 
Command, Control and Communications (NC3) procedures, the parallel 
integration of AI in naval cyber defence suggests functional overlap in 
protecting communication integrity.

 India’s Strategic Forces Command44 remains firmly human-controlled. 
There is no evidence of AI exercising autonomous nuclear decision-making. 
However, India’s demonstrated use of AI-supported simulations, intelligence 
fusion, and scenario modelling in conventional operations illustrates how AI 
can compress analytical timelines and assist planners in evaluating escalation 

pathways.45 Applied to the sea-based leg, similar tools would influence how 
quickly and confidently human authorities assess deterrence stability, without 
altering formal command authority.

 Taken together, India’s integration of AI does not automate sea-based 
nuclear command. Instead, it restructures the informational environment of 
NC2 by compressing sensor data, stabilising undersea operations, reducing 
communication latency, and hardening cyber defences. These developments 
affect how escalation is perceived and managed, not who authorises nuclear 
use. 

Crisis Stability Implications of AI-Shaped Sea-Based NC2

 Crisis stability in the nuclear domain depends on the ability of 
adversaries to manage confrontation without being driven toward rapid 
escalation or premature nuclear use.46 In the context of India’s sea-based 
deterrent, crisis stability is shaped not by automated nuclear decision-making, 
which India does not employ, but by how AI alters the information environment 
in which human command and control decisions are exercised over SSBN 
operations.47

 A central challenge for sea-based NC2 is managing ambiguity under 
time pressure. SSBNs operate in acoustically cluttered environments where 
benign contacts, environmental noise, and hostile activity can be difficult to 
distinguish.48 India’s adoption of AI-assisted acoustic classification and passive 
sonar processing is intended to compress raw undersea sensor data into 
prioritised threat assessments. This improves SSBN survivability by enabling 
faster recognition of potential threats and more timely evasive or protective 
actions.49 However, this same compression can accelerate the pace at which 

command-relevant judgments are formed and transmitted.

 For Indian commanders, AI-driven information compression not only 
reduces uncertainty but also shortens the interval between detection and 
response. In a maritime crisis involving heightened ASW activity or ambiguous 
undersea encounters, faster classification of contacts as potentially hostile 
could prompt rapid adjustments in SSBN alert levels, communications posture, 
or patrol behaviour. These adjustments are not nuclear launch decisions, but 
they are NC2 actions that signal perceived threat levels. Because such changes 
may be detected indirectly through adversary intelligence or inferred from 
shifts in naval activity, they can provoke reciprocal countermeasures. The risk 
lies in a feedback loop in which AI-compressed threat assessments drive faster 
command responses, narrowing the space for political de-escalation or 
clarification.50

 False alarms and misclassification represent a second crisis stability 
concern. AI systems, while improving pattern recognition, remain probabilistic 
and context-dependent. Errors in acoustic classification or network anomaly 
detection can elevate benign activity into perceived hostile intent. In a crisis 
environment, automation bias, the tendency of operators to place excessive 
confidence in machine-generated assessments, can amplify the impact of such 
errors.51 If Indian command authorities interpret an AI-generated threat 
assessment as evidence that an SSBN is being trailed or targeted, they may 
increase readiness or alter command protocols. Pakistan, observing heightened 
Indian naval alertness without insight into the underlying cause, could interpret 
these moves as preparatory escalation rather than precaution, leading to 
mirrored responses. The risk to crisis stability arises from the speed at which AI 
shapes command perceptions and responses surrounding the survivability and 
control of sea-based nuclear forces.

Deterrence Stability and the Asymmetry Introduced by Sea-Based NC2 
Evolution

 Deterrence stability rests on the mutual confidence that each side can 
retaliate following a nuclear attack and that neither side has incentives to seek 
advantage through preemption.52 India’s SSBN program fundamentally 
strengthens its second-strike capability by placing nuclear weapons on 
platforms that are difficult to locate and neutralise.53 However, the interaction 
between India’s sea-based deterrent and AI-shaped NC2 introduces asymmetric 
effects. As India’s confidence in the survivability and controllability of its 
SSBN force increases, regional deterrence and strategic stability could come 
under pressure. The induction of longer-range SLBMs, particularly the K-4 and 
prospective K-5, enables Indian SSBNs to hold Pakistani targets at risk from 
distant patrol areas. This reduces India’s dependence on vulnerable land-based 
systems and enhances its confidence that retaliation is assured even under 
severe stress.54

 AI-enabled NC2 reinforces this confidence by stabilising command 
over SSBNs through improved threat discrimination, information filtering, 
communication prioritisation, and cyber resilience. For India, these capabilities 
strengthen negative control (preventing unauthorised use) while preserving 
positive control (ensuring responsiveness when ordered).55 For Pakistan, 
however, the same developments may be interpreted as India gaining greater 
flexibility and assurance in managing escalation from a position of safety.

 The asymmetry can affect deterrence stability by altering perceptions of 
risk. If Pakistan perceives India’s sea-based forces as survivable and tightly 
controlled under AI-enhanced NC2, it may infer that India could absorb 

escalation while retaining credible retaliatory options. Even without evidence 
of doctrinal change, such perceptions could compel Pakistan to take 
countermeasures by dispersing forces, increasing readiness, or relying more 
heavily on non-sea-based deterrent elements.56 These responses are defensive 
in intent but can cumulatively strain deterrence stability by increasing the 
number of actors, systems, and decision points involved in NC2.

 AI does not change the formal authority structure of India’s nuclear 
deterrent, but it influences confidence asymmetry. This could lead to security 
dilemma in the nuclearised South Asia.

 In addition, robust command and control is essential to nuclear stability. 
It requires preventing unauthorised or accidental use while ensuring the ability 
to execute authorised orders under extreme conditions. Sea-based deterrence 
complicates this task because SSBNs operate at great distance from national 
leadership, under communication constraints, and in environments where 
situational ambiguity is high.57

 India’s naval NC2 architecture remains firmly human-controlled, with 
no evidence of delegated or automated nuclear launch authority, and current AI 
integration does not alter this foundational command structure. Instead, AI is 
applied at the level of supporting and enabling functions that shape how 
command decisions are informed, transmitted, and protected. AI-assisted threat 
assessment, information filtering, communication prioritisation, and cyber 
monitoring can enhance NC2 robustness by reducing cognitive burden on 
operators and improving system resilience under stress.58 In this sense, AI 
strengthens both positive control, by supporting the reliable execution of 
authorised decisions, and negative control, by helping prevent unauthorised or 
accidental actions.

 At the same time, the growing reliance on AI introduces new control 
and stability challenges rooted in system complexity and data dependence. 
AI-enabled NC2 functions rely on the integrity of software, training data, 

sensor inputs, and secure digital networks. While India has invested in 
AI-based naval cyber defence platforms to monitor anomalies and protect 
maritime networks, the introduction of sophisticated algorithms creates 
additional layers that must be continuously validated, audited, and secured. 
Vulnerabilities in any part of the data pipeline, whether through corrupted 
sensor inputs, compromised training datasets, software flaws, or network 
intrusions, can distort threat assessments or command-relevant information 
without immediately obvious indicators of failure.59

 Cyber risks are particularly salient in the maritime domain, where 
independent verification is limited and attribution is difficult. AI systems can 
be susceptible to spoofing, data poisoning, and adversarial manipulation, in 
which false or misleading inputs are deliberately introduced to shape system 
outputs. In a naval NC2 context, such interference could generate spurious 
alerts, suppress genuine warnings, or alter confidence levels in assessments 
related to SSBN survivability or command connectivity. Even if human 
authority remains intact, decisions taken on the basis of compromised 
AI-mediated information can inadvertently escalate a crisis or degrade control 
over strategic forces.60

 These risks are compounded by the possibility of third-party 
interference. In a complex maritime environment involving multiple actors and 
overlapping naval operations, a third party could seek to exploit cyber or data 
vulnerabilities to influence perceptions and behaviour between India and 
Pakistan without clear attribution. The danger is that manipulated or ambiguous 
information could prompt precautionary actions, changes in readiness, or shifts 
in communications posture that are misinterpreted by the other side. Any 
uncertainty about the reliability or intent behind such actions raises the risk of 
inadvertent escalation or loss of confidence in centralised control.61

 Delegation is another sensitive issue. SSBN operations inherently 
require a degree of operational autonomy for submarine commanders, even if 
political authority remains centralised. AI does not increase delegation of 

launch authority, but it can influence how much discretion commanders 
exercise in managing readiness, communications, and evasive actions. Clear 
procedural boundaries and robust authentication mechanisms are therefore 
critical. The risk arises not from India strengthening control, but from 
misalignment of perceptions.62 If Pakistan doubts the reliability or intent of 
India’s sea-based NC2, it may assume worst-case scenarios in a crisis, 
regardless of India’s actual procedures.

 For Pakistan, the principal risks lie in speed, perception and asymmetry. 
Faster information processing could compress decision timelines, improved 
Indian confidence could erode reciprocal reassurance and increased complexity 
could introduce new failure modes, even as it strengthens control.

 The challenge for crisis and deterrence stability is therefore not 
technological per se, but relational. As India’s sea-based NC2 becomes more 
resilient and AI-assisted, stability will depend on whether both sides can 
maintain confidence that escalation will remain deliberate, controlled, and 
reversible. Without that confidence, even stabilising technologies can 
contribute to destabilising perceptions.

The Way Forward

 India’s integration of AI into the NC2 systems supporting its sea-based 
deterrent is a structural trend that Pakistan must treat as enduring, not episodic, 
and take appropriate countermeasures in line with its policy of maintaining 
Credible Minimum Deterrence in order to preserve deterrence credibility and 
crisis stability. India’s growing use of AI for undersea surveillance, data fusion, 
communications management, and decision-support increases the risk that 
machine-generated assessments could compress decision time and shape crisis 
behaviour. Layered verification is therefore important for Pakistan. 
Strengthening NC2 resilience under degraded conditions, including 
redundancy in communications with submerged platforms and robust cyber 
defences against data manipulation, reduces the likelihood that warning 
information or operational cues are treated as decisive when they may be 
uncertain, noisy, or compromised.

 Because the destabilising effects of India’s AI-enabled maritime NC2 
are most acute during crises, Pakistan should emphasise practical 
crisis-management tools in the naval domain. The Indian Ocean environment is 
already characterised by limited transparency and weak incident-management 
arrangements, and AI-enabled monitoring can intensify action-reaction cycles 
when alerts are generated quickly and interpreted conservatively. Pakistan’s 
interest lies in slowing escalation and improving signalling clarity during naval 
encounters, not in disclosing sensitive operational details. This can be pursued 
through narrowly scoped risk-reduction measures such as agreed procedures 
for handling close encounters at sea, communication channels between naval 
commands during incidents, and predictable practices around major naval 
exercises. Even modest mechanisms that allow rapid clarification of intent can 
reduce the probability that AI-influenced warnings or threat classifications 
translate into escalatory postures before political leaders have time to assess 
and intervene.

 Pakistan also has to maintain balance between a survivable sea-based 
deterrent and avoiding steps that lower thresholds in an AI-mediated 
environment. As India’s AI-enabled maritime domain awareness improves, 
Pakistan may perceive greater pressure on the survivability and opacity of its 
sea-based second-strike option, particularly because it relies on 
nuclear-capable SLCMs deployed from conventional submarines rather than 
SSBNs. The stabilising response is not to move toward hair-trigger readiness or 
expansive pre-delegation, both of which increase escalation risks under 
uncertainty, but to preserve deterrence through survivability practices, selective 
deployment, and ambiguity that complicates adversary targeting and 
interpretation. In practical terms, this means keeping political control central, 
maintaining disciplined release procedures, and investing in reliability and 
concealment measures that support assured retaliation without incentivising 
rapid use decisions.

 A further concern for Pakistan is that AI-enabled NC2 systems, 
especially those dependent on complex data pipelines and software 
ecosystems, expand exposure to cyber intrusion, data poisoning, and spoofing. 
These risks are not limited to India-Pakistan interaction. Third-party 
manipulation of sensor inputs, training data, or communications pathways 
could generate false indicators that shape India’s threat perception and crisis 
posture, creating escalation without clear attribution. Pakistan should therefore 

strengthen its own cyber resilience for NC2-adjacent systems while also 
supporting restraint norms against interference with nuclear command 
infrastructure and against AI-enabled spoofing of early warning or maritime 
surveillance data. This is a stability interest, not a competitive one, because the 
most dangerous scenario is one in which either side acts on corrupted 
information in a compressed decision environment.

 Finally, Pakistan should support the development of regional and global 
norms for responsible AI use in NC2, with particular emphasis on retaining 
human control over nuclear decision-making and discouraging destabilising 
applications that erode survivability at sea. India’s increasing reliance on 
AI-enabled tools in maritime operations makes norm-building more relevant 
for South Asia, even if formal agreements remain difficult. Engagement 
through multilateral forums and technical Track-II exchanges can help promote 
principles such as human-in-the-loop decision-making, rigorous verification 
before escalation-relevant judgments, and restraint in targeting NC2-related 
digital infrastructure. Over time, crisis stability in the maritime nuclear domain 
will depend less on who integrates AI faster and more on whether both sides 
can prevent AI-enabled systems from narrowing political control, distorting 
threat perception, and accelerating escalation beyond deliberate intent.

Conclusion

 This paper assesses how India’s expanding use of AI-enabled 
capabilities in naval sensing, undersea surveillance analytics, and 
communications support is reshaping the information environment that 
conditions NC2 for its sea-based deterrent, and how this may affect crisis and 
deterrence stability in South Asia, with particular focus on Pakistan. Open 
sources do not substantiate any AI role in nuclear launch authorisation or 
automated nuclear decision-making; accordingly, the paper treats AI as an 
enabling variable whose strategic significance lies in compressing and 
prioritising maritime information, reducing latency for command-relevant 
judgments, and shaping force-protection behaviour around SSBN survivability 
under constrained connectivity and limited verification. The analysis finds that 
crisis stability risks can emerge even without doctrinal change, because 
AI-assisted classification under ambiguity may shorten decision windows, 
amplify automation bias in interpreting machine outputs, and intensify 
action-reaction dynamics when precautionary NC2 measures (readiness, 

communications posture, patrol behaviour) are misread as intent in a cluttered 
undersea environment. Over time, improvements in AI-enabled undersea 
awareness may narrow uncertainty around submarine activity, reinforcing 
India’s confidence in the survivability and controllability of its SSBN force 
while increasing Pakistan’s perceptions of pressure on the concealment and 
ambiguity that underpin its sea-based second-strike posture, which relies on 
nuclear-capable SLCMs deployed from conventional submarines rather than 
SSBNs. The paper also highlights NC2-adjacent vulnerabilities that expand 
with data-dependent AI; cyber intrusion, spoofing, adversarial data 
manipulation and poisoning across sensor-to-decision pipelines, and the 
heightened risk of third-party interference in a maritime domain where 
attribution is difficult and independent verification is limited. These pathways 
can generate spurious alerts or distorted assessments that shape human 
decisions under stress even when political control remains centralised. The 
conclusion is that unmanaged AI integration around sea-based NC2 can narrow 
margins for restraint in South Asia by accelerating tempo and degrading 
confidence under uncertainty, and that stability is best supported through strong 
human oversight and layered verification for AI-assisted functions, hardened 
cyber and authentication practices for communications, and practical maritime 
crisis communication and incident-management mechanisms that slow 
escalation when ambiguity is high.
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Introduction

 Propaganda is defined as “the planned use of any form of mass 
communication designed to influence the minds and emotions of a particular 
group for military, economic, or political purposes.”2 It has consistently served 
as a pivotal instrument from the 1st generation to the 5th generation of warfare. 
Propaganda warfare is employed not only during war but also in peacetime to 
shape perceptions, attitudes and behaviour. Dennis M. Murphy and James F. 
White have mentioned that shaping public perception in peacetime is just as 
important as having soldiers on the battlefield.3 

 Propaganda warfare techniques have long been employed to shape 
public perceptions, manipulate narratives and advance strategic political 
objectives. Martina Sprague, in her book titled The Propaganda of War: 
Personal Transformation and Search for Adventure,4 explains that propaganda 
manipulates public opinions and reshapes beliefs to achieve national 
objectives. Edward Bernays noted that during World Wars I and II, Western 
countries conducted propaganda campaigns among their military officers to 
boost their morale during war.5 These countries also used available media tools, 
including radio broadcasts, posters, films and cultural products to disseminate 
propaganda against the adversary. 

 During the Cold War, propaganda techniques were also used to promote 
capitalism and the communist school of thought by the US and USSR, 
respectively, thereby deepening the ideological division between the East and 
the West.6 To expand their sphere of influence, both countries provided 
financial, military and technical assistance to developing countries by signing 
bilateral and multilateral military pacts and alliances. 

 Propaganda warfare in the 21st century has undergone significant 
evolution, leveraging new technologies and strategies to shape public opinion. 

Social media platforms, such as Facebook, X and YouTube have begun to be 
used as powerful tools for disseminating propaganda. They enable rapid 
dissemination of information, often bypassing traditional electronic and print 
media outlets. Moreover, the advances in Artificial Intelligence (AI) have made 
it possible to generate highly realistic but fabricated videos and audio 
recordings, commonly referred to as deepfakes. These are being employed to 
disseminate false information or to discredit individuals or organizations. 
AI-powered bots and algorithms are also being used to amplify propaganda 
messages and manipulate online conversations. Foreign actors have been 
increasingly using propaganda techniques to interfere in elections around the 
world. This involves spreading disinformation about candidates or political 
parties, manipulating social media trends and hacking into computer systems to 
steal sensitive information. These developments provide impetus to study both 
historical and modern propaganda techniques of warfare, to understand the 
phenomenon and respond more effectively.

 The study focuses on: (i) examining the evolution of propaganda 
warfare in terms of objectives, narratives and dissemination strategies during 
World War I, World War II, and the Cold War; and (ii) analyzing the 
weaponization of propaganda in the contemporary digital information age 
through advanced technologies, particularly AI and deepfake technologies.

The Evolution of Propaganda Warfare

 According to the Collins Dictionary of International Relations, 
“Propaganda is information, frequently false information, that a political 
organisation disseminates or broadcasts to sway public opinion.”7 According to 
Britannica, propaganda is the dissemination of information, including facts, 
rumors, arguments, half-truths, and lies aimed at shaping public opinion.8 
These definitions underscore that propaganda is the selective and strategic use 
of information to manipulate attitudes, beliefs and behaviour in pursuit of 
political objectives.

 The word "Propaganda" was first used by Pope Gregory XV in 1622, 
when he established the Sacra Congregatio de Propaganda Fide (Sacred 

Congregation for Propagating the Faith) to spread Catholicism.9 At that time, 
missionaries used propaganda to disseminate religious beliefs among the 
public, but after World War I, states began to employ propaganda techniques 
for their own political interest, primarily in wartime. According to Bill 
Lambrecht, “In war, truth is a relative commodity and propaganda a staple of 
battle.”10 Various emperors have strategically employed propaganda tactics 
against their adversaries to gain a decisive edge in warfare. For instance, Philip 
II of Macedon, Xerxes I and Cyrus the Great effectively employed propaganda 
techniques for shaping public perceptions and securing victory in conflicts.11 

 The advent of radio, television and print and social media significantly 
amplified the reach and effectiveness of propaganda globally, enabling states to 
mobilize public support for getting entry into wars and to legitimize specific 
actions during wartime. The propaganda also helped to manage public opinion 
to deter adversary forces and to incite rebellion against the enemy. The role of 
Germany’s propaganda machinery, especially under the Nazi regime, serves as 
a historical benchmark for understanding the concept and connotation of 
propaganda warfare. In 1933, the Nazi government in Germany established the 
Ministry of Public Enlightenment and Propaganda, also known as the Ministry 
of Propaganda, under the leadership of Joseph Goebbels. It played a central role 
in Nazi Germany's propaganda efforts. Its objective was to control information, 
influence public opinion and strengthen the Nazi ideology.12

 In the modern era, propaganda warfare is driven by digital platforms, 
social media and emerging technologies that enable rapid manipulation of 
narratives and public opinion. States and non-state actors use online media, 
bots and disinformation to influence perceptions, weaken adversaries and 
justify political or military actions. This form of warfare operates below the 
threshold of armed conflict, making information a key weapon in modern 
strategic competition. According to the American Historical Association, 

“propaganda warfare is much more complex and adaptable in today's war, 
which combines political, economic, military and propaganda tactics.”13 

Harold Lasswell’s Theory of Political Propaganda 

 Harold Lasswell's theory of political propaganda helps in understanding 
propaganda warfare. This theory highlights the systematic shaping of public 
opinion by employing cultural and national symbols such as music, national 
flag, art and language. Lasswell mentioned that the task of the propagandists is 
to shape behaviours favourable to their national objectives and to counter 
hostile attitudes.14 He emphasized that managing perception in propaganda 
warfare is achieved by manipulating specific symbols.15

 Lasswell identified six essential elements of effective propaganda 
warfare. These include:16 (i) generating a sense of guilt and demoralization 
among enemy forces to weaken their will to fight; (ii) reinforcing confidence 
among soldiers and the general population by repeatedly invoking a glorious 
past and portraying victory as inevitable; (iii) clearly articulating the objectives 
and justification of war in ways that resonate with soldiers and civilians, often 
framed through appealing concepts such as freedom and democracy; (iv) 
strengthening the perception that the enemy bears sole responsibility for the 
outbreak of war; (v) strategically utilizing media platforms to disseminate false 
information about the adversary; and (vi) employing fear-inducing narratives 
that dehumanize the enemy, thereby legitimizing and encouraging violent 
actions. Collectively, these elements have formed the conceptual basis of both 
traditional propaganda practices and their contemporary manifestation.17

Propaganda Warfare Techniques 

 The US-based Institute of Propaganda Analysis (IPA) categorized seven 
propaganda warfare techniques in an article titled “We are Fooled by 

Propaganda.”18 These include: (i) Name-Calling; (ii) Glittering Generalities; 
(iii) Transfer of the Device; (iv) Testimonial; (v) Plain Folk; (vi) Card Stacking; 
and (vii) Bandwagon. 

 Propagandists employ the Name-Calling technique, where they attach 
derogatory labels to individuals or organizations to damage their reputation and 
strengthen existing negative views.19 Governments implement this strategy by 
leveraging all available media sources.20 The more frequently media outlets 
portray a group in a specific way, the more likely it is that such portrayals are 
guided or directed. For instance, labeling someone as a fascist, warmonger, 
radical or terrorist carries strong negative connotations and applying these 
labels can shape public perception and influence how others view them. States 
often equate freedom fighters with terrorists to legitimize their acts of 
suppression. Associating negative connotations with individuals or 
organizations has been a widespread tactic throughout history.

 During the inter-war period, the Nazis killed six million Jewish people 
in a systematic genocide, which is called the Holocaust.21 In the post 9/11 
period, Western countries portrayed Muslims as associated with terrorism, a 
narrative that was fueled by media portrayals, political rhetoric and 
counterterrorism policies. This conflation of Islam with extremism perpetuated 
stereotypes, fostering Islamophobia and marginalizing Muslim communities 
globally.22

 Glittering Generalities is a propaganda technique in which 
propagandists employ appealing, vague and fancy words or ideas to influence 

public opinion and advance their political objectives. This strategy relies on 
catchy slogans, broad generalizations and language associated with deeply held 
values and beliefs, while deliberately avoiding evidence or logical 
justification.23 The implication is consistently positive, even though the words 
and phrases are vague and may mean different things to different audiences. 
Because the language is ambiguous and imprecise, it remains largely 
meaningless and cannot be verified as either true or false.24 The propagandists 
may include government officials, journalists, politicians and social workers. 
For instance, India launched attack on Pakistan subsequent to Pahalgam false 
flag operation under the code name of Operation Sindoor, seeking to mobilize 
public support by invoking the narrative that the “Sindoor” (symbol of marital 
honor) would be restored.

 Propagandists use the technique of Transfer of Device in which they 
employ numerous culturally accepted symbols to encourage people to form 
associations and connections.25 They often employ symbols such as waving the 
flag to stir the public’s emotions and win their support. This technique is 
employed across multiple platforms including electronic, print and social 
media to amplify the agenda. Through this approach, propagandists highlight 
selected positive or negative traits of an individual, culture, religion or 
institution to make their narrative more persuasive and acceptable to the public.

 In the Testimonial propaganda technique, propagandists often rely on 
endorsements or statements from well-known personalities to build credibility 
and gain public support. Propagandists utilize testimonies of religious clerics, 
journalists, political thinkers and scholars for their own political objectives.26 In 
2024, Elon Musk endorsed Donald Trump’s presidential campaign, employing 
his influence, resources and platforms to bolster Trump’s candidacy. As a major 
donor, Musk contributed USD 277 million to Trump’s election campaign. He 

also utilized his social media platform X to endorse Trump publicly, especially 
after an assassination attempt on him during an election rally.27  

 Propagandists apply the Plain Folk technique to convince the public 
that a leader is loyal and came from a middle-class background. Propagandists 
use common language to persuade the audience to agree with their opinion.28 
For example, Indian Prime Minister Narendra Modi frequently mentions his 
past as a tea seller (Chaiwala) to connect with the common people.29 Similarly, 
US President Barack Obama often referred to his upbringing by a single mother 
and grandparents to relate to middle-class Americans. 

 Another technique is Card Stacking, in which propagandists selectively 
present facts that favour their viewpoint and attempt to convince the audience 
of their validity.30 Since it does not provide the audience with the complete 
information to make an informed choice, card stacking is the most intricate 
technique to identify. The audience is unable to identify the gaps in 
information. For example, Narendra Modi has frequently highlighted India’s 
GDP growth and large-scale infrastructure development under his leadership, 
while simultaneously downplaying persistent challenges such as rising 
unemployment and the adverse economic consequences of demonetization. 

 Bandwagon propaganda is a strategy that persuades individuals to 
conform by suggesting that a belief or action is widely accepted and followed 
by others. It appeals to the human desire to fit in or belong to the majority.31 
Donald Trump used the slogan “Make America Great Again” during rallies 
filled with enthusiastic supporters, to create an impression that majority of 
Americans were aligned with his vision. Barack Obama’s campaign slogan 

“Yes We Can” implied collective action, encouraging voters to join the 
widespread movement for change.32

Propaganda Warfare Techniques during World Wars I and II

 According to Kingsbury, World War I marked the beginning of 20th 
century propaganda warfare, characterized by the systematic use of public 
relations and marketing techniques to mobilize public support and justify 
participation in the war.33 Posters disseminating the adversary's false image 
were extensively used as a propaganda technique at that time. According to the 
Library of Congress, both the Central and Allied powers circulated posters to 
mobilize support and strengthen public morale. During World Wars I and II, 
postcards were a highly effective propaganda tool, used to garner public 
sympathy and boost the morale of soldiers.34 Edward Bernays pointed out that 
during World Wars I and II, Germany and Britain conducted propaganda 
campaigns aimed at boosting the morale of their military officers. To achieve 
this, both countries utilized radio broadcasts, films, posters, cultural products 
and literature to spread a distorted and false image of the enemy.35

 Germany and France carried out organized campaigns encouraging the 
public to enlist in the army, undergo training and fight in the war, often using 
postcards as a medium. In 1916, the UK employed posters to recruit a large 
number of soldiers. Although women were not formally enlisted, they were 
strongly encouraged to support the war effort through various roles. 
Organizations such as the Young Women's Christian Association (YWCA) and 
the Red Cross played active roles in promoting and facilitating this 
involvement. Various organizations, including the Young Women's Christian 
Association (YWCA) and the Red Cross, played an active role in supporting 
the war effort. Additionally, Britain established the Women’s Land Army, 
which worked on farms to produce agricultural goods, especially during 

periods when many male farmers were away serving in the military.36

George Creel, a pioneer of modern propaganda and author of How We Advertise 
America, endorsed the involvement of women in agriculture as a vital measure 
to safeguard the country against food insecurity during the war.37 He was tasked 
by the US President Woodrow Wilson to establish a committee on public 
information to disseminate propaganda intended to shift the American public’s 
mindset toward becoming a patriotic and war-hungry nation.38 According to 
Noam Chomsky, the campaign succeeded as, within just six months, it turned 
the Pacific population into a hysterical and war-driven group eager to destroy 
anything connected to the Germans.39

Propaganda Warfare Techniques during the Cold War

 Propaganda warfare became more important in the Cold War era 
(1945-1991). States applied twofold techniques of propaganda during the Cold 
War which included: (i) use of soft power including culture, literature, art and 
films, to present their positive image and preserve their ideological beliefs; and 
(ii) use of proxy wars as a new strategy to expand propaganda in developing 
states. 

1. Soft Propaganda Warfare Techniques during the Cold War

 Soft propaganda warfare techniques employ soft power to shape 
perceptions, aiming to influence large audiences and achieve objectives 
through art, culture, film, literature and other forms of cultural expression.40 In 
1948, the extension department of Harding College (now Harding University) 
produced a short film called “Make Mine Freedom,” which highlighted the 
benefits of living in a capitalist society as opposed to a communist one.

 George Orwell’s novel Animal Farm, an allegory of the Soviet 
government, was adapted into an animated film in the 1950s as part of the 
CIA’s propaganda efforts. During the Cold War, espionage themes were also 
explored in popular media like the James Bond films and television series such 
as I Spy and The Man from UNCLE.41 George Orwell’s novel 1984, published 
in 1949, portrays a dystopian world controlled through propaganda and the 
constant fear of endless war, serves as a powerful metaphor for the Cold War 
era’s use of literature as a propaganda tool. Espionage novels also played a key 
role in Cold War literature, such as The Spy Who Loved Me, where an American 
collaborates with the Soviet counter-espionage agency SMERSH.42

 A former British intelligence officer with MI5, David Cornwell 
authored several novels under the pen name John le Carré, including The Spy 
Who Came in from the Cold. This novel portrays the enemy as ruthless while 
showcasing the expertise of spies.43 It is important to note that the CIA utilized 
a variety of academic and non-academic platforms to shape public perception. 
The agency published more than 20 magazines, hosted art exhibitions, 
organized prominent international conferences, operated a news and feature 
service, released numerous books, and sponsored public performances by 
anti-Russian musicians and artists to capture public attention.44

2. Hard Propaganda Warfare Techniques during the Cold War

 The US attracted developing countries by projecting itself as an 
advanced economic and military power and having a strong political and 
cultural influence. The US considered propaganda as an important tool to attain 
foreign policy objectives. US President Harry Truman called for a more 
vigorous propaganda campaign known as the Campaign of Truth. The start of 
the Korean War, a few weeks after Truman's speech, contributed to a rapid 
increase in the State Department's budget for information, from USD 20 
million in 1948 to USD 115 million in 1952. To organize American 

psychological warfare efforts, Truman established the Psychological Strategy 
Board in April 1951.45 The Board was assigned to conduct covert operations 
against the Soviet Union and its allies. 

 The objective of these psychological strategies was to expand US 
influence. It is important to highlight that, unlike the interwar period’s 
psychological operations, which were tied to military actions, Cold War 
psychological covert operations were conducted through non-military means. 
Trade and economic aid, diplomacy, threat of force and cultural and 
educational exchange programs were employed as new methods of propaganda 
warfare. Notably, George F. Kennan, then head of the State Department's 
Policy Planning Staff, developed a range of anti-communist propaganda tactics 
in 1948, which included subversion, black propaganda, economic warfare, 
psychological warfare, paramilitary operations, and support for underground 
resistance groups.46

 The CIA carried out numerous military operations employing hard 
propaganda techniques to fulfill its goals. They backed various revolutions and 
counter-revolutions that impacted electoral processes in third-world countries, 
overthrew multiple democratic and autocratic regimes, and promoted the US 
vision of the global order.47 To influence political developments globally, the 
CIA conducted both overt and covert military operations, especially in 
countries such as Italy, the Philippines, Iran, Guatemala, Indonesia, Cuba, 
Vietnam, Thailand, Chile, Iraq, and Angola.48

21st Century Propaganda Warfare: Rising Disinformation in the Age of 
Information

 The 21st century propaganda warfare merges traditional and modern 
methods, utilizing a wide range of communication tools such as the Internet 

and social media alongside older techniques like postcards. Many scholars have 
anticipated that disinformation would become a key tactic in future conflicts. In 
1970, Canadian theorist Marshall McLuhan predicted that World War III would 
be fought as a guerrilla information war, blurring the lines between military 
personnel and civilians.”49 In their 2001 book Networks and Netwars: The 
Future of Terror, Crime, and Militancy, John Arquilla and David Rosenfeld 
highlighted that the nature and results of conflicts are becoming increasingly 
reliant on information and communication technologies.50

1. Digital and Social Media Platforms

 The emergence of digital and social media platforms has revolutionized 
communication, breaking down barriers of geography and time. However, this 
democratization of information has also enabled the proliferation of 
propaganda warfare, allowing both state and non-state actors to exploit these 
platforms to manipulate, influence and manage the perceptions of the masses. 
Social media platforms like X, Instagram and Facebook have turned into a 
battleground for the dissemination of information. Fake accounts, bots and 
algorithms amplify specific narratives, giving the impression of broad support 
or opposition.

 Joseph Goebbels, Nazi minister of propaganda, famously said, “If you 
repeat and tell a lie long enough, it becomes the truth.”51 According to Castells, 
the rise in Internet usage and political agendas has created an international 
media ecology characterized by self-publication and easy access. As a result, 
the media employ propaganda to emphasize certain information while 
overlooking other details.52 The Russia-Ukraine conflict showcases the rising 
role of social media in modern warfare. Both sides have used social media 
platforms like Telegram, X and TikTok to spread their narratives. Russia 
employed bots and trolls to justify its actions, whereas Ukraine, on the other 
hand, leveraged social media to gain international sympathy and mobilize 
support. 

 According to Secretary General of Amnesty International Agnès 
Callamard, “In 2017, the Rohingya were killed, tortured, raped and displaced in 
the thousands as part of the Myanmar security forces’ campaign of ethnic 
cleansing. In the months and years leading up to the atrocities, Facebook’s 
algorithms intensified hatred against the Rohingya, which contributed to 
real-world violence.”53

 Countries are systematically enhancing their capacity to disseminate 
propaganda online and disinformation worldwide.54 India extensively utilizes 
social media platforms to promote anti-Pakistan narratives and provoke the 
Pakistani population. A notable example exposing India’s disinformation 
campaign against Pakistan is the EU DisinfoLab reports published in 2019 and 
2020.55 It exposed India’s fake news outlets operating across social and 
mainstream media, which actively lobbied international organizations and civil 
society against Pakistan.56 Leading this deceptive propaganda effort were 
India’s wire service company “Asian News International (ANI)” and the 
Delhi-based “Shrivastava Group,” which played a key role in managing 256 
anti-Pakistan websites disseminating false information across 65 countries 
since 2005.

 Deception through fake news, propaganda and disinformation was 
widely practiced by the Indian media in the aftermath of Pahalgam false flag 
operation leading up to the four-day war in May 2025, initiated by 
nuclear-armed India against nuclear-armed Pakistan. According to the 
UK-based The Economist magazine, “Indian TV news long ago relinquished 
membership of the reality-based community.”57 During Operation Sindoor, 
India falsely claimed that it had shot down Pakistan’s JF-17 Thunder and F-16 
aircraft,58 Indian navy had attacked Karachi port and Indian military had 

crossed the Line of Control (LoC). These claims turned out to be false and were 
part of India's state-sponsored propaganda campaign against Pakistan.

 To keep Indian people in the dark, the Indian government issued 
executive orders to X, ordering the platform to block more than 8,000 accounts 
in the country.59 According to the platform’s statement, the orders also 
demanded blocking access to accounts belonging to international news 
organizations and prominent X users in India. Accounts of Chinese state-run 
media outlets such as Xinhua News Agency and Global Times, as well as 
Türkiye’s TRT World, were among those restricted on X.60 These actions were 
part of India's broader efforts to control the official narrative and limit external 
influence during the heightened tensions following Pahalgam false flag 
operation. India’s fake news campaign also included a radiation leak in 
Pakistan, which was denied by the International Atomic Energy Agency.61

2. Deepfakes and AI-Generated Content

 The evolution of Artificial Intelligence (AI) has brought numerous 
advancements, but it has also ushered in powerful tools for deception. Among 
the most concerning developments is the rise of deepfakes and AI-generated 
content, which have become potent instruments in modern propaganda warfare. 
By blurring the lines between reality and fabrication, these tools can 
manipulate public opinion, undermine trust, and destabilize societies. 
Deepfakes are synthetic media, often videos or audio files, created using AI 
technologies like deep learning. AI-generated content extends beyond 
deepfakes to include text, images, and audio created by AI algorithms to 
simulate authentic communication or events. 

 Recent advancements have increased public access to deepfake 
technology, producing results that are alarmingly convincing. From videos 
showing politicians making inflammatory remarks to fabricated recordings of 

public figures in compromising situations, the potential for harm is enormous. 
According to the “Deepfake Statistics 2025: The Hidden Cyber Threat” 
deepfake files reached 8 million in 2025, up sharply from about 500,000 in 
2023, while deepfakes now account for around 40 % of all biometric fraud 
attempts and humans can accurately identify high-quality deepfake videos only 
about 24.5 % of the time highlighting how quickly synthetic media are 
proliferating and complicating fraud prevention and digital trust in 2025.62

 In the age of social media, misinformation spreads faster than ever. In 
2025, the University of California, in its DeepTrust Project, noted that 
deepfakes are now among the most potent tools for political manipulation, 
particularly in election campaigns.63

 A notable example of this manipulation came from the Philippines in 
2019, when a deepfake video featuring a key opposition leader, Maria Ressa, 
appeared to show her endorsing violence against political rivals. Despite being 
debunked, the video remained in circulation, sowing doubt and further 
polarizing the political landscape. The same report from the Atlantic Council 
noted that deepfakes were being used to influence elections in several 
countries, including India, where political deepfakes were deployed to attack 
key figures during campaigns.64

 In 2018, deepfakes of Barack Obama surfaced, showing him delivering 
a speech he never delivered.65 While it was created as a demonstration of the 
technology's dangers, it highlighted the potential to damage reputation and sow 
distrust in leadership. Political campaigns are prime targets for deepfakes 
propaganda. During the 2020 US presidential elections, concerns arose about 
deepfake videos being used to spread false narratives about candidates. Even 
the threat of such technologies being used caused public skepticism, 
highlighting their psychological impact on electoral processes. In 2022, amid 
the Russia-Ukraine conflict, a deepfake video surfaced showing Ukrainian 

President Volodymyr Zelensky falsely urging Ukrainian troops to surrender. 
Although the video was swiftly debunked, it highlighted the powerful potential 
of deepfakes to undermine morale in conflict zones.66 These examples suggest 
that deepfakes are widespread and readily accessible, with the potential to serve 
as a powerful weapon against both ordinary citizens and high-profile 
politicians.

Conclusion

 Propaganda warfare is the most widely used technique by states to 
manipulate and influence public opinion. During World Wars I and II, states 
used postcards for: (i) persuading people to join the army; (ii) raising morale; 
and (iii) raising funds for military. However, during the Cold War, propaganda 
warfare techniques underwent significant evolution, with a strategic integration 
of both hard and soft propaganda methods utilized as instruments to shape and 
influence public opinion.

 In the 21st century, propaganda warfare has become more sophisticated 
and pervasive, largely driven by digitalization and the rapid spread of 
information technologies. The rapid growth of social media platforms and 
advanced communication technologies has amplified the speed and scale at 
which disinformation spreads, eroding public trust and manipulating opinions. 
Tools like deepfake technology and AI-generated content have further blurred 
the lines between reality and fiction, making it challenging to distinguish 
credible information from fake narratives. These technological advancements 
have helped in weaponizing information to influence societies and destabilize 
adversaries to gain political outcomes.

Bobby Allyn, “Deepfake Video of Zelenskyy Could Be ‘Tip of the Iceberg’ in Info War, 
Experts Warn,” NPR, March 16, 2022, sec. Technology, 
https://www.npr.org/2022/03/16/1087062648/deepfake-video-zelenskyy-experts-war-mani
pulation-ukraine-russia.
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Introduction

The integration of Artificial Intelligence (AI) into military information systems 
is reshaping how nuclear-armed states collect, filter, and interpret operational 
data that can be relevant to nuclear command and control (NC2).2 This effect is 
most pronounced in the maritime domain. Sea-based nuclear platforms are 
designed to operate under concealment, physical separation from national 
leadership, and constrained connectivity. These conditions create persistent 
uncertainty about what is occurring at sea and about how quickly that 
information can be verified and translated into command-relevant judgments.3 
In South Asia, where crises can evolve quickly and political signaling is often 
imperfect, AI does not need to automate nuclear use to carry strategic 
consequence. Its significance lies in how it changes the informational 
environment in which human decision-makers seek to preserve control, prevent 
miscalculation, and manage escalation.4

 India’s sea-based nuclear deterrent, centered on the Arihant-class 
SSBNs5 and supported by K-series submarine-launched ballistic missiles,6 
represents a major evolution in the region’s nuclear force posture. Sea-based 
deterrence is intended to strengthen assured retaliation by placing nuclear 
forces on platforms that are difficult to locate and neutralise. Yet survivability 
at sea produces a distinctive NC2 problem. Submerged submarines cannot 
maintain continuous, high-bandwidth communication with national leadership 
without compromising operational security. Communication links are 
constrained by physics, bandwidth, and the need to avoid exposure. Sea-based 
NC2 therefore relies on intermittent connectivity, strict authentication, and 
procedures designed to sustain positive control under degradation while 
preventing unauthorised use. These structural constraints increase the premium 

placed on accurate threat interpretation, disciplined signaling, and resilient 
communications in crisis conditions.7

 Open sources do not substantiate any role for AI in India’s nuclear 
launch authorisation or automated nuclear decision-making. This paper 
therefore treats AI as an enabling variable within sea-based NC2 rather than as 
a substitute for political control. The analytical focus is on NC2-relevant 
enabling functions that India is expanding in the maritime domain, including 
AI-assisted acoustic processing and undersea surveillance analytics, 
information filtering and prioritisation, communications support under 
bandwidth constraints, and cyber defence for naval networks. In practice, these 
applications operate as “information compression” tools. They reduce large 
volumes of noisy maritime data into prioritised assessments and alerts that can 
shape how operators and commanders perceive threat, manage force 
protection, and adjust posture around SSBN survivability in a verification-poor 
environment.

 The paper evaluates how these enabling functions can influence 
stability through three linked mechanisms i.e., detection, decision time, and 
ambiguity. First, improved AI-enabled undersea awareness can reduce 
uncertainty about submarine activity, potentially narrowing the concealment 
and ambiguity that sea-based postures depend upon.8 Second, AI-driven 
compression and prioritisation can reduce decision latency for 
command-relevant judgments, especially during episodes of heightened 
anti-submarine warfare activity or ambiguous undersea encounters. Faster 
assessment can support survivability, but it can also increase the likelihood that 
precautionary NC2 measures are taken quickly and interpreted by an adversary 
as escalatory intent.9 Third, over time, persistent improvements in classification 
and pattern recognition may erode strategic ambiguity in a domain where 

dual-capable platforms and overlapping conventional operations already 
complicate interpretation.10

 For Pakistan, the principal concern is the possibility that India’s 
AI-shaped maritime information environment could intensify crisis instability 
and gradually reshape deterrence stability. During crises, AI-assisted 
classification under uncertainty can compress decision windows and amplify 
automation bias, increasing the risk that ambiguous indicators are treated as 
more definitive than they are. As SSBN-related force protection measures may 
be observable indirectly through changes in naval activity, communications 
posture, or inferred operational behaviour, action-reaction dynamics can 
accelerate even when neither side intends escalation.11 Over the longer term, 
India’s improving undersea awareness may generate perceived pressures on the 
survivability and ambiguity that underpin Pakistan’s sea-based second-strike 
posture, which relies on nuclear-capable Submarine-Launched Cruise Missiles 
(SLCMs) deployed from conventional submarines rather than an SSBN-based 
posture. Even when doctrinal positions remain unchanged, shifting perceptions 
of concealment and control can alter incentives and risk tolerance.12

 A further source of instability arises from cyber vulnerabilities inherent 
in AI-enabled, data-dependent systems. AI-assisted NC2-relevant functions 
rely on the integrity of sensor inputs, software, training data, and 
communications networks. In the maritime domain, verification is difficult and 
attribution is contested. This expands exposure to cyber intrusion, spoofing, 
and adversarial data manipulation across sensor-to-decision pipelines. 
Compromised data can generate spurious alerts, suppress genuine indicators, or 
distort confidence levels in assessments relevant to SSBN survivability and 
command connectivity. These risks are not limited to bilateral dynamics. The 
maritime theatre involves multiple actors and overlapping operations, 
increasing pathways for third-party interference that could shape perceptions 

without clear attribution. The danger is not automated nuclear authorisation, 
but human decisions taken under uncertainty on the basis of manipulated or 
degraded information.13

 Against this backdrop, this paper examines how India’s AI-enabled 
maritime capabilities interact with the specific constraints of sea-based NC2 
and assesses the implications for crisis stability, deterrence stability, and 
command robustness in South Asia. The argument is not that AI integration is 
inherently destabilising or that it implies a shift toward automated nuclear 
employment. Rather, the argument is that AI-enabled improvements in sensing, 
filtering, and cyber defence can narrow margins for restraint by accelerating 
operational tempo, heightening sensitivity to misperception, and altering 
perceived survivability conditions at sea. The paper concludes by identifying 
practical risk-reduction priorities centered on human oversight and layered 
verification for AI-assisted NC2 functions, maritime crisis communication and 
incident-management mechanisms, and restraint-oriented norms discouraging 
destabilising AI applications in NC2.

NC2 of Sea-Based Nuclear Deterrent

 NC2 refers to the institutional, technical, and procedural mechanisms 
through which a state exercises authority over its nuclear forces, ensures 
positive control, prevents unauthorised use, and manages escalation during 
crises. At its core, NC2 is designed to balance two competing imperatives; 
maintaining tight political control over nuclear use and ensuring the 
survivability and responsiveness of nuclear forces under conditions of 
uncertainty and attack. This balance becomes especially difficult to manage in 
the maritime domain, where sea-based nuclear forces operate in physically 
isolated, communication-constrained, and high-risk environments.14

 Sea-based nuclear deterrent differs fundamentally from land-and 
air-based forces in how they are commanded and controlled. Submerged 

nuclear-capable submarines rely on stealth and endurance to guarantee 
survivability, but these same attributes restrict continuous communication with 
national leadership.15 Very Low Frequency (VLF) and Extremely Low 
Frequency (ELF) systems allow limited one-way communication, often 
transmitting brief, preformatted messages rather than real-time situational 
updates. As a result, sea-based NC2 systems necessarily involve higher degrees 
of autonomy, redundancy, and procedural pre-planning than other legs of the 
nuclear triad.16

 This distinction is central to Pakistan’s security calculations. The 
credibility of a sea-based deterrent does not rest on rapid reaction or 
launch-on-warning postures, but on assured retaliation under conditions of 
degraded command connectivity. This creates structural pressures toward 
pre-delegation arrangements, rigid authentication protocols, and simplified 
decision trees. While such arrangements enhance survivability, they also 
increase sensitivity to misinterpretation, especially during crises at sea where 
conventional and nuclear operations may overlap.

AI as an Enabling Variable in NC2

 This study treats AI not as an autonomous decision-maker but as an 
enabling variable within NC2 systems. AI is increasingly integrated into 
supporting functions that shape how information is collected, processed, 
prioritised, and presented to human decision-makers. In the maritime nuclear 
context, these functions include undersea surveillance and acoustic analysis, 
maritime domain awareness, communications management, cybersecurity, and 
decision-support modelling.17

 Conceptually, AI alters NC2 by accelerating information flows and 
influencing perception rather than by transferring launch authority to machines. 
AI-assisted data fusion allows large volumes of sensor data to be filtered and 
interpreted more quickly than traditional methods. Decision-support tools can 

model escalation pathways, assess threat indicators, and recommend response 
options. In communication-constrained environments, AI can prioritise critical 
messages and assist in authentication under bandwidth limitations.18

 For Pakistan, the key concern is that AI is restructuring the 
human-machine relationship in ways that can compress decision time and 
amplify uncertainty. When operators or commanders are presented with 
AI-generated assessments under stress, the risk of automation bias increases, 
particularly if alternative sources of verification are unavailable.

 The conceptual framework of this paper links AI-enabled NC2 to crisis 
stability through three mechanisms - detection, decision time, and ambiguity. 
First, improvements in AI-assisted detection and tracking may undermine the 
survivability of sea-based deterrent by reducing uncertainty about submarine 
presence, movement, or mission type.19 Second, faster processing and alert 
generation can shorten decision windows, increasing the likelihood of 
precautionary or risk-acceptant behaviour during crises.20 Third, AI-driven 
transparency can erode strategic ambiguity, a key stabilising factor in 
Pakistan-India deterrence, particularly at sea where dual-capable platforms 
operate.21

 These mechanisms are especially destabilising when combined with 
asymmetries in technological capability. If one side believes its maritime 
deterrent is increasingly vulnerable, it may adopt compensatory measures that 
lower thresholds, increase readiness, or rely more heavily on pre-delegated 

authority. Such adaptations may be rational individually but destabilising 
collectively.22

India’s Sea-Based Nuclear Posture

 India is transitioning from a fledgling sea-based deterrent toward a 
more established force. Its SSBN program under the Advanced Technology 
Vessel (ATV) project, initiated in the 1980s, has begun to mature over the past 
decade.23 The Arihant-class24 forms the backbone of India’s nascent sea-based 
nuclear forces and signals a gradual improvement in second-strike potential at 
sea.

 INS Arihant (SSBN-80), the lead boat (about 6,000 tons), was quietly 
commissioned in August 2016. Its 83 MW pressurised-water reactor went 
critical in 2013 and the submarine entered sea trials in 2014. By late 2018, 
Arihant reportedly completed India’s first deterrent patrol, effectively 
operationalising the naval leg of the triad. With four vertical launch tubes, 
Arihant can carry up to 12 K-15 “Sagarika” SLBMs (three per tube) or up to 4 
K-4 SLBMs (one per tube).25

 INS Arighat (SSBN-81), the second Arihant-class boat (originally 
codenamed “Aridhaman”), was launched in 2017 and commissioned on 29 
August 2024. It is described as an improved Arihant-class submarine but 
retains broadly similar dimensions and has the same four-tube missile capacity. 
At the time of commissioning, it was reported that Arighat would initially be 
armed with K-15 SLBMs (about 750 km range) under the Strategic Forces 
Command. With Arighat’s induction, India operates two SSBNs, with Indian 
leadership portraying this as strengthening “strategic balance.” Two boats also 
move India closer to a rudimentary form of continuous at-sea deterrence, with 
at least one SSBN on patrol while the other refits or prepares.26

 India has at least two more Arihant-class SSBNs in advanced stages, S4 
and S4* (“S4 Star”). These are reported to be slightly larger variants (around 
7,000 tons) with extended hulls to accommodate 8 missile tubes, doubling the 

capacity of Arihant/Arighat. S4 was launched in 2021 and is undergoing sea 
trials, with commissioning expected by 2026. S4* was launched in October 
2024 and was also in trials as of early 2026. Beyond these, India is designing a 
new S5-class SSBN expected to displace around 13,500 tons and carry 12 
long-range SLBMs. The S5, intended for the 2030s, would be a major step 
toward a larger SSBN comparable in size to other established nuclear powers’ 
ballistic missile submarines. All Arihant-class submarines and their successors 
are being built under the ₹900 billion ATV program, involving a consortium of 
Indian agencies (DRDO, BARC, Indian Navy) and industry, including Larsen 
& Toubro Limited (L&T).27

 In parallel, India has developed a family of K-series SLBMs through 
DRDO, varying in range and sophistication. The force spans an operational 
short-range missile, a medium-range missile in late induction, and longer-range 
systems in development.

 K-15 “Sagarika” (B-05) is a short-range SLBM with an approximate 
range of ~750 km (some accounts cite 1,000–1,500 km for an extended 
version). It is nuclear-capable, generally assessed to carry a single warhead 
(potentially low kiloton to tens of kilotons yield). It is a two-stage, solid-fuelled 
missile about ~10 meters long. K-15 was successfully test-fired multiple times 
between 2005 and 2013, and entered service aboard INS Arihant between 2016 
and 2018. Each Arihant-class submarine can carry up to 12 K-15s (three per 
tube). Its current status is operational. Both Arihant and Arighat are currently 
equipped with K-15 as their primary armament. With a 700–750 km range, 
K-15 can threaten major Pakistani cities from Indian coastal waters, but it 
cannot hold deep inland targets in China at risk. India’s early sea-based nuclear 
reach was therefore constrained; an SSBN would need to patrol closer to 
adversary coastlines (for example, deeper into the Arabian Sea) to target key 
sites, increasing exposure in wartime. This constraint drove India’s emphasis 
on longer-range SLBMs.28

 K-4 is a medium-range SLBM with an estimated range of ~3,500 km. It 
is a two-stage, solid-fuelled missile capable of carrying a nuclear warhead of 
over a ton. Owing to its size, only one K-4 fits per launch tube (replacing three 
K-15s). K-4 is pivotal as its 3,500 km range enables Indian SSBNs to strike 
targets across all of Pakistan and much of China from safer patrol areas in the 

Indian Ocean. It was first test-fired from a submerged pontoon in 2010, with 
subsequent tests in 2016 and January 2020. In December 2023, India reportedly 
conducted two successful underwater launches within six days, with officials 
highlighting the missile’s emergence from underwater and stable ballistic 
flight, supporting reliability claims. After these tests, sources described K-4 as 
ready for serial production. The Navy planned deployment beginning 2025, 
and by mid-2025 a former DRDO scientist indicated that K-4 had been 
inducted into service aboard Arihant-class submarines. Its current status is 
near-operational, in late-stage induction. Each of the first two SSBNs can carry 
up to 4 K-4s at maximum load, while S4/S4* with 8 tubes could carry up to 8 
K-4s each. For Pakistan, K-4 is particularly consequential because it covers the 
entirety of Pakistani territory even if launched from India’s own waters or Bay 
of Bengal bastions, complicating deterrence planning and raising the 
survivability of India’s retaliatory option.29

 K-5 is a new-generation SLBM intended to provide true long-range 
sea-based reach. It is envisioned as a three-stage, solid-fuelled missile with an 
estimated range of 5,000–6,000 km, broadly comparable to India’s land-based 
Agni-V. It is designed for a 2-ton payload, configurable as a large single 
warhead or Multiple Independently Targetable Re-entry Vehicles (MIRVs). 
Indian sources report K-5 may be MIRV-capable, potentially delivering 2–3 
warheads to separate targets, which would mark India’s first MIRV-capable 
SLBM (with India also having tested Agni-5 with multiple-warhead/MIRV). 
K-5’s development is largely complete. Initiated around 2015, DRDO 
reportedly shifted focus to K-5 after finishing K-4 development by 2020. By 
mid-2025, Indian officials stated that development was completed and 
preparatory tests (such as rocket motor work) had occurred. Reports suggested 
an initial submerged pontoon launch was expected earlier. K-5 is planned for 
integration on later Arihant-class boats (S4/S4*) and eventually S5-class 
SSBNs, which could carry more missiles with 8 or 12 tubes. It is still under 
development, not yet deployed.30

 K-6 is a more ambitious proposed SLBM reportedly under design at 
DRDO’s Advanced Naval Systems lab. It is described as a three-stage, 
solid-fuel missile with a range exceeding 6,000–8,000 km, expected to carry a 
2–3 tonne MIRV payload (possibly 4+ warheads), and sometimes associated 
with higher-speed or “hypersonic” claims (Mach 7+). It is envisioned for the 

future S5-class SSBNs, which would carry 12 long-range SLBMs.31 It will pose 
a grave threat to international peace, security and strategic stability. 

• India’s Integration of AI in NC2 of its Sea-Based Deterrent

 India has not integrated artificial intelligence into nuclear launch 
authority or decision-making. However, AI-enabled systems increasingly 
shape the conditions under which command and control of sea-based nuclear 
forces is exercised. By influencing threat detection, information filtering, 
communication reliability, and cyber resilience, AI affects the timeliness, 
confidence, and stability of human command and control, even though formal 
authority remains centralised and human-controlled.32

 A core challenge in sea-based NC2 is information overload under 
uncertainty. SSBN survivability depends on accurately distinguishing benign 
signals from hostile activity while operating in a cluttered acoustic 
environment.33 Indian developers, including DRDO and defence startups, have 
applied AI and machine-learning techniques to acoustic signal classification 
and passive sonar processing, enabling faster discrimination between ambient 
noise, marine life, and genuine threats such as adversary submarines or 
Anti-Submarine Warfare (ASW) platforms.34 Indo-French collaboration on 
AI-driven acoustic intelligence, supported by a New Delhi research facility and 
French Naval Group expertise, reinforces this trajectory.35

 For NC2, these systems act as information compression mechanisms. 
They reduce raw sensor data into prioritised threat assessments before 
information reaches operators or higher command. This improves situational 

awareness but also shapes threat interpretation, potentially influencing how 
rapidly alerts propagate through the command chain.36

 India’s deployment of AI-enabled autonomous underwater systems 
further affects escalation dynamics.37 In late 2025, DRDO unveiled 
man-portable AUVs equipped with deep-learning algorithms for mine 
detection and classification. These platforms autonomously identify mine-like 
objects using sonar and optical sensors and can operate cooperatively as 
swarms. Successful trials and movement toward production mark a confirmed 
enhancement in underwater mine countermeasures.38 In NC2 terms, such 
systems contribute to escalation control by reducing the likelihood that routine 
environmental hazards or legacy mines are misinterpreted as hostile action 
against SSBNs. By stabilising the operating environment of sea-based nuclear 
platforms, AI-enabled autonomy lowers the risk of inadvertent escalation 
triggered by ambiguous undersea events. However, they come with their own 
set of risks as AI-enabled AUVs can lead to misclassification or automation 
bias which can generate false “hostile” undersea cues, prompting precautionary 
SSBN force-protection moves that an adversary may misread as escalation. 

 Planned initiatives such as the National Underwater Domain Awareness 
(NUDA) framework39 extend this logic. Although still developmental, NUDA 
aims to integrate AI-assisted sonar analytics and unmanned platforms into a 
networked maritime sensor grid.40 If realised, this would further compress and 
standardise undersea information flows, allowing SSBNs to operate within a 
shared threat picture. However, AI-driven route optimisation and real-time 
manoeuvre guidance remain conceptual, with no confirmed operational 
deployment.

 Sea-based NC2 is uniquely constrained by low-bandwidth, one-way 
communications with submerged submarines. India relies on Very Low 
Frequency (VLF) broadcasts for SSBN connectivity and is constructing a 
second VLF station at Vikarabad to ensure continuous encrypted coverage.41 
While this improves reach and redundancy, it does not resolve bandwidth 
limitations. Within this constraint, AI’s relevance lies in reducing decision 
latency. Indian innovators, such as startup Airbotix, are developing advanced 
submarine communication systems.42 Although technical details are 
undisclosed, such systems likely employ AI-assisted data compression, 
prioritisation, and signal optimisation to ensure that critical commands and 
alerts are transmitted first. In NC2 terms, this does not accelerate launch 
authority but shortens the time between information generation and human 
comprehension, particularly under crisis conditions.

 Authentication and message integrity further intersect with NC2 
stability. AI-based anomaly detection and pattern recognition can support 
authentication under severe bandwidth limits, reducing the risk of spoofed or 
corrupted orders.43 While India has not publicly described its naval Nuclear 
Command, Control and Communications (NC3) procedures, the parallel 
integration of AI in naval cyber defence suggests functional overlap in 
protecting communication integrity.

 India’s Strategic Forces Command44 remains firmly human-controlled. 
There is no evidence of AI exercising autonomous nuclear decision-making. 
However, India’s demonstrated use of AI-supported simulations, intelligence 
fusion, and scenario modelling in conventional operations illustrates how AI 
can compress analytical timelines and assist planners in evaluating escalation 

pathways.45 Applied to the sea-based leg, similar tools would influence how 
quickly and confidently human authorities assess deterrence stability, without 
altering formal command authority.

 Taken together, India’s integration of AI does not automate sea-based 
nuclear command. Instead, it restructures the informational environment of 
NC2 by compressing sensor data, stabilising undersea operations, reducing 
communication latency, and hardening cyber defences. These developments 
affect how escalation is perceived and managed, not who authorises nuclear 
use. 

Crisis Stability Implications of AI-Shaped Sea-Based NC2

 Crisis stability in the nuclear domain depends on the ability of 
adversaries to manage confrontation without being driven toward rapid 
escalation or premature nuclear use.46 In the context of India’s sea-based 
deterrent, crisis stability is shaped not by automated nuclear decision-making, 
which India does not employ, but by how AI alters the information environment 
in which human command and control decisions are exercised over SSBN 
operations.47

 A central challenge for sea-based NC2 is managing ambiguity under 
time pressure. SSBNs operate in acoustically cluttered environments where 
benign contacts, environmental noise, and hostile activity can be difficult to 
distinguish.48 India’s adoption of AI-assisted acoustic classification and passive 
sonar processing is intended to compress raw undersea sensor data into 
prioritised threat assessments. This improves SSBN survivability by enabling 
faster recognition of potential threats and more timely evasive or protective 
actions.49 However, this same compression can accelerate the pace at which 

command-relevant judgments are formed and transmitted.

 For Indian commanders, AI-driven information compression not only 
reduces uncertainty but also shortens the interval between detection and 
response. In a maritime crisis involving heightened ASW activity or ambiguous 
undersea encounters, faster classification of contacts as potentially hostile 
could prompt rapid adjustments in SSBN alert levels, communications posture, 
or patrol behaviour. These adjustments are not nuclear launch decisions, but 
they are NC2 actions that signal perceived threat levels. Because such changes 
may be detected indirectly through adversary intelligence or inferred from 
shifts in naval activity, they can provoke reciprocal countermeasures. The risk 
lies in a feedback loop in which AI-compressed threat assessments drive faster 
command responses, narrowing the space for political de-escalation or 
clarification.50

 False alarms and misclassification represent a second crisis stability 
concern. AI systems, while improving pattern recognition, remain probabilistic 
and context-dependent. Errors in acoustic classification or network anomaly 
detection can elevate benign activity into perceived hostile intent. In a crisis 
environment, automation bias, the tendency of operators to place excessive 
confidence in machine-generated assessments, can amplify the impact of such 
errors.51 If Indian command authorities interpret an AI-generated threat 
assessment as evidence that an SSBN is being trailed or targeted, they may 
increase readiness or alter command protocols. Pakistan, observing heightened 
Indian naval alertness without insight into the underlying cause, could interpret 
these moves as preparatory escalation rather than precaution, leading to 
mirrored responses. The risk to crisis stability arises from the speed at which AI 
shapes command perceptions and responses surrounding the survivability and 
control of sea-based nuclear forces.

Deterrence Stability and the Asymmetry Introduced by Sea-Based NC2 
Evolution

 Deterrence stability rests on the mutual confidence that each side can 
retaliate following a nuclear attack and that neither side has incentives to seek 
advantage through preemption.52 India’s SSBN program fundamentally 
strengthens its second-strike capability by placing nuclear weapons on 
platforms that are difficult to locate and neutralise.53 However, the interaction 
between India’s sea-based deterrent and AI-shaped NC2 introduces asymmetric 
effects. As India’s confidence in the survivability and controllability of its 
SSBN force increases, regional deterrence and strategic stability could come 
under pressure. The induction of longer-range SLBMs, particularly the K-4 and 
prospective K-5, enables Indian SSBNs to hold Pakistani targets at risk from 
distant patrol areas. This reduces India’s dependence on vulnerable land-based 
systems and enhances its confidence that retaliation is assured even under 
severe stress.54

 AI-enabled NC2 reinforces this confidence by stabilising command 
over SSBNs through improved threat discrimination, information filtering, 
communication prioritisation, and cyber resilience. For India, these capabilities 
strengthen negative control (preventing unauthorised use) while preserving 
positive control (ensuring responsiveness when ordered).55 For Pakistan, 
however, the same developments may be interpreted as India gaining greater 
flexibility and assurance in managing escalation from a position of safety.

 The asymmetry can affect deterrence stability by altering perceptions of 
risk. If Pakistan perceives India’s sea-based forces as survivable and tightly 
controlled under AI-enhanced NC2, it may infer that India could absorb 

escalation while retaining credible retaliatory options. Even without evidence 
of doctrinal change, such perceptions could compel Pakistan to take 
countermeasures by dispersing forces, increasing readiness, or relying more 
heavily on non-sea-based deterrent elements.56 These responses are defensive 
in intent but can cumulatively strain deterrence stability by increasing the 
number of actors, systems, and decision points involved in NC2.

 AI does not change the formal authority structure of India’s nuclear 
deterrent, but it influences confidence asymmetry. This could lead to security 
dilemma in the nuclearised South Asia.

 In addition, robust command and control is essential to nuclear stability. 
It requires preventing unauthorised or accidental use while ensuring the ability 
to execute authorised orders under extreme conditions. Sea-based deterrence 
complicates this task because SSBNs operate at great distance from national 
leadership, under communication constraints, and in environments where 
situational ambiguity is high.57

 India’s naval NC2 architecture remains firmly human-controlled, with 
no evidence of delegated or automated nuclear launch authority, and current AI 
integration does not alter this foundational command structure. Instead, AI is 
applied at the level of supporting and enabling functions that shape how 
command decisions are informed, transmitted, and protected. AI-assisted threat 
assessment, information filtering, communication prioritisation, and cyber 
monitoring can enhance NC2 robustness by reducing cognitive burden on 
operators and improving system resilience under stress.58 In this sense, AI 
strengthens both positive control, by supporting the reliable execution of 
authorised decisions, and negative control, by helping prevent unauthorised or 
accidental actions.

 At the same time, the growing reliance on AI introduces new control 
and stability challenges rooted in system complexity and data dependence. 
AI-enabled NC2 functions rely on the integrity of software, training data, 

sensor inputs, and secure digital networks. While India has invested in 
AI-based naval cyber defence platforms to monitor anomalies and protect 
maritime networks, the introduction of sophisticated algorithms creates 
additional layers that must be continuously validated, audited, and secured. 
Vulnerabilities in any part of the data pipeline, whether through corrupted 
sensor inputs, compromised training datasets, software flaws, or network 
intrusions, can distort threat assessments or command-relevant information 
without immediately obvious indicators of failure.59

 Cyber risks are particularly salient in the maritime domain, where 
independent verification is limited and attribution is difficult. AI systems can 
be susceptible to spoofing, data poisoning, and adversarial manipulation, in 
which false or misleading inputs are deliberately introduced to shape system 
outputs. In a naval NC2 context, such interference could generate spurious 
alerts, suppress genuine warnings, or alter confidence levels in assessments 
related to SSBN survivability or command connectivity. Even if human 
authority remains intact, decisions taken on the basis of compromised 
AI-mediated information can inadvertently escalate a crisis or degrade control 
over strategic forces.60

 These risks are compounded by the possibility of third-party 
interference. In a complex maritime environment involving multiple actors and 
overlapping naval operations, a third party could seek to exploit cyber or data 
vulnerabilities to influence perceptions and behaviour between India and 
Pakistan without clear attribution. The danger is that manipulated or ambiguous 
information could prompt precautionary actions, changes in readiness, or shifts 
in communications posture that are misinterpreted by the other side. Any 
uncertainty about the reliability or intent behind such actions raises the risk of 
inadvertent escalation or loss of confidence in centralised control.61

 Delegation is another sensitive issue. SSBN operations inherently 
require a degree of operational autonomy for submarine commanders, even if 
political authority remains centralised. AI does not increase delegation of 

launch authority, but it can influence how much discretion commanders 
exercise in managing readiness, communications, and evasive actions. Clear 
procedural boundaries and robust authentication mechanisms are therefore 
critical. The risk arises not from India strengthening control, but from 
misalignment of perceptions.62 If Pakistan doubts the reliability or intent of 
India’s sea-based NC2, it may assume worst-case scenarios in a crisis, 
regardless of India’s actual procedures.

 For Pakistan, the principal risks lie in speed, perception and asymmetry. 
Faster information processing could compress decision timelines, improved 
Indian confidence could erode reciprocal reassurance and increased complexity 
could introduce new failure modes, even as it strengthens control.

 The challenge for crisis and deterrence stability is therefore not 
technological per se, but relational. As India’s sea-based NC2 becomes more 
resilient and AI-assisted, stability will depend on whether both sides can 
maintain confidence that escalation will remain deliberate, controlled, and 
reversible. Without that confidence, even stabilising technologies can 
contribute to destabilising perceptions.

The Way Forward

 India’s integration of AI into the NC2 systems supporting its sea-based 
deterrent is a structural trend that Pakistan must treat as enduring, not episodic, 
and take appropriate countermeasures in line with its policy of maintaining 
Credible Minimum Deterrence in order to preserve deterrence credibility and 
crisis stability. India’s growing use of AI for undersea surveillance, data fusion, 
communications management, and decision-support increases the risk that 
machine-generated assessments could compress decision time and shape crisis 
behaviour. Layered verification is therefore important for Pakistan. 
Strengthening NC2 resilience under degraded conditions, including 
redundancy in communications with submerged platforms and robust cyber 
defences against data manipulation, reduces the likelihood that warning 
information or operational cues are treated as decisive when they may be 
uncertain, noisy, or compromised.

 Because the destabilising effects of India’s AI-enabled maritime NC2 
are most acute during crises, Pakistan should emphasise practical 
crisis-management tools in the naval domain. The Indian Ocean environment is 
already characterised by limited transparency and weak incident-management 
arrangements, and AI-enabled monitoring can intensify action-reaction cycles 
when alerts are generated quickly and interpreted conservatively. Pakistan’s 
interest lies in slowing escalation and improving signalling clarity during naval 
encounters, not in disclosing sensitive operational details. This can be pursued 
through narrowly scoped risk-reduction measures such as agreed procedures 
for handling close encounters at sea, communication channels between naval 
commands during incidents, and predictable practices around major naval 
exercises. Even modest mechanisms that allow rapid clarification of intent can 
reduce the probability that AI-influenced warnings or threat classifications 
translate into escalatory postures before political leaders have time to assess 
and intervene.

 Pakistan also has to maintain balance between a survivable sea-based 
deterrent and avoiding steps that lower thresholds in an AI-mediated 
environment. As India’s AI-enabled maritime domain awareness improves, 
Pakistan may perceive greater pressure on the survivability and opacity of its 
sea-based second-strike option, particularly because it relies on 
nuclear-capable SLCMs deployed from conventional submarines rather than 
SSBNs. The stabilising response is not to move toward hair-trigger readiness or 
expansive pre-delegation, both of which increase escalation risks under 
uncertainty, but to preserve deterrence through survivability practices, selective 
deployment, and ambiguity that complicates adversary targeting and 
interpretation. In practical terms, this means keeping political control central, 
maintaining disciplined release procedures, and investing in reliability and 
concealment measures that support assured retaliation without incentivising 
rapid use decisions.

 A further concern for Pakistan is that AI-enabled NC2 systems, 
especially those dependent on complex data pipelines and software 
ecosystems, expand exposure to cyber intrusion, data poisoning, and spoofing. 
These risks are not limited to India-Pakistan interaction. Third-party 
manipulation of sensor inputs, training data, or communications pathways 
could generate false indicators that shape India’s threat perception and crisis 
posture, creating escalation without clear attribution. Pakistan should therefore 

strengthen its own cyber resilience for NC2-adjacent systems while also 
supporting restraint norms against interference with nuclear command 
infrastructure and against AI-enabled spoofing of early warning or maritime 
surveillance data. This is a stability interest, not a competitive one, because the 
most dangerous scenario is one in which either side acts on corrupted 
information in a compressed decision environment.

 Finally, Pakistan should support the development of regional and global 
norms for responsible AI use in NC2, with particular emphasis on retaining 
human control over nuclear decision-making and discouraging destabilising 
applications that erode survivability at sea. India’s increasing reliance on 
AI-enabled tools in maritime operations makes norm-building more relevant 
for South Asia, even if formal agreements remain difficult. Engagement 
through multilateral forums and technical Track-II exchanges can help promote 
principles such as human-in-the-loop decision-making, rigorous verification 
before escalation-relevant judgments, and restraint in targeting NC2-related 
digital infrastructure. Over time, crisis stability in the maritime nuclear domain 
will depend less on who integrates AI faster and more on whether both sides 
can prevent AI-enabled systems from narrowing political control, distorting 
threat perception, and accelerating escalation beyond deliberate intent.

Conclusion

 This paper assesses how India’s expanding use of AI-enabled 
capabilities in naval sensing, undersea surveillance analytics, and 
communications support is reshaping the information environment that 
conditions NC2 for its sea-based deterrent, and how this may affect crisis and 
deterrence stability in South Asia, with particular focus on Pakistan. Open 
sources do not substantiate any AI role in nuclear launch authorisation or 
automated nuclear decision-making; accordingly, the paper treats AI as an 
enabling variable whose strategic significance lies in compressing and 
prioritising maritime information, reducing latency for command-relevant 
judgments, and shaping force-protection behaviour around SSBN survivability 
under constrained connectivity and limited verification. The analysis finds that 
crisis stability risks can emerge even without doctrinal change, because 
AI-assisted classification under ambiguity may shorten decision windows, 
amplify automation bias in interpreting machine outputs, and intensify 
action-reaction dynamics when precautionary NC2 measures (readiness, 

communications posture, patrol behaviour) are misread as intent in a cluttered 
undersea environment. Over time, improvements in AI-enabled undersea 
awareness may narrow uncertainty around submarine activity, reinforcing 
India’s confidence in the survivability and controllability of its SSBN force 
while increasing Pakistan’s perceptions of pressure on the concealment and 
ambiguity that underpin its sea-based second-strike posture, which relies on 
nuclear-capable SLCMs deployed from conventional submarines rather than 
SSBNs. The paper also highlights NC2-adjacent vulnerabilities that expand 
with data-dependent AI; cyber intrusion, spoofing, adversarial data 
manipulation and poisoning across sensor-to-decision pipelines, and the 
heightened risk of third-party interference in a maritime domain where 
attribution is difficult and independent verification is limited. These pathways 
can generate spurious alerts or distorted assessments that shape human 
decisions under stress even when political control remains centralised. The 
conclusion is that unmanaged AI integration around sea-based NC2 can narrow 
margins for restraint in South Asia by accelerating tempo and degrading 
confidence under uncertainty, and that stability is best supported through strong 
human oversight and layered verification for AI-assisted functions, hardened 
cyber and authentication practices for communications, and practical maritime 
crisis communication and incident-management mechanisms that slow 
escalation when ambiguity is high.


